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APPENDIX A: 2Voice and IPerCom apartment station features

Below is a table with the features supported and not supported by the IPerCom and 2Voice apartment
stations. Remember that adding a riser column of 2Voice apartment stations to an IPerCom system is only
possible through the IPerCom-2Voice Gateway Ref. 1083/59.

Function 2Voice apartment station IPerCom apartment
station

Call from IPerCom calling station Yes Yes
Call from 2Voice calling station Yes No
Call from IPerCom apartment station Yes Yes
Call from 2Voice apartment station Yes (*) No (**)
Call to IPerCom Switchboard Yes Yes
IPerCom calling station auto-on Yes Yes
2Voice calling station auto-on Yes No
RTSP camera auto-on No Yes
Relay activation on Ref. 1060/84 Yes (#) Yes
Relay activation on Ref. 1083/80 Yes No
Call forwarding to smartphone Yes (with 1083/58-58A-83) Yes
Panic alarm Yes (on compatible apartment

stations) Yes
Emergency call Yes (##) Yes
Address book No Yes

Table 1: differences of functions between IPerCom and 2Voice Door Phones

(*): only if the calling and called apartment stations are on the same stairs of the gateway and if the apartment stations are appropriately programmed.
On different stairs, it is necessary to pass through the IPerCom Switchboard.

(**): only through the IPerCom Switchboard.

(#): only with some apartment station buttons and in particular conditions (see booklets for individual 2Voice apartment station).

(##): unlike IPerCom apartment stations, 2Voice apartment stations ring when an emergency call is sent from the IPerCom Switchboard.

It is also remembered that:
e if an audio apartment station (IPerCom or 2Voice) with call forwarding function enabled is called
from an IPerCom calling station, the streaming video of the calling station is sent to the

smartphone/tablet;

e if a smartphone/tablet via the CallMe app calls an apartment station (IPerCom or 2Voice) with the
call forwarding function enabled, the call is not forwarded to other smartphones / tablets.
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APPENDIX B: 2Voice and IPerCom calling station features with Switchboard

The following table shows the differences in functions between the 2Voice and IPerCom devices with an
IPerCom switchboard.

Function 2Voice device IPerCom device
Auto-on from Switchboard 2Voice secondary calling stations IPerCom calling stations
(connected to the IPerCom (any): Yes
Gateway): No
Interception of calls from IPerCom Calls from 2Voice secondary calling Calls from IPerCom
Switchboard located on 2Voice stairs stations (connected to the IPerCom secondary calling
node Gateway): No stations: Yes

Table 2: differences of functions with IPerCom Switchboard
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APPENDIX C: IPerCom priority calls

Calls within an IPerCom system are shown in ascending order of priority:

e auto-on;

e intercom (call between two apartments);

e call from calling stations/Switchboard to apartment or from apartment to Switchboard,
e emergency call.

Each call has two basic parameters (which can be set from the “System” tab of the configurator):

e Maximum answer response time, after which the call ends (if the user does not answer). Default
setting: 60s.

e guaranteed conversation time, after which the call can be interrupted by a call with the same priority
(higher priority calls can interrupt calls already in progress at any time). Default setting: 30s.

In the absence of interruptions, the conversation phase of a call lasts a maximum of 10 minutes.

Even an auto-on without interruptions has a maximum duration of 10 minutes (even if two-way audio is
activated within 10 minutes).

About call management, maximum answer response time, guaranteed conversation time and busy status in
the 2Voice system, please refer to the applicable system manual available on the website www.urmet.com

Remember that if the Switchboard has already established a conversation with a 2Voice apartment station
and you want to call another 2Voice apartment station on the same column (stairs), having put the first
conversation on hold, this is not possible even after the guaranteed conversation time. You need to close the
first call and then make the second, otherwise an engaged message will continue to appear on the
Switchboard.

MT124-032R 6
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APPENDIX D: Proximity keys compatible with IPerCom devices

The following table shows, for each IPerCom device which integrates a proximity key reader, the types of
keys compatible with the reader:

125KHz MIFARE 125KHz/MIFARE | MIFARE PLUS
Call Module
Yes No Yes (*) No

1060/12-13-17-18
Call Module 1060/23 No Yes Yes (¥**) Yes
Modular Entry Panel No

. Yes Yes (**) Yes
with 1060/48
Modular Entry Panel No

. Yes Yes (**) Yes
with 1060/48 Touch
Call Module 1060/16 No Yes Yes (**¥) Yes
Entry panel 1060/21 No Yes No No
Key Reader 1060/86 No Yes Yes (***) Yes
Key Reader 1060/45 No Yes Yes (**¥) Yes

Table 3: types of keys recognized by the various IPerCom devices

(*): with dual technology keys (125KHz/Mifare), only the 125KHz component is read;
(**): with dual technology keys (125KHz/Mifare), both 125KHz and Mifare components are read;

(***): with dual technology keys (125KHz/Mifare), only the Mifare component is read.

The product codes of the keys are as follows:

e 1125/50, 10 125Khz keys,

e 1125/52, 10 125KHz/Mifare keys,
e 1125/53, 10 Mifare Plus keys,

e 1125/54, 4 Mifare keys.
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APPENDIX E: How to use customized network settings in [perCom system

The “Custom Network Settings” section is present in the “System” tab, as shown below:

[

Project Topology

Users

Access Control

Building Automation

V| Call Divert Settings

V| Network Settings

A\ Custom Network Settings
IP Range Minimum

IP Range Maximum

RTSP - Default Network Mask
RTSP - Default Username
RTSP - Default Password

V| Maintenance Settings

V| Sunrise/Sunset Settings

10.10.128.0

10.10.255.254
255255.0.0

Figure 1: “System” tab - “Custom Network Settings”

Apply Cancel

In this section it is possible to define a range of IP addresses (between the “IP Range Minimum” and “IP Range
Maximum” fields) with the relative mask defined by the “RTSP - Default Network Mask” field. The default
values of these fields are shown in Figure 1.

The IP address range and the related netmask must have compatible values.

The IP addresses defined in this way are automatically used by the configurator if the installer needs to:

e add devices such as RTSP Cameras (not IPerCom devices),
* enable RTSP streaming (streaming video) of one or more calling stations.

If you enable RTSP streaming of the calling stations in the configurator, the related “User Name” and
“Password” fields are automatically filled in with the values set in the “RTSP - Default User Name” and

“RTSP - Default Password” fields in Fiqure 1).

In doing this, you must ensure that the IP addresses statically assigned to the RTSP Cameras and video
streaming of the calling stations are not among those already assigned to the various IPerCom devices.

To avoid this, three ways of proceeding are reported (for simplicity we will refer only to RTSP Cameras, but
what is written also applies to RTSP streaming from calling stations, except where explicitly indicated).

In all three cases reported below, the network infrastructure and any confiquration of the routers

must be carried out by specialized personnel for the correct functioning of the system.
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CASE 1: IPERCOM SYSTEM WITH DYNAMIC ADDRESSING, RTSP CAMERAS AND IPERCOM DEVICES IN THE SAME SUBNET

To implement this case, we recommend following the diagram displayed below, where the IP addresses
shown are purely by way of example:

IPERCOM

(192.168.35.1 + 192.168.35.49)

Dynamic addressing

ROUTER 1
E
N
WAN

RTSP
CAMERAS

(192.168.35.50 + 192.168.35.60)

Static addressing

INTERNET

Figure 2: connection diagram for RTSP cameras and IPerCom devices

To create the diagram in Figure 2, follow the instructions below.

1. ROUTER1
e Enable the DHCP Server and ensure that it assigns addresses of the 192.168.35.x/24 type, in detail
from 192.168.35.1 to 192.168.35.49;
e Connect the WAN port to Internet (optional).

2. RTSP CAMERAS
e Set the RTSP Cameras addressing in static mode with addresses ranging from 192.168.35.50 to
192.168.35.60

In this way the IPerCom devices connected to ROUTER 1 via LAN have IP addresses of the 192.168.35.x/24
type, from 192.168.35.1 to 192.168.35.49; the RTSP Cameras connected to the LAN ports of ROUTER 1 will
have IP addresses from 192.168.35.50 to 192.168.35.60 (set statically).

As regards the IPerCom configurator, follow the points below.
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In the “System” tab in the “Network Settings” section, choose the “Dynamic” item regarding the way in
which IPerCom devices receive IP addresses:

A Network Settings

Network Addressing Mode Dynamic

DNS 8888

Figure 3: dynamic network settings for IPerCom devices

2. Static addressing of RTSP Cameras

For RTSP Cameras, choose a 192.168.35.x/24 subnet in the “Custom Network Settings” section, as shown

below:

B Urmet IperCom Configurator

— )

Project Topology Users Access Control
v Call Divert Settings
/. Network Settings
Network Addressing Mode Dynamic
DNS 8888
A\ Custom Network Settings
IP Range Minimum 192.168.35.50
IP Range Maximum 192.168.35.60
RTSP - Default Network Mask 255.255.255.0

RTSP - Default Username
RTSP - Default Password

MT124-032R

Figure 4: custom IP address range

X

Apply

Cancel
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3. Adding an RTSP Camera

If you add an RTSP Camera to the system, the following screen appears:

[

Create new Device

RTSP Camera
Name *
Mac Address *
Device Code * 02
Location * Site 01 Move
Streaming URI rtsp:/192.168.35.50:
IP Address * 192.168.35.50
Port *
Stream *

Username

* mandatory field 0K Cancel

Figure 5: adding an RTSP camera to the IPerCom system

The “IP Address” field automatically reports the first available IP address among those present in the range
of IP addresses defined in Figure 4.

The proposed IP address must be the same as the one manually set in the RTSP Camera that you are adding
into the configuration: if this is not the case, simply change it in the configurator.

The proposed IP address can be changed to another IP address even outside the range set in Figure 4
(provided it has not already been used).

Similarly, if RTSP streaming of a calling station is enabled, the IP address assigned will be included in the range
of Figure 4. This can be modified with another value which in this case, however, must be included in the
range set and must not have already been used.
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CASE 2: IPERCOM SYSTEM WITH STATIC ADDRESSING, RTSP CAMERAS AND IPERCOM DEVICES IN THE SAME SUBNET

This case is like the previous one with the only difference that the IP addresses of the IPerCom devices are
not assigned by the DHCP server of a router but by the configurator.

To implement this case, we recommend following the diagram displayed below, where the IP addresses
shown are purely by way of example:

IPERCOM

(192.168.35.1 + 192.168.35.49)

Static addressing given by
IPerCom cenfigurator

ROUTER 1
E
Ll
WAN

RTSP
CAMERAS

Static addressing (192.168.35.50 = 192.168.35.60)

INTERNET

Figure 6: connection diagram for RTSP cameras and IPerCom devices

To create the diagram in Figure 6, follow the instructions below.

1. ROUTER 1
e Connect the WAN port to Internet (optional).

2. RTSP CAMERAS
e Set the RTSP Cameras addressing in static mode with addresses ranging from 192.168.35.50 to
192.168.35.60.

In this way the IPerCom devices connected to ROUTER 1 via LAN have IP addresses of the 192.168.35.x/24
type, from 192.168.35.1 to 192.168.35.49 (assigned by the configurator); the RTSP Cameras connected to
the LAN ports of ROUTER 1 will have IP addresses from 192.168.35.50 to 192.168.35.60 (set statically).

MT124-032R 12



As regards the IPerCom configurator, follow the points below.

1. Static addressing of IPerCom devices

In the “System” tab in the “Network Settings” section, choose the “Static” item regarding the way in

which IPerCom devices receive IP addresses:

O_
O
=

X

-~

1B Urmet perCom Configurator B
Project Topology Users Access Control Building Automation m
/. Network Settings
Network Addressing Mode Static
IP Range Minimum 192.168.35.1
IP Range Maximum 192.168.35.49
Network Mask 255.255.255.0
Default Gateway 192.168.35.254
DNS 8888

| Custom Network Settings
V' Maintenance Settings

| Sunrise/Sunset Settings

Apply

Cancel

Figure 7: static network settings for IPerCom devices

2. Static addressing of RTSP Cameras

For RTSP Cameras, choose a 192.168.35.x/24 subnet in the “Custom Network Settings” section, as shown

x

below:
¥ Urmet IperCom Configurator - o
Project Topology Users Access Control Building Automation m
| Call Divert Settings
V| Network Settings
A\ Custom Network Settings
IP Range Minimum 192.168.35.50
IP Range Maximum 192.168.35.60
RTSP - Default Network Mask 255.255.255.0

RTSP - Default Username
RTSP - Default Password

V| Maintenance Settings

V| Sunrise/Sunset Settings

MT124-032R

Figure 8: custom IP address range

Apply

Cancel
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3. Adding an RTSP Camera

If you add an RTSP Camera to the system, the following screen appears:

[

Create new Device

RTSP Camera
Name *
Mac Address *
Device Code * 02
Location * Site 01 Move
Streaming URI rtsp:/192.168.35.50:
IP Address * 192.168.35.50
Port *
Stream *

Username

* mandatory field 0K Cancel

Figure 9: adding an RTSP camera to the IPerCom system

The “IP Address” field automatically reports the first available IP address among those present in the range
of IP addresses defined in Figure 8.

The proposed IP address must be the same as the one manually set in the RTSP Camera that you are adding
into the configuration: if this is not the case, simply change it the configurator.

The proposed IP address can be changed to another IP address even outside the range set in Figure 8
(provided it has not already been used).

Similarly, if RTSP streaming of a calling station is enabled, the IP address assigned will be included in the range
of Figure 8. This can be modified with another value which in this case, however, must be included in the
range set and must not have already been used.

MT124-032R 14
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CASE 3: RTSP CAMERAS AND IPERCOM DEVICES ON TWO DIFFERENT SUBNETS

To implement this case, we recommend following the diagram displayed below, where the IP addresses
shown are purely by way of example:

ROUTER 1 E Dynamic addressing I PE RCOM

A
N
WAN
(10.10.10.2)

Statiqg
addressing

ROUTER 2
(10.10.10.1)

192.168.35.%/24

RTSP
CAMERAS

Static
addressing

=nr

(10.10.10.3 + 10.10.10.20)

Figure 10: connection diagram for RTSP cameras and IPerCom devices

To create the diagram in Figure 10, follow the instructions below.

1. ROUTER1
e Enable the DHCP Server and ensure that it assigns addresses of the 192.168.35.x/24 type;

e Set the WAN port to static addressing with an address compatible with the network settings of
ROUTER 2 (for example 10.10.10.2).

2. ROUTER 2
e Disable the DHCP Server and assign to ROUTER 2 an IP address 10.10.10.1;
e Set a 24-bit netmask;
e Connect the WAN port to Internet (optional).

3. RTSP Cameras
e Set the RTSP Cameras addressing in static mode with addresses (for example) ranging from
10.10.10.3 to 10.10.10.20.
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In this way the IperCom devices connected to ROUTER 1 via LAN have IP addresses of the 192.168.35.x/24
type while the WAN port of ROUTER 1 has an IP address of 10.10.10.2. ROUTER 2 has an IP address 10.10.10.1
with a 24-bit network mask: the RTSP Cameras connected to the LAN ports of ROUTER 2 will have IP addresses
from 10.10.10.3 to 10.10.10.20 (set statically).

As regards the IperCom configurator, follow the points below.

1. Dynamic addressing of IperCom devices

In the “System” tab in the “Network Settings” section, choose the “Dynamic” item regarding the way in
which IperCom devices receive IP addresses:

A\ Network Settings

Network Addressing Mode
DNS

Dynamic

88.88

Figure 11: dynamic network settings for IPerCom devices

2. Static addressing of RTSP Cameras

For RTSP Cameras, choose a 10.10.10.x/24 subnet in the “Custom Network Settings” section, as shown

below:

3

Project

Topology

Users Access Control Building Automation Q

v Call Divert Settings

| Network Settings

A\ Custom Network Settings

IP Range Minimum

IP Range Maximum

RTSP - Default Network Mask

RTSP - Default Username
RTSP - Default Password

V| Maintenance Settings

V| Sunrise/Sunset Settings

MT124-032R

10.10.10.3
1010.10.20
255.255.255.0

Apply Cancel

Figure 12: network settings RTSP Cameras
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3. Adding an RTSP Camera

If you add an RTSP Camera to the system, the following screen appears:

[

Create new Device

RTSP Camera
Name *
Mac Address *
Device Code * 02
Location * Site 01 Move
Streaming URI rtsp:/10.10.10.3:/
IP Address * 10.10.10.3
Port *
Stream *

Username

* mandatory field 0K Cancel

Figure 13: adding an RTSP camera to the IPerCom system

The “IP Address” field automatically reports the first available IP address among those present in the range
of IP addresses defined in Figure 12.

The proposed IP address must be the same as the one manually set in the RTSP Camera that you are adding
into the configuration: if this is not the case, simply change it in the configurator.

The proposed IP address can be changed to another IP address even outside the range set in Figure
0 12 (provided it has not already been used).

MT124-032R 17
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O If you enable RTSP streaming of a calling station, the following screen appears:

RTSP Settings

RTSP In-Call Stream

IP Address
Network Mask
Port

Stream
Username *
Password *
Streaming URI
Activations

Activations

* mandatory field

Create new Device

v

1010.10.4
255.255.255.0
8554
h264urmet
User-1
Password-1

rtsp:#/User-1:Password-1@10.10.10 4:8554/h264urmet

0 defined Add

0K Cancel

Figure 14: enabled RTSP streaming of a calling station

3

As written above, the “IP address” field automatically reports the first available IP address: this can
be modified with another value which in this case, however, must be included in the range set in
Figure 12 (and must not already be been used).

0 The above works even if in Figure 10 the IPerCom devices have static addressing.

MT124-032R
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APPENDIX F: Custom network settings and editable static IP addresses for

IPerCom devices

If you choose the “Static” item in the “Network Settings” section of “System” tab of configurator, it is
necessary, as already mentioned, to define a range of IP addresses, a network mask, DNS, and gateway as

shown below:

|8 Urmet IperCom Configurator

Project

Topology

- a x

Users Access Control Building Automation m

A Network Settings

Network Addressing Mode
IP Range Minimum

IP Range Maximum
Network Mask

Default Gateway

DNS

V' Custom Network Settings

V| Maintenance Settings

V| Sunrise/Sunset Settings

Static

192.168.35.1

192.168.35.100

255.255.255.0

192.168.35.254

8888

If you add an IPerCom device, a screen like this appears:

|8 New Device

Name *

Mac Address *
IP Address *
Device Code *

Location *

* mandatory field

MT124-032R

\ Apply \ \ Cancel \
Figure 15: static network settings for IPerCom devices
X
Create new Device
Switchboard 1060 /41
192168.356 Custom
0o
Site 01 Move
\ OK \ \ Cancel \

Figure 16: adding an IPerCom device
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The “IP Address” field automatically reports the first available IP address proposed in the range of IP
addresses defined in Figure 15. This IP address can be modified if you select the “Custom” item:

|8 New Device

Name *

Mac Address *
IP Address *
Device Code *

Location *

* mandatory field

Create new Device

Switchboard 1060 /41

192.168.88.101 V| Custom
0o
Site 01 Move

( 0K | [ Cancel |

Figure 17: editable IP address

The “IP Address” field shows the first available value among those present in the IP address range set in the
“Custom Network Settings” section:

[B5 Urmet perCom Configrsto - o x
Project Topology Users Access Control Building Automation m
' Call Forwarding Settings
V| Call Divert Settings
V| Network Settings
A\ Custom Network Settings
IP Range Minimum 192.168.88.101
IP Range Maximum 192.168.88.200
RTSP - Default Network Mask 255.255.255.0

RTSP - Default Username
RTSP - Default Password

V| Maintenance Settings

Figure 18: custom IP address range

( Apply H}_ Cancel |

To be able to modify the “IP address” field of Figure 17 it is necessary to choose a value included in the IP

address range of Figure 18.

MT124-032R
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The need to be able to modify the static IP addresses of the IPerCom devices arises from the fact that the
IPerCom Client and Switchboard applications reside on PCs that may have a static IP address already set and
consequently this IP address must also be reported in the configurator when adding these devices.

Regardless of whether you choose the “Static” or “Dynamic” item in the “Network Settings” section, if
you add the iPassan Controller device via the configurator, its IP address must always be within the
range set in the “Custom Network Settings” section.

MT124-032R 21
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APPENDIX G: Changing the network settings of /PerCom Installer Tools

If it is necessary to change the network settings of the system after its commissioning, this is possible in the
configurator through the System tab in the “Network Settings” section, which allows you to switch from a
dynamic addressing mode (for example if there is a router in the system) to a static addressing mode or vice

versa. In both cases the settings of the network card, through which the PC connects to the system where
the IPerCom Installer Tools application is installed, need some modifications to continue to connect to the
system. To make the task easier for the installer, the IPerCom Installer Tools application, through an
interactive dialogue box, indicates which modifications need to be made.

For example, if you switch from an automatic network setting to a manual network setting with the following
parameters:

[

Project Topology Users Access Control Building Automation Q

A\ Network Settings

Network Addressing Mode Static

IP Range Minimum 1010182

IP Range Maximum 10.10.10.200
Network Mask 255.255255.0
Default Gateway 1010101

DNS 8888

' Custom Network Settings
V| Maintenance Settings

V| Sunrise/Sunset Settings

Apply Cancel

Figure 19: changing the network parameters

After saving the configuration, exiting the configurator, and applying the modifications to the system,
IPerCom Installer Tools shows the following message:

The site network configuration has changed, IPerCom
Installer Tools needs to be restarted. Any pending change to
the site file will be saved automatically.

OK

Figure 20: message on the modification of network parameters

O At this stage some devices may reboot because of the IP address change.
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Then it is necessary to press the “OK” button: the modifications to the site are automatically saved and
IPerCom Installer Tools restarts, showing, after the login to Urmet Cloud, the following screen:

@ PerCom Installer Tools - App Version: 3.3.0-41 - UPTK

Configuration

Security

Date/time Diagnostic System logs

Systern backup

Maintenance

Urmet Cloud

New

Open

Import

Save

Save backup

Close site

Export

Delete projects

Exit

Per
com

10.3.3315 [74:78:27-ECA3:EC]

Q

Connect to site

Figure 21: IPerCom Installer Tools screen after restart

Now it is necessary to open the project associated with the system and connect to it. When you press the
“Connect to site” button, IPerCom Installer Tools detects that the network settings of the system are no longer
consistent with those of the network card of the PC connected to the system. As a result, the following
window is displayed, which shows a list of the network parameters that must be changed to allow a correct

connection to the system:

MT124-032R

have chosen. To connect to a live site using this configuration. you sheuld update your

A\

network adapter settings as shown below.

Configuration Network adapter

The network settings in the site configuration differ from those of the network adapter you

IP addressing Static IP Dynamic (dhcp) b 4

IP Address 181010200 192168.88110 x

Netmask 2552552550 2552552550 v

Default gateway 1eio1e.d 192168.881 x

Tns 0K v
Run checks again Continve

Figure 22: invalid network parameters
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If you press the “Continue” button during this step (without changing the network parameters), the
IPerCom Installer Tools application is closed.

G

To change the IP address and MAC address of the network interface through which you are connected
to the IPerCom system, it is necessary to press the Open Network Connections and Sharing Centre

G

button on your PC (icon at the bottom right of the screen), then identify the name of the network
connected to IPerCom system. Press with the left mouse button on the network item in question, to
display a screen with the Property button, then press the “Internet Protocol version 4 (TCP/IPv4)” item
twice. A mask is displayed where you can enter the required network parameters.

After changing the various parameters as shown in the dialogue box, press the Recheck button to check what
has been changed. If the various parameters have been changed correctly, the Recheck button shows the
following screen:

The network settings in the site configuration differ from those of the network adapter you
have chosen. To connect to a live site using this configuration. you sheuld update your

network adapter settings as shown below.

Configuration Network adapter
|P addressing Static IP Static [P J
IP Address 181010200 101810200 v
Metmask 2552552550 2552552550 v
Default pateway 1810101 1010101 J
Ons 0K v
Run checks again Continve

Figure 23: valid network parameters

Now, by pressing the “Continue” button, you are prompted to reconnect to the system, as the network
settings have changed:

Since network settings have changed, you need to connect to
the site again.

oK

Figure 24: request for new connection to the system
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Pressing “OK”, in the drop-down menu with the list of network interfaces with MAC and IP addresses you can
find the previously modified network interface, i.e. the one with MAC address 74:78:27:7DA:16:16 and IP
address 10.10.10.200. Once this interface has been selected, press the “Connect to site” button to reactivate

the connection to the system.
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APPENDIX H: Date and time incorrectly set in the future.

When commissioning an IPerCom system, it is necessary to set date and time correctly: this can be done if at
least one device with internal clock is installed in the system.

The devices equipped with an internal clock are the following:

e FEntry Panels 1060/21-33-34,

e Modular Calling Station with 1060/48,

e Gateway-2Voice 1083/59,

e Server 1060/1,

e VOG’, VOG® VOG**, Basic, MAX and Ref. 1761/23 video door phones.

The initial setting of the date and time of the internal clock is done through IPerCom Installer Tools or through
VOG’, Basic, MAX or Ref. 1761/23 video door phones.

Setting the date and time is essential for the correct functioning of the system, as this allows you to check
the alignment status between the on-site configuration and the project configuration (after connecting to
the system), highlighting the possible situations:

e site configuration aligned with that present in the project;
e site configuration older than that present in the project;
e site configuration newer than the one present in the project.

If the configuration distribution on a system is mistakenly done from one of the video door phones listed
above or from a PC (where the IPerCom Installer Tools application is installed) that have a date and time set
in the future with respect to the current date, when the date and time are reset correctly, any new
configuration will never be applied to the system. This is because IPerCom devices do not accept a
configuration file if the one inside them has a date later than the current date (date in the future).

From a visual point of view this means that, after having modified and distributed the configuration (for
example with IPerCom Installer Tools):

e all configured devices in the system will always have a newer configuration than the one you are
trying to distribute;
e the number of devices with the same configuration will always be zero.
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To solve the problem, it is necessary to configure the steps below:

e export the project by means of IPerCom Installer Tools;

e open the the project, make a change to the configuration, and save: in this way current date and
time are set in the project;

e from the Maintenance tab of /PerCom Installer Tools press “Erase configuration on all devices”
button;

Once the devices have finished deleting the configuration, distribute the previously saved configuration by
means of IPerCom Installer Tools.

If the configuration was created from one of the video door phones listed above, simply export the
configuration file, create a project in IPerCom Installer Tools, import the configuration using the “From file”
button in the Configuration tab, save configuration with the correct date and distribute it to the system, after
having deleted the old configuration.
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APPENDIX I: Streaming video from IPerCom calling stations to NVR Urmet

The following procedure describes how to display and record the following on Urmet 1098/324P-326P-328P
NVR devices:

e streaming video during calls from IPerCom calling stations to apartments or to a generic apartment

station;
e streaming video during auto-on with mono- and bi-directional audio from apartment station or
CallMe application to IPerCom calling stations.

About Urmet NVR devices, only the information necessary to view and record the streaming video of
the IPerCom calling station is reported; for more detailed information on Urmet NVR devices,
download the relevant booklet.

The procedures below refer to accessing the web interface of the Urmet NVR device via IP address. If
access is done via the OSD menu (with HDMI cable and USB port for the mouse), we recommend
consulting the relevant booklet, as the procedures may be slightly different.

@ The procedures below refer to a not configured Urmet NVR device. In case of a device already
configured, some points can be skipped.
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Software requirements

On Urmet NVR devices the software version must be V8.2.4.1-20240515 or higher.

Display of the software version

Follow the procedure below to view the software version of the Urmet NVR device.

1. Connect to a switch a PC and the Urmet NVR device (via one of the LAN ports or via the WAN port);

2. Assign the PC a static IP address 192.168.1.101 (for example) with a 24-bit network mask, default
gateway 192.168.1.254 and DNS 8.8.8.8, as shown below:

General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(C) Obttain an IP address automatically
(®) Use the following IP address:

Subnet mask: 255,255,255 . 0
Default gateway: 192,168 . 1 .254

Obitain DNS server address automatically

(®) Use the following DS server addresses:

Preferred DNS server: 8.8 .8 .38

Alternative DNS server: l:l

[ validate settings upon exit e
Ok Cancel

Figure 25: static IP address assignment
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3. Enter the IP address 192.168.1.100 into the address bar of your browser and press “Enter”.

The following screen appears, where it is necessary to set the language in English, enter the required
passwords (access password for the “admin” user and password to activate any cameras with private
protocol). Then confirm the data entered with the “OK” button:

Password

ENGLISH

Default Usemame

New Password

Password Sirength

Confirm Password

[[] Same as recorder's password

Figure 26: default username and password to access the Urmet NVR device

G The username “admin” cannot be changed

At this point a password recovery screen appears with related security questions. The user can fill in
this form and press the “OK” button or press the “Cancel” button. In both cases the following dialog
box appears:

Information

Password changed successfully!

Figure 27: password accepted
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After pressing the “OK” button, the login window appears:

ENGLISH

urmel

Figure 28: login window

After entering your username (“admin”) and password and pressing the “Login” button, the
following screen appears:

Live  Playback  Remots Setting

=9 suwsieam  MebikeSleam

Figure 29: access to the NVR device
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By pressing on the “Remote settings” item (red arrow), the following screen appears:

ormel L Piayback | Remols Seting

¥ Channel

QuickAdd  Defaull Password  Modey IPC admin Password  Priorily of PoE Channels  Restore IP Chiannel Coanecion  Export IPGmgort IPC.

Figure 30: tab “Remote Setting”

On the left side of the screen, move the scroll bar to the bottom until the “System” section and the
“Information” item are displayed (red arrow):

Live Playback Remote Setting

channe! POE Bana Mode IP Adaress Pont Manutacturer Devics Type Protocol  MAC Address Firmware version
cH

QuUEKAGD  DefauRPasswrd  Modity IPC 30Min Password  Priomty of POE Channels  Restore IP Channel Conniection  EXport IPCAMparn IPC:

Figure 31: tab “Remote Setting” - section “System”
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By pressing on the “Information” item,
(red arrow):

armel

[ Recorg

Encode | Record | Caplure

Live
[2) Alarm

Playback

Remesn

Figure 32: tab “Remote Setting” - section “System” --- > “Information”

Before continuing with the other operations, we recommend extending the time out of the

connection via the web page to the Urmet NVR device. In the “System” section, press on the

“General” item and then in the “Web Session Timeout” field change the 5 minutes default value.

MT124-032R
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Software update of the Urmet NVR device

Follow the following procedure to update the software version of the Urmet NVR device.

1. Download the software version V8.2.4.1-20240515 or higher from the website www.urmet.com in
the 1098/324P-326P-328P related web page;

2. Press on the “Remote Setting” item, then in the “System” section press on the “Maintenance” item,
then on the “Upgrade” item; the following screen appears:

ormel

& Record

Live Playback Remote Setting

Encode | Record | Capture

[ Alarm

Figure 33: button to upload the software update file

Press the button - (red arrow) to select the previously downloaded update file;
Press the “Update” button to confirm the update;

Press the “OK” button on the relevant dialog box;

Enter the administrator password and confirm with the “OK” button;

Wait for the update to complete;

Once the update has been completed, carry out the procedure described in the previous paragraph
to verify that the update has been completed.

O NV AW
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Connection of the Urmet NVR device to the IPerCom system

The procedure below refers to an IPerCom system with dynamic addressing via a DHCP Server.

In the “Network” section, press on the “General” item, then in the “WAN” section, check that the DHCP
option is enabled.

Connect the Urmet NVR device to the IPerCom system via its WAN port.
To identify the IP address of the WAN port of the Urmet NVR device, follow the instructions below:

e press on the following link;

e in the “Technical documents and resources” section ---> “Software” download the “Software
Tools” software package;

¢ install the “Device Config Tool_1.0.2.64_2023_09_27.exe” software.

At the first start, the Windows operating system may notify the user of the need to unlock the communication
ports on the IP network used for communication between the Urmet NVR device and the Device Config Tool
application. This operation is necessary for the correct functioning of the application. If protection is
entrusted to the Windows Firewall module, a warning like the one shown in the following figure will be shown
to the user:

'gk_; 2

@ Windows Defender Firewall has blocked some features of this
app

Windows Defender Firewall has blocked some features of device config tool.exe on all public
and private networks.

E Name: device config tool.exe
Publisher: Sconosdiuto
Path: C:\program files (x86)\device config tool\device config
tool.exe

Allow device config tool.exe to communicate on these networks:
[[JPrivate networks, such as my home or work network

[[JPublic networks, such as those in airports and cafés (not recommended
because these networks often have little or no security)

What are the risks of allowing an app through a firewall?

Allow access Cancel

Figure 34: Windows Firewall block for Device Config Tool application

You must select both types of networks and press the “Allow access” button to continue. The screen that
appears is the following:

K@, Device Search ?

Channel Device Name Device Type Device Version  Net Mask P2F ID Initialized

] 1 182.166,86,166 2000 &0 8 10863287 1098i328P V824120240515 255255255000  192.168.088.001  58-E6-76-04-32-1F DHCP 15¥21020016. true

Figure 35: IP address of the Urmet NVR device

The IP address of the Urmet NVR device is shown in the red box in the “/IP” column.
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At this point, from a PC with an IP address in the same subnet as the IPerCom system, enter the IP address

reported in the Device Config Tool application in the address bar of the browser. After entering the username
and password, you can connect to the Urmet NVR device again.

Inthe “Network” section, press on the “General” item to view the IP address of the WAN port, network mask
and gateway (like what is reported by the Device Config Tool application):

Live Playback Remote Setting

[1] Alarm

Mation | 110 | PIR

oam A

Storage

Figure 36: tab “Remote Setting” - section “Network” --- > “General”
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Enabling the RTSP streaming during calls from Modular Calling Station with 1060/48

1. Access the configuration page of an IPerCom calling station (for example the Modular Calling Station
with 1060/48) via the configurator;
2. Enable the “RTSP In-Call Stream” item by selecting the relevant box:

|85 New Device

RTSP Settings

RTSP In-Call Stream
IP Address

Network Mask

Port

Stream

Username *
Password *
Streaming URI
Activations

Activations

* mandatory field

Create new Device

(=

10.10.128.0

255.255.0.0

8554

h264urmet

urmet

1937

rtsp:/urmet:1937@10.10.128.0:8554/h264urmet

0 defined

CAdd

[ oK

Cancel

Figure 37: enabling of the RTSP streaming from the configurator for the Modular Entry Panel with 1060/48

3. Press “OK” to save the configuration then apply the configuration.

Some of the parameters shown in the previous figure are predefined in the “System” tab in the
“Custom Network Settings” section, as shown below:

|8 Urmet IperCom Configurato - o
Project Topology Users Access Control Building Automation m
V| Call Divert Settings
' Network Settings
A\ Custom Network Settings
IP Range Minimum 10.10.128.0
IP Range Maximum 10.10.255.254
RTSP - Default Network Mask 25525500

RTSP - Default Username
RTSP - Default Password

| Maintenance Settings

| Sunrise/Sunset Settings

MT124-032R

Figure 38: custom network settings

x

( Apply

Cancel
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The above values can be modified and saved by pressing the “Apply” button.

Every time you enable the RTSP streaming of a calling station, the first available IP address within the range
of IP addresses set in the previous figure is proposed in the relevant “IP address” field.

The IP address range and the related netmask must have compatible values.

Association of an IP channel with the RTSP streaming of a calling station
In the “Channel” section, press on the “Channel” item. The following window appears:

urmel

5 Channel

Live Playback Remote Setting

Channel POE Band Mode Operation IP Address Manufacturer Deviee Type Protocol MAC Address Firmware Version

Encode | Record

1) Alam

Mation | KO | PIR

Automatic Camera Addition QuickAdd  Defaull Password  Modify IPC admin Password  Priority of POE Channels  Restore IP Channel Connection  Export IPCAmport IPG Refresh

@ Network

[ Storage

Disk | Cloud | FTP

Figure 39: tab “Remote Setting” - section “Channel” --- > “Channel”

Press the button (“Operation” column in the red box) relating to channel 1 (CH1). The following screen
appears:

Channel
IP Address/Hostname

> | (1~65535)
Protocol

Usemame

Password

Cancel

Figure 40: parameters for setting the channel
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In the “Protocol” field, select the “RTSP” item. The following screen appears:

Channel

Main URL

Sub URL

Protocol

Usemame

Password

Cancel

Figure 41: RTSP protocol setting on CH1 channel

O_
O
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Then fill in the other fields as shown below, assuming that the default values of the RTSP streaming have not

been changed:

Channel

Main URL

Sub URL

Protocol

Usemame

Password

fsp//10.10.128.0:8554/h264urmet

Cancel

Figure 42: URL, username, and password settings on CH1 channel

The string for RTSP streaming to be entered is the following: rtsp://10.10.128.0:8554/h264urmet; username
and password must be entered separately.

MT124-032R
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Press the “OK” button to confirm. The following screen appears, where channel 1 of the Urmet NVR device
appears in the red box correctly configured:

urmet

£ Channel POE Power

Channel POE Band Mode Operation

1 o W

[ Alarm

Mation | 4O | PIR
Quick Add

Email

Live Playback Remote Setting

IP Address Manutacturer Device Type Protocol MAC Address Firmware Version

10.10.128.0 5554 RTSP

Defaull Password  Modify IPC admin Password  Priority of POE Channels  Reslore IP Channel Connection  Export IPG/mport IPC Refresh

Figure 43: CH1 channel correctly configured

MT124-032R
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Viewing the streaming video

To view the streaming video, you need to press on the “Live” item. The following screen appears:

Live Playback Remote Setting

= SubStream MobileSream

Figure 44: “Live” tab to view the streaming video

If on the IPerCom system no call from the Modular Calling Station with 1060/48 is in progress or if no auto-
on towards the Modular Calling Station with 1060/48 is being performed from any video door phone, no
streaming video is displayed.
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On the contrary, if an apartment/resident is called from the Modular Calling Station with 1060/48 or an auto-
on is made from a video door phone towards the Modular Calling Station with 1060/48, the corresponding
video streaming is displayed on the Urmet NVR device:

Live Playback Remote Setting

= SubStream MobileStream

STREAMING
VIDEO

Figure 45: streaming video during calls from the calling station or auto-on from the video door phone

What is written above applies to any other calling station present on the IPerCom system.
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Recording of the streaming video

To view the recording settings, press on the “Remote Setting” item, then in the “Record” section select the
“Record” item, as shown below:

urmE Live Playback Remote Setting

£ Channel Schedule

Cha

Encode

1) Alam

Mation | KO | PIR

[ Storage

Disk | Cloud | FTP

Figure 46: tab “Remote Setting” - section “Record” --- > “Record”

The “Record” item is already enabled (as indicated by the red arrow in the figure) for all channels.
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To view the recording, press on the “Playback” item, as shown below:

ormel Playback |  Remots Setting

B Normal
® Norma

@ intesigential)

Normal [l Motion 0 PIR Alam Manual [l ANR Themal

Figure 47: “Playback” tab to view the recording
In the “Channel List” section, select the channel for which you want to play the recording of the streaming

video (you can select one channel at a time). If you select channel 1 and press the “Search” button, the
following screen appears:

Playback Remote Setting

MainStream

Manual WANR [ Thermal

Figure 48: channel selection in the “Playback” tab

The vertical green bars in the red box indicate the time intervals of when the recording occurred.

MT124-032R 44



Per
com

By pressing the button [E (highlighted by the red arrow), you can play the recording, which starts at the first
green bar. Simply press the mouse on a subsequent green bar to play the recording corresponding to another
time interval.
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Enable the acoustic signal for streaming video loss

’

To enable the acoustic signal of streaming video loss on the Urmet NVR device, press on the “Remote setting”
item, then in the “Alarm” section select the “Exception” item, as shown below:

“ rme t Live Playback Remote Setting

& Channel

Enabie

Latch Time

Send Email

Alarm | S

Email

Disk | Cloud | FTP

Figure 49: enable the acoustic signal in case of video loss (tab “Remote setting” - section “Alarm” --- > “Exception”)

The “Buzzer” item (next to the red arrow) allows you to enable the acoustic signal for a period of 10s, 20s,
40s or 1min (via the relevant drop-down menu).

The default value is OFF, that is acoustic signal disabled.
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APPENDIX L: RTSP Cameras with NVR Urmet device

Below is a short procedure for integrating the RTSP Cameras into the IPerCom system through the Urmet
1098/324P-326P-328P NVR devices connected in turn to the IPerCom system.

In this way the streaming video of the RTSP Cameras will be visible from the system's video door phones (in
auto-on, in call both during the unhook time and during the conversation time), from the Switchboard
application and can also be recorded (and displayed) by the Urmet NVR device.

To implement what is written above, it is recommended to have 3 different subnets: one for the IPerCom
devices, one for the Urmet NVR device and a third for the RTSP Cameras. In general, you can follow the
scheme displayed below, where the IP addresses shown are purely by way of example, as is the type of

addressing:

IPERCOM

n Dynamic address
ROUTER 1 H
10.2.1.%/24
WAN
Dynamic 192.168.88.x/24
address AOSEE
[ ]
Static w Static
L dd H
ROUTER 2 1 address ﬁ NVR # address
192.168.88.x/24 10.10.1.x/24
WAN

RTSP CAMERAS

Figure 50: connection diagram for RTSP cameras and Urmet NVR device

The network infrastructure and any confiquration of the routers must be carried out by specialized

&

personnel for the correct functioning of the system.

To create the above diagram, follow what is written below.

MT124-032R
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e Enable the DHCP Server and ensure that it assigns addresses of the 10.2.1.x/24 type;

e Set the WAN port in DHCP.

2. ROUTER 2

e Enable the DHCP Server and ensure that it assigns addresses of the 192.168.88.x/24 type;

e Connect the WAN port to Internet (optional).

3. NVR Urmet device
e Set the WAN port in DHCP;
e Disable the DHCP Server on PoE interface.

4. RTSP Cameras

e Set the RTSP Cameras addressing in static mode with addresses of type 10.10.1.x/24.

In this way the IPerCom devices connected to ROUTER 1 via LAN will have addresses of the type 10.2.1.x/24
while the WAN port of ROUTER 1 and the WAN port of the Urmet NVR device will have IP addresses of the
type 192.168.88.x/24. Furthermore, the RTSP Cameras connected to the LAN ports of the Urmet NVR device

will have static IP addresses of the 10.10.1.x/24 type.

From the configurator’s point of view, for each RTSP Camera physically connected to the Urmet NVR device

it is necessary to add a device of the “RTSP camera (NVR)” type from menu “Other Devices”, as shown below:

[

Create new Device
IperCom Server 1060/1
Calling Stations ...
Switchboard 1060/41
Apartment Stations ...
Key Readers ...
Relay Actuators ...
Integration Devices ...
Other Devices ...
Ipercom Clock Module 1060/85
RTSP Camera

RTSP Camera (NVR)

0K

Figure 51: “RTSP Camera (NVR)” device

MT124-032R
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The following screen appears:

[

Name *
Identifier *
Device Code *
Location *
Streaming URI
IP Address *
Port *

Stream *
Username

Password

* mandatory field

D
X

O_
O
=

Create new Device

02
Site 01 Move
rtsp:/192.168.88.102:

192.168.88.102

0K Cancel

Figure 52: “RTSP Camera (NVR)” device configuration page

The following table shows the meaning of the fields for the “RTSP Camera (NVR)” device:

General Settings
Name

Identifier
Device Code
Location

Streaming URI

IP Address
Port

Stream
Username
Password

Meaningful name to be assigned to the RTSP Camera connected to the Urmet
NVR device

Unique identifier of the NVR device (serial number or other)

Non-editable value

Position in the system topology: it is possible to move the device to another
topological node by pressing the “Move” button.

Full URI of the streaming video. Non-editable value. It is built automatically by
filling in the fields below respecting the following syntax:
rtsp://[<username>:<password>@] <IP Address>:<port>/<stream>

The part in square brackets may not be present if the username and password
are not defined

NVR Urmet device IP address (depends on your network configuration)

Port through which the Urmet NVR device performs RTSP streaming (variable
depending on the Urmet NVR device)

Streaming channel (variable depending on the Urmet NVR device)

Username for accessing the Urmet NVR device

Password for accessing the Urmet NVR device
Table 4: parameters for “RTSP Camera (NVR)” device

For Urmet 1098/324P, 1098/326P or 1098/328P NVR devices use as port the port 80 and as stream

the string “rtsp/streaming?channel=01&subtype=0". Parameter “01” varies depending on the

channel being configured.

MT124-032R
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An example URI for streaming is as follows:

4
rtsp://admin:Password1!@192.168.88.158:80/rtsp/streaming?channel=01&subtype=0

where:

MT124-032R

<admin>: username for accessing the Urmet NVR device,
<Password1!>: password for accessing the Urmet NVR device,
<192.168.88.158>: Urmet NVR device IP address,

<80>: RTSP streaming port,
<rtsp/streaming?channel=-01&subtype=0>: stream for channel 1.
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APPENDIX M: “Site name” and “Urmet Cloud System ID” field definition

The site represents the system you want to configure, meaning for system the entire network, devices and
IPerCom software applications. It is possible to assign a name to the site and this is a fundamental data

r

om

because it allows the site to be uniquely recognized in all the possible applications in which it is involved.

The applications in question are the following:

- the configurator, where when creating a new project, you must enter the name of the site;

- IPerCom Installer Tools, where the name of the site given in the configurator is visible in the “Site”

tab on the right side of the screen,

- CallMe Manager, where the name of the site appears in the list of sites managed by the building

manager.

Below are the right steps to fill in the “Site name” field.

When creating a new project, IPerCom Installer Tools shows the following screen (after connecting to the

system to be configured):

[ ]

Site Configuration

Security Date/time

A

System logs

System backup

Maintenance

Urmet Cloud

Open

Impert

Save

Save backup

=
n
£

Close site

Delete projects

g

=
30

The “Site name” field has not yet been filled in and at the top right the name of the project is used as the site

name (red arrows).
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Site IPERCOM 358 <
i‘g—

System |D: 0

Urmet Cloud System ID :

[ Configuration available
Created on

MociFied:

[ St logs available offine

Froject saved on Urmet Clovd

Last configuration change: N/A

®

™ Live status: ONLINE

k-

Syatem D:
Globl site 1D
Urmet Cloud System D -

Site name

[ Confipuration availsble
Created on

Mosified:

Connscted
Configuration aligned
Mo

Server IP:
Connected devices:

Net Interface:

(=

Server-manaped

192166.88.126
8

132.168.88.119 [74:78:27-7D:16:16]

~
L=

Connect to site

Figure 53: “Site name” field not filled in yet
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In this phase it is necessary to create a new configuration via the “Create” button in the “Configuration” tab:

@ [1PerCom 3.5.0] IPerCom Installer Tools - App Version: 3.5.0-8 - UPTK Version: 11.05 - O bt
Site Security Date/time Diagnostic System logs | Systembackup | Maintenance Urmet Cloud
PN\, Import

Or import ‘ From system ‘ / ‘ From file Configuration status ALIGNED

N IPerCom configuration

Figure 54: creation of a new configuration

The screen that appears is the following:

[

New Project

Site Name

Villa Kit {one-household) Installer Password (8-19 chars)

Installer Password (confirm)

Password must contain:

Single Stair - at least one uppercase letter

- at least one lowercase letter

- at least one number

- at least one special character $ &+ ;= 2@ #| '<> "* ()1~

Time Zone Europe/Rome N

Multiple Stairs

Multi Block

\ 0K | \ Cancel

Figure 55: “Site Name” field when creating a configuration

The first data to enter is the site name (red box).
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After entering the name of the site (for example “Turin via Bologna 188C”), IPerCom Installer Tools shows
this data on the right and left side of the screen (after having applied the configuration to the site):

& (PerCom 3.5 PerCorn Instller Toolz - A T - m} *
- Configuration Security Date/time Diagnostic System logs Systembackup | Maintenance Urmet Cloud
Site TURIN VIA BOLOGNA 188C ™ Live status: ONLINE
Open
i System ID: BB System D [FPRB2ANIS
Import o UrmetGloud SystemID. 770824315661 E Global ste [0 303
Urmet Cloud System ID 1770824315661

Save backup

Delete projects

T ]|

=
30

Configuration available

Created on

Modified

2/11/2026 4:38:35 PM

2/1/2026 4:47-22 PM

[ System logs availsble offlne

Project saved on Urmet Clovd

Last configuration change: 2/11/2026 4:47:22 PM

®

Site name Turin via Bologna 188¢

Confrguration available

Created on: 2/11/2026 4:38:35 PM
Modified: 2/11/2026 4:4718 PM
Connected

Configuration algned

Mode: Server-managed
Server IP: 192168.88.26
Connected devices: 8
et Interface: 192168 88.19 [7%:78:27:7016461 =

Connect to site

Figure 56: “Site name” field filled in in IPerCom Installer Tools

The site name can subsequently be changed from the configurator and IPerCom Installer Tools will always
show the aligned data (after having applied the configuration).

MT124-032R
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After applying the configuration, the “Urmet Cloud System ID” field, the “Global site ID” field and the “System
ID” field are also filled in:

@
Site Configuration Security Date/time Diagnostic System logs System backup | Maintenance Urmet Cloud
New Site TURIN VIA BOLOGNA 138C ™ Live status: ONLINE
System ID: 778824315 System D 1770824315
Global site 1D 3503
o |Urmet Gloud System D 1770824315661 E ol st
Urmet Cloud System ID: 1770824315661
Sava Configuration available Site name Turin via Bologna 1880
Save backup Lrestedon, - 2/I/202R 43835 PH Configuration available

Modified 2/1/2026 4:47.22 PM Created on 2/11/2025 4:38:35 PM
Close site
System e rlable of
O System logs svsilable offine Modified: 2/11/2025 4:47.18 PM

Export Project saved on Urmet Clovd o

. Conflguration algned
Delete projects

Mode. Servermanaged
Exit Server IP: 192168.88.26
Connected devices: 8
Last configuration change: 2/11/2026 4:47:22 PM Nt Interfoce 197 168,88 119 (7478 277016161 ~

irer ®

Connect to site

Figure 57: different IDs fields filled in

If the site is imported into the CallMe Manager application, to ensure that the correct site has been imported,
it is advisable to check that:

e “Site Name” fields in CallMe Manager app and IPerCom Installer Tools app are the same;
e “ID” field reported in CallMe Manager app and “Urmet Cloud System ID” field reported in /PerCom
Installer Tools app are the same.

To do this, when you start the CallMe Manager application, immediately after the login phase, in the site list
window, check that the two fields in question are consistent:

Turin via Bologna 188C
<No description provided>

ID: 1770824315661

Per

com

Installer: Installer Urmet (installer_urmet@urmet_ com)

Open

Figure 58: first check of site name and “Urmet Cloud System ID” field
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After pressing the “Open” button, do the same check on CallMe Manager application home page:

oox
admin_urmet@urmet.com > Turin via Bologna 188C

Refresh @
[ Show configured apartments only Turin via Bologna 186C
= & admin_urmet@urmet.com
- o Site Name Turin via Belogna 188C
& |-LF,’E,,1‘ Turin via Bologna 188C
@ [ Block Ol Description
b Stair 0101
= & Floor 010100 D 1770824315661
1 Apartment 01010001
E1 Apartment 01010002 Type IPerCom

&[Ty Block 02
=S Stair 8201
= &% Floor 520100
- E1 Apartment 02610001

Site owned by Admin Urmet (admin_urmet@urmet.com]. Site is ready to be transferred to another Building
Manager.

Transfer site ownership

Installer Authorization

Authorized installer: Installer Urmet (installer_urmet@urmet com)

Installer access allowed Yes

No transfer in progress.

‘ Suspend installer access ‘ ‘

Replace installer ‘
Address book
and tag names

Figure 59: “Global site ID” and “Site name” fields in CallMe Manager

In this way, through the name of the site and the “Urmet Cloud System ID” field, you have common and
unique references between the IPerCom Installer Tools and CallMe Manager applications in relation to a site.
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APPENDIX N: IPassan integration with IPerCom

The integration of the IPassan system with the IPerCom system is carried out as follows.
Use the configurator to:

e create the topological structure of the system (blocks, stairs, floors and apartments);
e add the calling stations and enable the respective passages (pedestrian door and/or driveway gate);
e add any switchboards;

e add the IPassan Controller devices in the predetermined topological nodes (site node, block node or
other);

e select the "Lift Control" option in the configuration page if you want the IPassan Controller to also

manage the lift interfaces of the system.

The IPassan Controller acts on all passages within its topological group.

At this point, in the IPerCom Installer Tools configurator, go to the “Project” tab, then to the “Export” tab:

53 Urmet IperCom Configurator - o
Topology Users Access Control Building Automation System Q
Export
Save
Export Configuration Report Export
Exit
Export for Ipassan Export

Figure 60: iPassan export

Corresponding to the label “Export for IPassan”, press the "Export" button: an xml file is generated.

The saved xml file must then be imported via the IPassan Manager application. The integration can then be
completed by adding users, access profiles and other useful to manage advanced access control.
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APPENDIX O: How to properly turn 1060/1 Server on and off.

The 1060/1 Server should never be turned off by directly disconnecting the power cord, as this can cause
irreversible damage to the internal memory. The correct way to turn it on and off is shown below.

Switching on the 1060/1 Server

After connecting the 1060/1 Server to the power supply, the on/off key LED is yellow, as shown below:

"

BUTTON ON OFF

\\\\

Figure 61: button ON/OFF

Briefly press the button shown in the figure and wait for the LED to turn green: the 1060/1 Server is on.

Switching off the 1060/1 Server

With the LED green, briefly press the button shown in the figure above and wait for the LED to turn yellow.
The 1060/1 Server is off and only now you can disconnect the power cord.
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APPENDIX P: Connection between 1060/1 Server and UPS device.
This appendix applies to UPS devices model BK350EI/BK500EI/BK650EI. The correct connection of a UPS
device and the 1060/1 Server is required:

e apower cable between the UPS device and the 1060/1 Server (not supplied with the product);
e an "RJ45 to USB" cable between the UPS device and 1060/1 Server (supplied with the UPS device
product).

The power cord must be as shown below (input type C14 and socket type C15):

O,

@

Input type C14 (1) must be connected to the UPS device while socket C15 (2) must be connected to the power
transformer supplied with the 1060/1 Server.

Figure 62: power cord

For the "RJ45 to USB" cable the end with the RJ45 connector must be connected to the UPS device and the
end with the USB connector must be connected to one of the three USB inputs of 1060/1 Server.
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In this way, on the Diagnostics tab of /PerCom Installer Tools by selecting 1060/1 Server from the devices in

G

the system and pressing button
status appears, as shown below:

, a screen with a series of detailed information about the UPS operating

Operazione completata X

Sicurezza
APC 1 001,046,104
DATE  :2020-01-30 15:47:53 =0100
| HOSTNAME : IPERCOM

VERSION : 3.14,14 (31 May 2016) debian

¥ UPSNAME : IPERCOM

CABLE : USB Cable
DRIVER : USB UPS Driver
UPSMODE : Stand Alone
STARTTIME: 2020-01-29 14:20:24 <0100
MODEL  : Back-UPS CS 650

STATUS : ONBATT Configuraf
LINEV : 0.0 Volts PR

- LOADPCT : 1.0 Percent 0136 | 30/01/202
BCHARGE : 23.0 Percent

_3_8_R6_ROOT TIMELEFT : 10.2 Minutes 0110 :30/01/202

_3.8_R6_ROOT || MBATTCHG: 5 Percent 0109 | 36/01/202)

—1 MINTIMEL: 3 Minutes B '

_3_.8_R6_ROOT || MAXTIME : 0 Seconds 0112 | 30/01/262
QUTPUTV : 230.0 Volt |
SENSE. : Medium 0105 | 30/01/202]
DWAKE : 0 Seconds

:167 DSHUTD : 0 Seconds BJ,E“,?D,/,DV,Z,BZ

36 LOTRANS : 180.0 Volts 0108 | 30/01/202|
HITRANS : 266.0 Volts T

36 RETPCT : 0.0 Percent 0102 | 30/01/202

| MEMP :29.2C e T ]
ALARMDEL : 30 Seconds 0103 | 30/01/202
BATTV :12.3 Volts |

36 LINEFREQ : 50.0 Hz 0107 | 30/01/202]
LASTXFER : Low line voltage /i

_3.8.R6_ROOT NUMEERS : 2 o ’30. 01/202]
XONBATT : 2020-01-30 14:50:48 <0100 0106 | 30/01/202]
TONBATT : 3426 Seconds T
CUMONBATT: 4009 Seconds 0137 | 30/01/202
XOFFBATT : 2020-01-29 16:54:25 <0100 R R
SELFTEST : NO 0113 | 01/01/1970

Figure 63: UPS information
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APPENDIX Q: Replacing a 1060/1 Server that is no longer working.

The procedure for correctly replacing a 1060/1 Server that is no longer working is as follows:

1)

in a network separated from the IPerCom system, upgrade the new server 1060/1 to the IPerCom
version in the system, using IPerCom Installer Tools;

disconnect the malfunctioning Server 1060/1 from the system;

if the configuration associated to the project is not up-to-date with the system site configuration,
import it from the system using the IPerCom Installer Tools (if IPerCom Installer Tools does not detect
any devices, wait some minutes; if this procedure does not work, in the “Maintenance” tab of

IPerCom Installer Tools press the “Force serverless mode” button);

replace the MAC address of the malfunctioning Server 1060/1 with the MAC address on the
packaging of the new one, save the project and close the IPerCom Installer Tools.

connect the new Server 1060/1 to the system;

open IPerCom Installer Tools and then the project, connect to the system and distribute the new
configuration.
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APPENDIX R: First upgrade of a system via Server 1060/1

To upgrade a system (just installed and not configured) to version 2.1.2 via Server 1060/1, follow the steps
below:

e using /PerCom Installer Tools, upgrade the Server 1060/1 (or Servers 1060/1) to the required IPerCom
firmware version;

O The Servers 1060/1 are upgraded on a network where, in addition to the Servers, there is only
one PC where the IPerCom Installer Tools application is installed.

e use IPerCom Installer Tools to create a project and connect to the system;

e from the "Configuration" tab press the "Create" button to create a new configuration and choose the
system topology;

e add the Servers 1060/1 to the configuration via the "Devices" tab and the "Add new device" button;

e inthe Server configuration page assign a name to the device and associate the MAC address through
the button in the red box:

9

Create new Device

IperCom Server 1060/1

Name *

Mac Address * l:]

Device Code * 00
Location * Site 01 Move

UPS Connection

*mandatory field 0K Cancel

Figure 64: IperCom Server 1060/1
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e in the "System" tab under the "Maintenance Settings" section, enable the "Automatic Server
Upgrade" item:

[

Project Topology Users Access Control Building Automation Q
IP Range Maximum 10.10.255.254
Network Mask 25525500
Default Username urmet
Default Password 1937

Maintenance Settings

Maintenance Reboot Automatic
Max System Log Lines 10000
Automatic Update By Server Enabled

Remote Access Server

Sunrise/Sunset Settings

Apply Cancel

Figure 65: automatic update via IperCom server

e press the "Apply" button, save the configuration, and then distribute it.

At this point, after connecting the Servers 1060/1 to the IPerCom network, one of them will upgrade the rest
of the system to the same version to which it was upgraded. For subsequent upgrades, it will only be
necessary to upgrade the system Servers 1060/1. Any new devices connected to the system will be
automatically upgraded via Server 1060/1.

0 Devices/applications to be upgraded may also have firmware/software versions lower than IPerCom
version 2.1.1

0 To upgrade the devices/applications of an IPerCom system via Server 1060/1, they must be reachable
via the network from the same server.
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APPENDIXS: Call to several Switchboard applications each linked to a CallMe
app

The following applies to both the 1060/41 and 1060/42 Switchboards.

Call to competence Switchboard

If an apartment (or a calling station) calls more than one competence switchboard (each with the call
forwarding function enabled) the only CallMe app that receives the call is the one linked to the switchboard
placed on the lowest node of the topological path of the calling device.

Considering as an example a system with a topological structure like the one shown below:

A . SITE

B . BLOCK 1]

C . STAIR 1 STAIR 2

D . FLOOR 1 FLOOR 2 FLOOR 1 FLOCR 2

APT1 APT2 APT3 APT1 APT2 APT3 APT1 APT2 APT3 APT1 APT2 APT3

Figure 66: Topological structure with several switchboards

APT1 apartment (in red) has as competence switchboards those placed on the nodes “Floor 1”, “Stair 1”,
“Block 1” and “Site”. If APT1 apartment calls competence switchboards, they ring at the same time. If all are
connected to their own CallMe app, the only one that receives the call is that of the switchboard placed on
the lowest node of the topological path of the apartment, that is (in the case shown in the figure) the CallMe
app linked to the Switchboard application of the “Floor 1” node (in red).

0 If on the lowest node the Switchboard application is not linked to any CallMe app, the application
that receives the call is the first one found on the nodes immediately higher (in the example above,
the “Stair 1” node).

If on the lowest node of the topological path of the calling device (or in those immediately above) there are
several Switchboard applications (each with the call forwarding function enabled), it is possible to establish
through the configurator which CallMe app should receive the call.
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For example, if on the “Floor 1” node in the figure above there are 3 switchboards with the call forwarding
function enabled, the list of switchboards present on the topological node in question appears on the
configuration page of any of the 3 in the CallMe Priority section:

Edit Device

Switchboard 1066/41

Name * Switchboard 1
Mac Address * 00:50:B6:F8:04:32
Device Code *
Location * Floor 010101 Move
Up Down Location Device
/A V'  Floor 010101 This Device
AV Floor 010101 Switchboard 2
CallMe Priority
A WV Floor 010101 Switchboard 3
*mandatory field 0K Cancel

Figure 67: Configuration page with several Switchboard applications on the plant

The list can be modified using the and buttons.

G "This Device" represents Switchboard 1, i.e. the Switchboard application whose configuration page
has been opened via the configurator.

The CallMe app associated with the first Switchboard application in the list (box in red) is the one that will
receive the call if the APT1 apartment calls the competence switchboards. If you want that another CallMe
app receives the call, you need to reorder the list and enter the Switchboard application connected to the
CallMe app that you want to ring in the first place.

G In the event that not all Switchboard applications of the same node are connected to the CallMe app,
the CallMe app that rings is the one related to the first Switchboard application found in the list.

O Any other Switchboard applications present on the other nodes of the same level (floor, stair, or block)
will also appear in the list. These are not to be considered as they are not on the topological path of
the calling device.
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CALL TO ALL SWITCHBOARDS

If an apartment (or a calling station) calls from address book all switchboards of the plant (each one with the
call forwarding function enabled) the only CallMe app that receives the call is the one linked to the
switchboard placed on the highest node of the topological structure.

Considering as an example a system with a topological structure like the one shown below:

SITE

A . BLOCK 1

C W (st STAIR 2 | B
FLOOR 1 FLOOR 2 FLOOR 1 FLOOR 2
APT1 APT2 APT3 APT1 APT2 APT3 APT1 APT2 APT3 APT1 APT2 APT3

Figure 68: Topological structure with several switchboards

the APT1 apartment (in red) can call all the switchboards in the system from address book, i.e. those on the
“Stair 1”7, “Stair 2” and “Block 1” nodes. These will ring simultaneously but if all are connected to their own
CallMe app, the only one that receives the call is that of the switchboard placed on the highest node, i.e. (in
the case shown in the figure) the CallMe app linked to the Switchboard application of the “Block 1” node (in
red).

If on the highest node there are several Switchboard applications (each with the call forwarding function
enabled), it is possible to establish through the configurator which CallMe app shall receive the call.
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If there are 3 switchboards with the call forwarding function enabled on the “Block 1” node in the figure
above, the list of switchboards present on the topological node in question appears on the configuration
page of any of the 3 in the CallMe Priority section:

3

Name * Switchboard 1
Mac Address * 00:50:B6:F8:04:32

Device Code *

Location * Block 01

Edit Device

Switchboard 1060/41

Move

Up Down Location

A WV  Block0O1l

AV Block 0
CallMe Priority

A WV Block0l

Device

This Device

Switchboard 2

Switchboard 3

* mandatory field

0K

Figure 69: Configuration page with several Switchboard applications on the plant

The list can be modified using the and buttons.

Ll

has been opened via the configurator.

Cancel

"This Device" represents Switchboard 1, i.e. the Switchboard application whose configuration page

The CallMe app associated with the first Switchboard application in the list (box in red) is the one that will

ring after a call to all switchboards. If you want another CallMe app to ring, you need to reorder the list and

put the Switchboard application connected to the CallMe app you want to ring in the first place.

&
&

and connected to the app.

MT124-032R

consideration as the call is directed to all switchboards in the system.

In the event that not all Switchboard applications of the “Block 1” node are connected to the CallMe
app, the CallMe app that rings is the one relating to the first Switchboard application found in the list

In general, any other Switchboard applications present on the other nodes of the same level (floor,
stair and block) will also appear in the list. These (if connected to a CallMe app) are to be taken into
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APPENDIX T: CallMe contacts

To ensure that the contacts in the address book of your video door phone also appear in your CallMe app,
they must have the relevant box selected in the configurator.

To do this, the following example is shown with 3 apartments on the same floor:

16 Urmet lperCom Configureto R
Users Access Control Building Automation System Q
NAVIGATION Addresshooks
Site  Block Stair Floor Node Scope Destination Type Description Edit Delete

01 01 01 01

Apartment 01010101

Apartment 01010102

Apartment 01010103

[ Add new contact

Figure 70: Topological structure with tab “Addressbooks”

The resident of the apartment "01010101" wants to have both the apartment "01010102" and the apartment
"01010103" in the address book of his video door phone, while on his own CallMe application he only wants
to have the apartment "01010102". This means that when creating contacts via the configurator, the contact
relating to apartment "01010102" has the "CallMe" box selected (in addition to the "Video door phone with
address book" box):

8 conf

New Contact

Name Apartment 2 | Clear |

Scope Site 01/ Block B1 / Stair 0101 / Floor 010101 / Apartment 01010101
ALL Door Phones in )

Target Apartment oroioio2 9t

Visibility Filter Please select which devices will use this contact

V' Video Door Phone with address book (VDP)
Door Phone by mean of button T1 (DP1)
Door Phone by mean of button T2 (DP2)
Door Phone by mean of button T3 (DP3)

V' CallMe (CallMe)

| 0K || Cancel ||

Figure 71: checkbox “CallMe” selected
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Instead, the contact relating to the apartment "01010103" has the "Video door phone with address book"
box selected but not the "CallMe" box selected:

[1:3

New Contact

Name Apartment 3 Clear

Scope Site 01 / Block 01/ Stair 8101 / Floor 010101 / Apartment 81010101
ALL Door Phones in

Target Apartment 01010103 F9

Please select which devices will use this contact
v Video Door Phone with address book (VDP)
Door Phone by mean of button T1 (DP)
Door Phone by mean of button T2 (DP2)
Door Phone by mean of button T3 (OP3)
CallMe (CallMe)

Visibility Filter

0K Cancel

Figure 72: checkbox “CallMe” not selected

The result of this configuration is that both contacts are present on the 7 " MAX video door phone (for
example):

CALLLOG ‘ REQUESTS ‘ Q. Search Contacts ,0
Apartment 2 (System) @ o
Apartment 3 (System) @ o

4 & al @ A4 W

Figure 73: contacts on video door phone
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Instead, on the relevant CallMe app, only the contact relating to the apartment "01010102" appears in the
Address Book section:

09:16

ormet

Address book

Apartment 1 \/

! >
B Apartment2

Figure 74: app CallMe contacts

O The contacts generated by the video door phones with address book (MAX, VOG7, Basic and IPerCom
Client 1060/43) by means of an “invitation” (and not via the configurator) appear directly on the
CallMe app.
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APPENDIX U: IPerCom device consumption

A table is shown where next to each IPerCom device the relative consumption in Watt referred to the PoE

power supply is reported:

|Per
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Reference Description Consumption [W]
1060/12-13 Call Module Soft Touch 7,6
1060/17-18-23 Call Module Vandal Proof 9,6
1060/16 Call Module with face recognition 12,2
1060/48 Modular Calling Station Alpha 12 (*)
1060/48T Modular Calling Station Alpha Touch 12 (*)
1060/71-74-75-78 Entry Panel Sinthesi S2 9,6 (*)
1060/21 Entry Panel Mikra 3,5
1060/22 Private Call Module 3,5
1060/33-34 Entry Panel Mikra Plus/Digital 12 (*)
1761/31-32-33 7” VOG’ Video Door Phone 12 (**)
1761/6 5”7 VOG?® Video Door Phone 4,5
1761/15-16-18-19 5” VOG** Video Door Phone 4,5 (**)
1717/31-32-33-34-41 7" MAX Video Door Phone 12
1717/21-22-23 10" MAX Video Door Phone 11 (**)
1761/23 10" Video Door Phone 11
1741/1-2-3 7"’ Basic Video Door Phone 10
1160/3 Miro Door Phone 6
1060/86 Key Reader 4,8
1060/45 Key Reader 5
1060/84 Relay Actuator 2,4
1083/59 Gateway IPerCom — 2Voice 4
1060/85 Clock Module 6
1060/37 Lift Interface 7,2

Table 5: IPerCom devices and their consumption

The IPerCom devices not listed in this table have a consumption equal to OW.

(*): these values refer to the configuration that absorbs the most;

(**): the corresponding U-version devices have the same consumption.
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APPENDIX V: Features for which 1060/1 Server is mandatory

Depending on the type of system required and/or on the performance that the system must support, the
presence of at least one 1060/1 Server may be mandatory.

As regards the type of system, we can distinguish the cases in which the system is not in IPerCloud mode and
the case in which it is. Regarding the first case, the line highlighted in yellow requires the presence of at least
one 1060/1 Server in the system:

Resident and non-
resident number
<1000 <1000 <1000
> 1000 (max 4000) > 1000 (max 4000) > 1000 (max 10000)
Table 6: presence of a Server 1060/1

Apartment number Device number

Regarding the second line, it is sufficient for only one of the 3 conditions above to occur for Server
1060/1 to be mandatory.

In addition to the above, in the case of IPerCom systems in IPerCloud mode, the 1060/1 Server is necessary
if at least one of the conditions reported below is verified on the system:

e at least one calling station other than Call Module 1060/16, Modular Calling Station with 1060/48,
Modular Calling Station with 1060/48 Touch, Entry Panel 1060/33-34, Entry Panel 1060/21;

e several IPerCloud apartments greater than 200;

e only Entry Panels 1060/33-34 with several IPerCloud apartments greater than 32;

e only Entry Panels 1060/21 with several IPerCloud apartments greater than 20.

The performances that require the presence of a 1060/1 Server are the following:

o display of system logs on IPerCom Installer Tools;

e modification of the system configuration remotely (Server 1060/1 is required on the remote system
whose configuration is to be modified);

e saving the system configuration (backup) manually or automatically in periodic mode;

e centralized update of devices (via Server 1060/1).

The same 1060/1 Server is sufficient to cover one or more conditions among those listed above and one or
more performances among the 4 listed above. The presence of multiple 1060/1 Server on a system is dictated
by requests on the same system.
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APPENDIX W: Devices supported by IPerCom versions

A table is shown where for each officially released version of IPerCom the set of supported devices is
indicated. This table is of fundamental importance for installers as:

e in case of replacement or addition of a new device, this may not be compatible with the version
currently installed on the system, and this would require an update of the entire system;

e if the firmware version of an IPerCom system is updated, a device that has already been installed and
configured may no longer be supported.

Legend:
VDP = Vide Door Phone
CM = Call Module

EP = Entry Panel
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Supported devices IPERCOM versions
Ref. Ver. | 100 | 140 | 120 | 130 | 140 | 200 | 210 | 244 | 2142 | 220 | 300 | 310 | 320
dec-18 | dec-18 | apr-19 | sep-19 | nov-19 dec-20 oct-21 | apr-22 | may-22 | dec-22 oct-23 | oct-24 | dic-24
VDPIP 7" 7178x | A31S | yes | yes | yes | yes | yes | yes
VOPIP 7" 7174x | AS1S | yes | yes | yes | yes | yes | yes
KEY READER 1060/82 = Lo | e | oo | e yes ves | yes | yes
CM ELEKTA 1060/1x yes yes yes | yes | yes yes yes | yes | yes yes yes | yes | yes
EP SINTHESI 1060/7x yes yes yes yes yes yes yes yes yes yes yes yes yes
SWITCHBOARD 1060/41 yes yes yes yes yes yes yes yes yes yes yes yes yes
VDPIPT" 171713x A4 yes yes yes yes yes yes yes yes yes yes yes yes yes
VDP P 7" 1717/4x Ab4 yes yes ves | yes | yes yes yes | yes | yes yes yes | yes | yes
RELAY ACTUATOR 1060/84 207 yes yes ves | yes | vyes yes yes | yes | vyes yes yes | yes | yes
RTSP CAMERAS yes yes ves | yes | yes yes yes | yes | yes yes ves | yes | yes
DOOR PHONE 116073 yes ves | yes | vyes yes yes | yes | vyes yes yes | yes | yes
CLOCK MODULE 1060/85 yes yes yes yes yes yes yes yes yes yes
EP MIKRA2 1060/21 yes yes yes yes yes yes yes yes yes yes
PRIVATE EP MIKRA2 1060122 yes yes yes yes yes yes yes yes yes yes
RELAY ACTUATOR 1060/84 3.04 yes | yes - ves | yos | yes | yes | yes | yes | yes
GATEWAY IP-2VOICE 1083/59 yes yes yes yes yes yes yes yes yes
SERVER 1060/1 yes yes yes yes yes yes yes yes
EP ALPHA 1060/48 yes yes | yes | yes yes yes | yes | vyes
KEY READER 1060/86 yes ves | yes | yes yes ves | yes | vyes
RELAY ACTUATOR 1060/84 4.05 yes yes yes yes yes yes yes yes
SERVER iPerTAlk 1375/1x yes yes yes yes yes yes yes yes
CONTROL. IPASSAN yes yes | yes | yes yes yes | yes | yes
LIFT INTERFACE 1060/37 yes yes yes
CM ELEKTA STEEL 1060123 yes yes
VDP 7" IP VOG? 1761/3x yes yes
VDP 5" VOG® 1761/6 yes yes
VDP MAX 10” 171712x yes yes
VDP 7" BASIC 174111-2 yes yes
VDP 7" BASIC 174113 yes yes
IPERCOM CLIENT 1060/43 yes yes
1060.WIN yes yes
EP MIKRA PLUS 1060/33 yes yes
EP MIKRA DIGITAL 1060/34 yes yes
VDP IP 5" VOGS* 1761/1x yes yes
SERVER iPerTAlk 1375/1x V1 yes yes
VDP 7" IP VOG? 1761/3xU yes yes
VDP MAX 10” 1717/12xU yes yes
VDP IP 5" VOGS* 1761/1xU yes yes
KEY READER 1060/45 yes yes
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Supported devices IPERCOM versions
Code Ver. 1.0.0 1.1.0 1.2.0 1.3.0 14.0 200 210 | 2141 212 220 300 | 310 | 320
dec-18 | dec-18 | apr-19 | sep-19 | nov-19 dec-20 oct-21 | apr-22 | may-22 | dec-22 oct-23 | oct-24 | jan-25
SWITCHBOARD 1060/42
VDP 10” 1761/23
Table 7: device compatibility with IPerCom versions (first part)
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Supported devices IPERCOM versions
Ref. Ver. | 330 | 340 | 350
July-25 | Dic-25 | Feb-26
VDPIP 7" 1717/3x A31S
VDPIP 7" 1717/4x A31S
KEY READER 1060/82
CM ELEKTA 1060/1x yes yes yes
EP SINTHESI 1060/7x yes yes yes
SWITCHBOARD 1060/41 yes yes yes
VOPIP 7" 71713x AB4 | yes | yes | yes
VDPIP 7" 1717/4x AB4 yes yes yes
RELAY ACTUATOR 1060/84 2.07 yes yes yes
RTSP CAMERAS yes yes yes
DOOR PHONE 1160/3 yes yes yes
CLOCK MODULE 1060/85 yes yes yes
EP MIKRA2 1060721 yes yes yes
PRIVATE EP MIKRA2 1060/22 yes yes yes
RELAY ACTUATOR 1060/84 3.04 yes yes yes
GATEWAY IP-2VOICE 1083/59 yes yes yes
SERVER 1060/1 yes yes yes
EP ALPHA 1060/48 yes yes yes
KEY READER 1060/86 yes yes yes
RELAY ACTUATOR 1060/84 4.05 yes yes yes
SERVER iPerTAlk 1375/11x yes yes yes
CONTROL. IPASSAN yes yes yes
LIFT INTERFACE 1060/37 yes yes yes
CM ELEKTA STEEL 1060/23 yes yes yes
VDP 7" IP VOG? 1761/3x yes yes yes
VDP 5’ VOG® 1761/6 yes yes yes
VDP MAX 10" 1717/2x yes yes yes
VDP 7" BASIC 174111-2 yes yes yes
VDP 7" BASIC 1741/3 yes yes yes
IPERCOM CLIENT 1060/43 yes yes yes
1060.WIN yes yes yes
EP MIKRA PLUS 1060/33 yes yes yes
EP MIKRA DIGITAL 1060/34 yes yes yes
VDP IP 5" VOGS 17611x yes | yes | yes
SERVER iPerTAlk 1375/1x V1 yes yes yes
VDP 7" IP VOG” 1761/3xU yes yes yes
VDP MAX 10" 171712xU yes yes yes
VDP IP 5" VOG™ 1761/1xU ves yes yes
KEY READER 1060/45 yes yes yes
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Supported devices IPERCOM versions

Code Ver. | 330 | 340 | 350

July-25 | Dic-25 | Feb-26
SWITCHBOARD 1060/42 yes yes yes
VDP 10” 1761123 yes yes yes
CM FACE RECOGNITION 1060/16 yes yes
EP ALPHA TOUCH 1060/48T yes yes
Table 8: device compatibility with IPerCom versions (second part)
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APPENDIX X: RTSP Cameras supported by IPerCom video door phones

VOG** 1761/15-16-17-18 e VOG® 1761/6

Below is the list of supported RTSP Cameras:

e Camera IP 5M 2.8-13mm Bullet ECO 2 Ref. 1099/501A;
e Camera IP 5M 2.8mm Dome PLUS Al Ref. 1099/5508B;
e Camera IP 5M 2.8mm Bullet NEIUS PLATINUM Ref. 1099/420.

For the first 2 cameras the streaming video is displayed correctly if the parameters below are set as follows:

Resolution: 640x480 pixel,
Frame rate per second: 10fps,
CODEC: H264,

Code level: baseline,

Bitrate control: CBR,

Bitrate: 768 Kbps,

e iFrame interval: 10s.

For the third camera it is necessary to set a resolution of 352x288 pixels (the values of the other parameters
remain unchanged).

VOG’, MAX, Basic video door phones and IPerCom Client application

There are no restrictions on supported RTSP Cameras other than setting a resolution that does not exceed
1920x1080 pixels.
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APPENDIX Y: Auto-on on RTSP Cameras

In general, the auto-on function on compatible RTSP Cameras is available on video door phones and
Switchboard [/ IPerCom Client applications in the conditions shown below:

e by means of the auto-on button of the video door phones and IPerCom Client application (for the
Switchboard application there is a dedicated item in the Tools menu);

e during the unhook time of the call pressing the dedicated buttons (up and down arrows) on the video
door phones and /PerCom Client application (for the Switchboard application there is a dedicated
item in the Tools menu);

e during the conversation time of the call pressing the dedicated buttons (up and down arrows) on
VOG’, MAX and Basic video door phones and IPerCom Client application (for the Switchboard
application there is a dedicated item in the Tools menu).
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APPENDIX Z: CallMe operating mode

VOG’ 1761/3x and MAX 1717/2x, 3x video door phones can work in CallMe mode.

The CallMe mode allows you to have a new application like CallMe on the video door phone with the
following features:

e receive calls from calling stations (simultaneously with the CallMe app on smartphone/tablet),
e open door and gate opening (on call and outside the call);

e make auto-on;

e make intercom calls;

e send user activation commands.

These functions can be obtained without connecting the video door phone to the Ipercom IP network, but
connecting it to the apartment Internet router (via cable or Wi-Fi). The video door phone must be also
powered locally by a power supply.

This new operating mode can be set when the video door phone is not configured and switched on. The
screen that appears in this case is shown in the figure below:

& & 12:17
001E:ED:05:261E
LANGUAGE | IPERCOM | | CALLME |
< & 9 W)

Figure 75: CallMe operating mode

The “CallMe” button allows you to set the video door phone in CallMe mode, while the “IPerCom” button
allows you to set the video door phone in IPerCom mode, that is the normal use of the video door phone in
an IPerCom system.

Press the “CallMe” button and confirm the choice on the relevant dialog box, then set the time zone and
local date and time.

After this, the following window appears:
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Figure 76: Top Page in CallMe Mode

Press the icon in the red box, then go to the login window and enter the same credentials used in the CallMe
app on your smartphone/tablet.

The CallMe on video door phones VOG” and MAX supports IPerCom and IPerCloud apartments.

The VOG” and MAX video door phones in CallMe mode do not have any video door phone function.
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APPENDIX Al: Custom video door phones

In addition to the officially released update files for the IPerCom system (files with .smup or .xmup or .mup
extension), it is possible to create other update files called custom. These update files (always with .smup or
.Xmup or .mup extension) allow you to customize the following video door phones:

System Device Ref.

IPerCom Video door phone 7" MAX 1717/3x-4x
Video door phone 10” MAX 1717/21-21U-22-22U-23-23U
Video door phone 7’ VOG” 1761/31-31U-32-33-33U
Video door phone 7" Basic 1741/1-2-3
Video door phone 10” 1761/23

Table 9: list of video door phones that can be customized

The customizations mainly concern the graphic interface and the addition/deletion of apps. Video door
phones upgraded through customized upgrade files are referred to as custom video door phones.

The custom IPerCom system update files (with .mup or .xmup extension) contain within them the
O relevant custom update file of one or all of the video door phones listed in Table 9.

For creation of custom IPerCom system update files and custom video door phone upgrade files
0 contact Urmet Technical Service.

If there are custom video door phones in the IPerCom system, to update the system the 2 points below must
be taken into consideration:

e for the same type of video door phones (among those listed in Table 9) the IPerCom system update
file can contain either the custom file or the non-custom file;

e Server 1060/1 cannot always update custom video door phones.

The first point implies that if the customizations are not the same for a specific type of video door phone, it
is necessary to carry out multiple updates.

The second point implies that updating the system from Server 1060/1 is not always possible and you need
to use application IPerCom Installer Tools.

These points will be highlighted later.
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O Once the IPerCom system update file has been imported (with .mup or .xmup or .smup extension), if

this is not custom, the video door phone update files in Table 9 are marked with the ROOT suffix;
otherwise they are marked with a suffix (identifier) assigned during the creation of the video door
phone custom update file. This can be seen from the figure below:

[+ - o X [ QI - o %
Model Check Version Model Check Version
3.0.0_37_MIRROR_VE 8 ROOT 2.0.0_37_MIRROR_VER _8_0_4_6_R8_ROOT
3.0.0_37_MIRROR_V 8 ROOT
71731464 VER_8_4 7_RE_CUSTOM
T17.41 464 717.41_64 3.0.0_37_VER_8.4.7 R8_ROCT
17411 17411 _VER_8.0.4.2_R_
76116 1761.16 v 30045
17613 176131 v VER_8_4_7_RE_CUSTOM <:
17616 v, 300-47 17616 v~ 3004
20037 30037
PRODUCT_MODEL=1060.1 PRODUCT_MODEL=1060.1
DATE=2023-10-23 DATE=2023-10-23
1PS_FRAMEWORK_VERSION=831 1PS_FRAMEWORK_VERSION=831
MD5=1907<a812fd4ieT31cdfe 1 51 5b59<08 *1060.A-application_3.0.0-40_i386.deb MD5=1907e3812fd4fe731c4fe1555b59c08 *1060.A-application_3.0.0-49_i386.deb
MD5=2757730ebe016cfbfb 1266645303695 *1060.A-system_3.0.0-49 386.deb MD5=a757730ebel 16cibib 1e666d53d36915 *1060.A-system_3.0.0-40_386.deb
MD5=a81130caTf36e4b643db0e3ec edd2ae *1060.A-urmet_bstk_3.0.0-49_i286.deb MD5=281130ca7f3624b6450b0e3ec T edd 252 *1060A-urmet_bstk_3.0.0-49_i386.deb

Figure 77: video door phone update files with ROOT and CUSTOM suffixes

It is important to underline that for the Server 1060/1 to be able to update the custom video door
phones, the identifiers of the current version and the version you want to install must be the same.

The following 2 common cases can occur in a system:

1. customizations required are the same for all video door phones (or more generally, for the same
video door phone model, customizations are the same);

2. for the same model of video door phone, different customizations are required (for example, some
video door phones are custom and others not).
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The 2 different cases are represented in the following figure:

ideo door phones 1761/31

custamized

Video door phones 1761/31

customized

ideo door phones 1761/31
customized

Video door phones 1717/21
customized

Figure 78: similar (left) and different (right) customizations

For each of the 2 cases indicated above it is advisable to proceed as described below depending on whether
the system has a Server 1060/1 configured to update the other devices.
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Same customizations for all video door phone models: no Server in the system
configured to update devices

The update must be always done via IPerCom Installer Tools in FULL MODE using the custom IPerCom system
update file (mup or xmup or smup file): in this way the video door phones listed in Table 9 are made custom
(one or more models). Once made custom, IPerCom Installer Tools can make them non-custom again or
update them with an update file with a different identifier from the previous one. This means that /PerCom
Installer Tools has no restrictions on updating video door phones.

0 For further details on the identifier of an upgrade file, contact Urmet Technical Service.

The procedure is summarized in the following figure:

Video door phones 1761/31
customized

Upgrade

1PerCom Installer Tools

Upgrade

Upgrade

Figure 79: update of the system with no Server 1060/1

Any other video door phones or devices added later must be updated via IPerCom Installer Tools.

Once the custom update of a video door phone has been completed, the firmware version with the relevant
identifier appears in the “Version” column. If not custom, identifier ROOT appears.
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Same customizations for all video door phone models: at least one Server configured
to update devices in the system

It is possible to proceed in one of the following ways depending on whether the system is configured or not.

SYSTEM INSTALLED AND ALREADY WORKING

The update can be done via IPerCom Installer Tools in ACTIVE MODE and PASSIVE MODE.

Since in ACTIVE MODE it is IPerCom Installer Tools that takes care of updating the video door phones, as seen
before, there are no restrictions on updating them, that is /IPerCom Installer Tools can make them non-custom
again or update them with an update file with a different identifier from the previous one.

The procedure is summarized in the following figure:

Video door phones 1761/31
customized

IPerCom Installer Tools

Video door phones 1717/21
customized

Server 1060/1 configured
to update the system

Upgrade

Figure 80: update of the system with IPerCom Installer Tools and Server 1060/1 configured to update devices

SYSTEM JUST INSTALLED BUT NOT CONFIGURED YET
You can follow the steps below as an alternative to the procedure above:

e using the IPerCom Installer Tools application, upgrade the Server 1060/1 (disconnected from the
system) with the required custom system update file;

e create a basic IPerCom configuration that includes only the Server 1060/1 by means of the IPerCom
configurator;

e configure the Server 1060/1 so that it can upgrade the other system devices (by means of the
IPerCom configurator);

e distribute the configuration thus created to Server 1060/1;

e connect the Server 1060/1 to the system.
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In this way the Server 1060/1 will be able to update the other devices present in the system and customize
the video door phones. The procedure is summarized in the following figure:

Video door phones 1761/31
customized

Upgrade

Server 1060/1

Upgrade

Upgrade

Figure 81: update of the system with Server 1060/1 configured to update devices

Any other devices added later can be updated via IPerCom Installer Tools or Server 1060/1. The only
exception is represented by the addition of custom video door phones whose identifier is different from that
present in the mup or xmup or smup file already installed on the system: in this case the update must be
carry out from /PerCom Installer Tools.

Once the custom update of a video door phone has been completed, the firmware version with the relevant
identifier appears in the “Version” column. If not custom, identifier ROOT appears.
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Same video door phones with different customizations: no Server configured to update

devices in the system

The update must be done in multiple sessions via IPerCom Installer Tools_in FULL MODE with the button
“Selective Update”.

This is because for each customization request it is necessary to:

e select the video door phones for which the customization in question has been requested,;
e import the required custom mup or xmup file into IPerCom Installer Tools and upgrade.

In the last update session, it is also possible to update the rest of the system.

In this way the video door phones listed in Table 9 are made custom. Once made custom, /PerCom Installer
Tools can make them non-custom again or update them with an update file with a different identifier from
the previous one. This means that IPerCom Installer Tools has no restrictions on updating video door phones.

The procedure is summarized in the following figure:

Video deor phones 1761/31
customized

Upgrade

Video door phones 1761/31
c IPerCom Installer Tools

Upgrade

Upgrade

Figure 82: update of the system with no Server 1060/1

Any other video door phones or devices added later must be updated via IPerCom Installer Tools.

Once the custom update of a video door phone has been completed, the firmware version with the relevant
identifier appears in the “Version” column. If not custom, identifier ROOT appears.

MT124-032R 87



|Per

com

Same video door phones with different customizations: at least one Server configured
to update devices in the system

The procedure is like what was seen in the case of a system without Server 1060/1 with the only difference
that the selective update is done in ACTIVE MODE.

Once the Server 1060/1 has been updated, it will not update the custom video door phones updated
O previously with IPerCom Installer Tools because identifiers are different.

Any other devices added later can be updated via IPerCom Installer Tools or Server 1060/1. The only
exception is represented by the addition of custom video door phones whose identifier is different from that
present in the mup or xmup or smup file already installed on the Server 1060/1: in this case the update must
be carry out from /PerCom Installer Tools.

Once the custom update of a video door phone has been completed, the firmware version with the relevant
identifier appears in the “Version” column. If not custom, identifier ROOT appears.

The following table shows the cases in which a custom or non-custom video door phone can be updated by
IPerCom Installer Tools or by the Server via a custom or non-custom update file:

Type of Type of upgrade file Identifier on Can IPerCom Installer Can Server 1060/1
mup/xmup/smup present on the video | mup/xmup/smup Tools upgrade the upgrade the video
upgrade file door phone file == Identifier video door phone? door phone?

present on video
door phone
Custom Non-custom Yes Yes
Custom Custom Yes Yes Yes
Custom Custom No Yes No
Non-custom Non-custom Yes Yes
Non-custom Custom Yes No

Table 10: upgrade custom and non-custom video door phones

It is not relevant whether the video door phones are configured or not.
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APPENDIX B1: Flex options

The “Apply Flex Options” button is linked to the use of customized IPerCom system update files, more
specifically it concerns the forcing of the homepage and wall paper on custom the video door phones

according to what was done in the custom update.

When the custom update phase is finished, the homepage and wall paper of custom video door phones can

be the following, according to what reported below:

e if before the custom update the homepage and wallpaper were the default ones, these are forced to

what was set in the custom update;

e if before the custom update the custom homepage and wallpaper were different from the default

ones, they remain as they are.

Current network  ((192.168.88.112 [747827.7D:16:16] | [ Total devices: 6 ) [ FULL MODE [ ——T——
Targetversion | 3309 | { Loaded file; 3.3.0_8smup ) Shaw File Details

Urmet

(=) Commands

[20/06/2025 11:36:14] 12) Modlel <1060.48>: Nominal TargetVersion <3.3.0-11> decoded as <33.0.11>
[20/06/2025 11:36:14] 13) Model <1060.74>: Nominal TargetVersion <3.3.0-12_u9.85> decoded as <3.3.0.12>

[20/06/2025 11:36:14] 14) Model <1060.855: Nominal TargetVersion <3.3.0-14> decoded as <3.3.0.14>

[20/06/2025 11:36:14] 15) Model <1060.WIN=»: Nominal TargetVersion <3.3.0-5_u8.85> decoded as <33.0.5>

[20/06/2025 11:36:14] 16) Model <1083.59>: Nominal TargetVersion <3.2.0-15> decoded as <2.3.0,15

[20/06/2025 11:36:14] 17) Model <1160.3-1139.3>: Nominal TargetVersion <ipercom-3.3.0-17> decoded as <3.3.0.17>

[20/06/2025 11:36:14] 18) Madel <1717.215>: Nominal TargetVersicn <3.3.0_ MIRROR_VER_9_0_0_3_R9_ROOT> decoded as <0.0.0.9>
[20/06/2025 11:36:14] 19) Model <1717.21U5: Norinal TargetVersion <3.30_MIRROR_VER_9_0_0_9_RO_ROOT> decoded as <2.0.0.9>
[20/06/2025 11:36:15] 20) Model <1717.22: Nominal TargetVersion <3.3.0_MIRROR_VER_9_0_0_9_R9_ROOT» decoded as <0.0.0.9>
[20/06/2025 11:36:15] 21) Model <1717.22U Nominal TargetVersion <3.30_MIRROR_VER_9_0_0_9_R9_ROOT> decoded as <2.0.0.9>
[20/06/2025 11:36:15] 22) Model <1717.23>: Nominal TargetVersion <3.3.0_ MIRROR_VER_9_0_0_9_R9_ROOT> decoded as <9.0.0.9>
[20/06/2025 11:36:15] 23) Model «1717.23U>: Nominal TargetVersion <3.3.0_MIRROR_VE )_9_R9_ROOT> decoded as <9.0.0.9>
[20/06/2025 11:36:15] 24) Model <1717.31_A84>: Nominal TargetVersion <3.3.0_VER 3.0 _ROOT> decoded as <0.0.13>
[20/06/2025 11:36:15] 25) Model <1717.32_A64>: Nominal TargetVersion <2.3.0_VER_9_0_1_3_R9_ROOT» decoded as <9.0,13»
[20/06/2025 11:36:15] 26) Modlel <1717.41_A64>: Neminal TargetVersion <3.3.0_VER_8_0_1_3_R8_ROOT> decoded as <9.0.13>
120/06/2025 11:3R:151 27) Model <1741.1>: Nominal Tarnet\ersion <3.3.0 1741.1 VFR 9 0.0 8 RA ROOT> dernded as <9.00.8>

J

Apply Flex Options

[] Verbose Log ( Clear Log J Export Log )
() Devices -
~ . ~ . Devices status
Select all [ Selected6/6 | [ Updstedi/e | Uknown 0 Working O
Selectvisile [ Allmodels =) ( Polling: 4/ 6 | m 0 @ o
Selected D WMac address Ip address Status  Type Model Version Mode Progress  Topologiccode  Version match  Command
1 OOIEEOO1:DXBS 19216888118 4 ADP  11603-11303 ipercom-3.3.0-17 1PerCom 0D1EED01D385 v
2 00EEO0231A6 19216888119  f*  ADP 1160311393 ipercom-33.0-17 IPerCom 0DIEED0231A6 v
3 Q0IEEQO2DO:3D 19216888122  f CM 106013 33.0-14 4085 001EE002D03D v
4 QOIEECOS261E  192168.88.121 T vor e 33.0.VER 9.0.1.3 R9.ROOT IPerCom ODTEE005261E v
5 Q0JEEQOSB303 19216888116 4 MCS 106048 330-11 IPerCom ODIEE0058303 v
6  CAODAD3FT283 19216888120 4 SERVER 10601 3300 C400AD3FT283 v

Figure 83: custom update ended

If button “Apply Flex Options” (red arrow) is pressed after the custom update, homepage and wallpaper of

selected custom video door phones are forced to what selected in the custom update.
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APPENDIX C1: Failure to upgrade all devices

During the update phase (both FULL MODE and ACTIVE MODE), there is a default automatic mechanism for
restoring any errors and repeating the update cycle (for maximum 5 times) if one or more devices fail to
update.

If at the end of the 5 update cycles IPerCom Installer Tools is unable to update one or more devices, a screen
like the one below appears:

Selected ID Mac address Ip address Status Type Madel Version Made Progress Topologic code  Version match ~ Command
1 00:1E:E0:01:D3:B5  168.234.69.175 ! ADP 1160.3-1139.3 ipercom-3.2.0-14 [PerCom [N 001EE001D3B5 Reboot
2 C4:00:AD:3F:72:83  160.254.106.31 " SERVER 1060.1 33009 C400AD3F7283 \/ Reboot

Figure 84: devices not upgraded

The not upgraded devices are marked with symbol E in the “Status” column.

This can happen for various reasons, the most frequent of which are:

e upgrade time is longer than normal time (systems with many devices),
e there is no connection between the PC and the IPerCom system,
e devices displaying the symbol in question do not work properly.

In one of these cases, the following dialogue box is displayed:

! ATTENTION:
Some device could not be updated.
Clear warnings and retry the process on a different device set.

Figure 85: dialogue window on device upgrade failed
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After pressing the “OK” button, the dialogue window disappears and before trying to update the
system you need to press the “Clear Warnings” button:

(~) Commands

WAKNIN'
(12070672025 15:29:10] Update Manager State = WARNING ~

[20/06/2025 15:29:10] Update Manager State = CLEAR_WARNING :
[20/06/2025 15:29:16] Device C4:00:AD:3F:72:83 CLEAR_WARNING - IDLE [ Clear Warnings ]
[20/06/2025 15:29:16] Device 00:1E:£0:01:D2:85 CLEAR_WARNING - IDLE (ERROR CLEARED)
[20/06/2025 15:29:16] Update Manager State = IDLE
[20/06/2025 15:29:16] Update Manager State = SAFE_DOWNLOAD
0: F:72:83 SAFE_DOWNLOAD - DOWNLOAD_DELAYED
:D3:B5 SAFE_DOWNLOAD - IDLE (PHASE SWITCH)
:£0:01:D3:85 SAFE_DOWNLOAD - COMMAND_ERROR (DEAD DEVICE)
25] Update Manager State = SMART_UPDATE
[20/06/2025 15:29:25] Device C4:00:AD:3F:72:83 SMART_UPDATE - UPDATE_COMPLETED (NO ACTION NEEDED)
[20/06/2025 15:29:36] Device 00:1E:E£0:01:D3:85 SMART_UPDATE - COMMAND_ERROR (PHASE SWITCH)
[20/06/2025 15:29:36] Update Manager State = WARNING
[20/06/2025 15:29:42] Device C4:00:AD:3F:72:83 WARNING - IDLE
[20/06/2025 15:29:42] Device 00:1E:£0:01:D3:85 WARNING - COMMAND_ERROR (PHASE SWITCH)

[] Verbose Log ( Clear Log ] ([ Exportlog )
(%) Devices -
Devices status
Select all [ Selectediz/2 | [ Updatedii/z | Unknown 0 Workng 0
. ( " 2] Alive 1 Fail 1
Sclectvisible [ Allmodels | =) ( Polling: 1/2 ) lo=a 0
Selected 1D Mac address lpaddress  Status  Type Model Version Mode  Progress  Topologic code  Version match  Command
1 OGIEEOO1D3BS 16925460175 §, ADP 1160311303 ipercom-320-14 IPerCom NN 001EE001D3ES
2 CA0GAD3FT283 16925410631 4 SERVER 10601 3309 C400AD3F7283 v

Figure 86: clear warning button

In this way IPerCom Installer tools application shows the symbol in the “Status” column:

Selected ID Mac address Ip address Status Type Model Veersion Mode Progress Topologic code  Version match ~ Command
1 00:1EE0:01:D3:B5  169.254.69.175 .l ADP 1160.3-1139.3 ipercom-3.2.0-14 |PerCom [N 001EE001D3BS
2 C400:AD:3F72:83  169.254.106.31 t SERVER 1060.1 3309 C400AD3F7283 J -

Figure 87: device that does not communicate with IPerCom Installer Tools

Buttons “Full Plant Update” and “Selective Update” are now available for a new update attempt:

(~) Commands

v ] [

IDLE

T T T2 D C AR T e T SATE-DOWNLOAD - DOWNLOAD_DELAVED -
[20/06/2025 15:29:29] Device 00:1 1:03:85 SAFE_DOWNLOAD - IDLE (PHASE SWITCH)

[20/06/2025 15:29:35] Devicz 00:1EE0:01:03:85 SAFE_COWNLOAD - COMMAND_ERROR (DEAD DEVICE)
[20/06/2025 15:29:35] Update Manager State = SMART_UPDATE

[20/06/2025 15:29:35] Device C4:00: :23 SMART_UPDATE - UPDATE_COMPLETED (NO ACTION NEEDED)
[20/06/2025 15:29:36] Device 00:1EED: :B5 SMART_UPDATE - COMMAND_ERROR (PHASE SWITCH)
[20/06/2025 15:29:36] Update Manager State = WARNING

[20/06/2025 15:29:42] Devicz C400:A :83 WARNING - IDLE

[20/06/2025 15:29:42] Device 00:1EE( B5 WARNING - COMMAND_ERROR (PHASE SWITCH)

[20/06/2025 15:43:27] Updte Manager State = CLEAR_WARNING

[20/06/2025 15:42:31] Device C400:A :83 CLEAR_WARNING - IDLE

[20/06/2025 15:43:32] Device 00:1EE0:01:03:85 CLEAR_WARNING - IDLE (ERROR CLEARED)

[20/06/2025 15:43:32] Update Manager State = IDLE

[20/06/2025 15:43:38] Device C4:00:AD:3F:72:83 IDLE - IDLE

|[20/06/2025 15:43:38] Device 00:1 85 IDLE - IDLE (PHASE SWITCH)

[] Verbose Log ( Clear Log ) ( Export Log )

Figure 88: update buttons available
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During the update phase (both in FULL MODE and ACTIVE MODE) the “Stop Automation” button
allows you to block the automatic repetition of the update and error recovery cycle. If you press” Yes”
on the relevant dialog box, any failed update messages on one or more devices must be manually

deleted and a second update cycle must be started manually.
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APPENDIX D1: Disabled mode

If two instances of IPerCom Installer Tools (running on two different PCs) try to connect to the same IPerCom
system, the last of the two instances which connects, starts in DISABLED MODE, that is, it displays the

following message:

© URMET %

° Another updater tool is connected to the plant.
Software update is not currently possible.

Figure 89: disabled mode

Pressing the button “OK”, the related instance of /PerCom Installer Tools closes.
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APPENDIX E1: Logs

In the “Commands” section there is a box (highlighted in red) where the IPerCom Installer Tools logs are
displayed, that is the history of the operations carried out by the application is shown, as reported in the
figure below:

(~) Commands

[ Full Plant Update l[ Selective Update

IDLE

[20/06/2025 15:20:58] Loading info from FUP file: 1060.1.43.2.0_9-10_u9.85 fup.zip

[20/06/2025 15:20:58] Loading info from TFUP file: 1060.21-22_v2.2.0-21_ipercom_u7.68 fup.zip ™" Far version older than 2.1.032

[20/06/2025 15:20:56] Loading info from FUP file: 1060.21-22_v3.3.0-15_ipercom_ug.85_fup.zip

[20/06/2025 15:20:56] Loading info from FUP file: 1060.33-34_v3.3.0-12_u9.85_fup.zip

[20/06/2025 15:20:58] Loading info from FUP file: 106041_v3. u9.85_fupzip

[20/06/2025 15:20:58] Loading info from FUP file: 1060.42_3.3.0-7_u9.85_fup.zip

[20/06/2025 15:20:58] Loading info from FUP file: 1060.43_v3.30-7_u985 fup.zip

[20/06/2025 15:20:58] Loading info from FUP file: 1060.48_v2.3.0-11_u9.85 fup.zip

[20/06/2025 15:20:58] Loading info from FUP file: 1060.74 v3.3.0-12_u3.85_fup.zip

[20/06/2025 15:20:56] Loading info from FUP file: 1060.85_v3.3.0-14_u8.85_fup.zip

[20/06/2025 15:20:58] Loading info from FUP file; 1060.WIN_v3.3.0-5_u9.85_fup.zip

[20/06/2025 15:20:58] Loading info from FUP file: 1083.59_v3.3.0-15_u9.85_fup.zip

[20/06/2025 15:20:58] Loading info from FUP file: 11293 vipercom-23.0-17_u8.85 fup.zip

[20/06/2025 15:20:58] Loading info from FUP file: 1717.2X_2.3.0_MIRROR_VER_9_0_0_9 R9_u0.85 tulip_p1_fup_smart_zip
1 fim e in

(20118 /3795 18:30,501 | mmdlinm i fommn ELIR Flas 171731 234 VED 0.0 1 3 DA 0O siilin o

[ Verbosz Log ( Clear Log ) ( Export Log J

Figure 90: IPerCom Installer Tools logs

The logs can be:

e deleted with the “Clear log” button;
e exported to a file with the “Export log” button (the file path is written on the logs);
e more detailed by selecting “Verbose log” checkbox.
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APPENDIX F1: IPerCom devices that can be updated by /PerCom Installer

Tools

The IPerCom Installer Tools application allows updating the firmware of IPerCom system devices. The list of
devices that can be updated is shown in the following table:

System Device Ref.

IPerCom Call Module (Elekta) 1060/12-13
Call Module (Elekta Steel) 1060/17-18-23
Call Module with face recognition 1060/16
Modular Calling Station with 1060/48 1060/48 (*)
Modular Calling Station with 1060/48T 1060/48T (*)

Entry Panel (Sinthesi Steel)

1060/71-74-75-78

Entry Panel (Mikra2)

1060/21-33-34

Private Call Module (Mikra2)

1060/22

Switchboards (software application and device)

1060/41-42

Video door phone 7"’ VOG’

1761/31-31U-32-33-33U

Video door phone 5" VOG**

1761/15-15U-16-16U-18-19

Video door phone 5” VOG® 1761/6

Video door phone 10” MAX 1717/21-21U-22-22U-23-23U
Video door phone 7" Basic 1741/1-2-3

Video door phone 7" MAX 1717/3x-4x

Video door phone 10” (for Chinese market only) | 1761/23

IperCom Client (software application) 1060/43

Door phone Miro 1160/3

Server 1060/1

Gateway 2Voice 1083/59

Clock Module 1060/85

IPerCom Gateway for Windows (software
application for Chinese market only)

Table 11: list of IPerCom devices that can be updated by IPerCom Installer Tools

(*): 1060/48 and 1060/48T are the reference codes of the audio/video IP module. For the other reference codes that make up the push
button panel, see the relevant booklets on the website www.urmet.com or the system technical manual for the installer. 1060/48,
1060/48T and 1168/1 (display module) are the only modules that can be updated.
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APPENDIX G1: Device types and models

IPerCom Installer Tools can upgrade the firmware of device types listed below. Each type of device
can match several models. Device types and models are displayed in “Type” and “Model” columns,

respectively, in the “Devices” section.

The possible types and models are shown in the following table:

Type

Model

SERVER (Server)

1060.1

CM (Call Module)

1060.13, 1060.18, 1060.23, 1060.16

MCS (Modular Entry Panel with 1060/48)

1060.48

MCS (Modular Entry Panel with 1060/48 Touch)

1060.48T

PEIP (Entry Panel)

1060.21, 1060.33, 1060.34, 1060.74

PACM (Private Call Module)

1060.22

SWB (Switchboard) 1060.41
SWB (Switchboard) 1060.42

VDP (Video door phone) 1761.31

VDP (Video door phone) 1761.16

VDP (Video door phone) 1761.6

VDP (Video door phone) 1717.31_A64
VDP (Video door phone) 1717.41_A64
VDP (Video door phone) 1741.1

VDP (Video door phone) 1717.21

VDP (Video door phone) 1060.43

VDP (Video door phone)

1717.31 (No longer supported by IPerCom version 2.1.0)

VDP (Video door phone)

1717.41 (No longer supported by IPerCom version 2.1.0)

VDP (Video door phone)

1761.23

ADP (Door phone)

1160.3-1139.3

GATEWAY (2Voice Gateway)

1083.59

CLOCK (IPerCom Clock Module)

1060.85

Table 12: list of device types and models

All devices listed in Table 11 can be associated to one of the types and models listed above.
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