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1 INTRODUCTION

The IPerUpgrade application allows updating the firmware of IPerCom system devices. The list of
devices that can be updated is shown in the following table:

System Device Ref.

IPerCom Call Module (Elekta) 1060/12-13
Call Module (Elekta Steel) 1060/17-18-23
Modular Calling Station with 1060/48 1060/48 (*)

Entry Panel (Sinthesi Steel)

1060/71-74-75-78

Entry Panel (Mikra2)

1060/21-33-34

Private Call Module (Mikra2)

1060/22

Switchboards (software application and device)

1060/41-42

Video door phone 7"’ VOG’

1761/31-31U-32-33-33U

Video door phone 5” VOG**

1761/15-15U-16-16U-18-19

Video door phone 5” VOG® 1761/6

Video door phone 10” MAX 1717/21-21U-22-22U-23-23U
Video door phone 7" Basic 1741/1-2-3

Video door phone 7" MAX 1717/3x-4x

Video door phone 10” (for Chinese market only) | 1761/23

IperCom Client (software application) 1060/43

Door phone Miro 1160/3

Server 1060/1

Gateway 2Voice 1083/59

Clock Module 1060/85

IPerCom Gateway for Windows (software

application for Chinese market only)

Table 1: list of IPerCom devices that can be updated by IPerUpgrade

(*): 1060/48 is the reference code of the audio/video IP module. For the other reference codes that make up the push button panel, see the relevant
booklets on the website www.urmet.com or the system technical manual for the installer. 1060/48 and 1168/1 (display module) are the only

modules that can be updated.

The IPerUpgrade application also allows updating the call forwarding devices and video door
phones with integrated call forwarding device shown in the following table:

System

Device

Ref.

2Voice

Multi-user call forwarding device

1083/83

Call forwarding device

1083/58-58A

2-wire system

Call forwarding device

1722/58-58A

Call forwarding device

1723/58-58A

Video door phone with call forwarding

1723/98

4+n door phone

Call forwarding device

9854/58

Table 2: list of call forwarding devices and their related system that can be updated by IPerUpgrade
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When describing how to perform the firmware upgrade, reference will be made to an IPerCom
system: what is reported also applies to the updating of devices listed in Table 2, except contrary
indication.

& To perform the upgrade correctly, the PC where the IPerUpgrade application is running
U must be connected to the IPerCom system by means of a LAN cable and not via Wi-Fi.
Furthermore, the LAN cable must be connected to one of the system switches and not to

the router.

0 The IP address of the network card, through which the PC (where IPerUpgrade is running)
connects to the IPerCom system, must belong to the same IPerCom subnet.

&, To0 be upgraded, the Switchboard and IperCom Client software applications must be running
U on 2 separate PCs and the IPerUpgrade application must be running on a third PC.

&, The firmware upgrade of the other IPerCom devices (Relay Actuator, Key Reader, Lift
U Interface, iPassan Controller, IPerTalk Server and RTSP Cameras) is not made via IPerUpgrade.

2 HARDWARE AND SOFTWARE REQUIREMENTS

PC hardware and software minimum requirements are the following:
e Windows 10 / 11 operating system with quad core CPU and frequency greater than 2GHz;
e SSD disk with capacity of 256GB or greater (no hard disk);
e 8GB or more RAM memory;
e 1 network card 10/100/1000 Mbit/s.
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3 INSTALLATION

The installation procedure starts launching the related set up file, which can be downloaded from
Urmet site (login is required).

During the installation phases, follow the indications displayed from time to time in the different
windows.

To perform correctly the installation procedure of IPerUpgrade application, the user must
access the PC with system administrator rights; otherwise, the installation will not be properly
performed.

After having chosen the installation language, the following window is displayed:
L+

Select Destination Location
Where should IperUpgrade be installed?

| EI Setup will install IperUpgrade into the following folder.

To continue, dick Next, If you would like to select a different folder, dick Browse.

|C \Wrmet\IperUpgrade Browse...

At least 60,0 MB of free disk space is required.

Figure 1: installation phase

6 DS1060-126E


https://www.urmet.com/en-us/Professional/Tools/Software-and-Firmware

The folder where the application will be installed is highlighted (you can change the folder using the
“Browse” button). By pressing the “Next” button, this screen appears:

03&:..:- perUpgrade - 4.2.0 - x
Ready to Install
Setup is now ready to begin installing IperUpgrade on your computer.

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\Urmet\Iperlpgrade

Figure 2: installation phase

Click on button “Install” to start installation process:

© Setup - IperUpgrade - 4.2.0 — x

Installing
Please wait while Setup installs IperUpgrade on your computer.

Extracting files...
C:\Urmet\IperUpgrade \tmp'dotnetfx45_ful_x86_x64.exe

Cancel

Figure 3: installation phase
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At the end of the installation, the following window appears:

©

Per

upgrade

urmel

IS IN YOUR LIFE

Completing the IperUpgrade
Setup Wizard

Setup has finished installing IperUpgrade on your computer,

The application may be launched by selecting the installed
shortcuts,

Click Finish to exit Setup,

Launch Iperlipgrade

Figure 4: installation phase

Installation of application has been completed properly.

Check then that the folder where the application has been installed (C: \Urmet\IPerUpgrade for
example) allows the user a complete access. To check this:

e Start “File Explorer” and find IPerUpgrade application folder,

e C(Click with the right-hand button of the mouse on the chosen folder and select the menu item

“Properties”,

e C(Click on the tab “Security” and check that the user or the group have the full control of the folder.
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4 \WINDOWS FIREWALL CONFIGURATION

During the first run of the application (click 2 times with mouse on related executable file desktop
shortcut), Windows operating system could ask the user to open the ports on IP network used for
communication between IPerCom system and /PerUpgrade application. This operation is needed to
make the system work properly. If the protection is performed by Windows Firewall module, the

following message will be displayed:

You must select both types of networks and press the “Allow access” button to continue.

DS1060-126E

& windo s Security Alert

@ Windows Defender Firewall has blocked some features of this
app

Windows Defender Firewall has blocked some features of IperUpgrade on all public and private

networks,
5;]' Name: IperUpgrade
Publisher: Urmet 5.p.a.
Path: C:urmetljperuparade\jperupgrade. exe

Allow IperUpgrade to communicate on these networks:
[ Private networks, such as my home or work network

[ Public networks, such as those in airports and cafés (not recommended
because these netwarks often have litte or no security)

What are the risks of allowing an app through a firewall?

Allow access

Figure 5: opening Windows firewall ports

Cancel



5 AUTOMATIC UPDATE TO THE LATEST VERSION AVAILABLE

At each start the application checks if there is a more updated version than the one installed on
your own PC in presence of an Internet connection.

If these two conditions are met, a message like the one below is displayed:

New IperUpgrade version 4.2.1 is available.
% You are using version 4.2.0.96.

Do you want to update the application now?

Yes Mo

Figure 6: most updated version available

Press the “Yes” button to start downloading the new version:

Software Update B

Downloading at 10.2 MB/s 20.5 MB /52.8 MB

i

Figure 7: latest version downloading

As soon as the upgrade is finished, the installation starts.

Upgrades can be optional or mandatory: in this last case if the upgrade is not performed, it is
impossible to start the application.

If the lack of Internet connection persists for a period longer than 3 months, /PerUpgrade shows the
following warning (every time the application is started):

IperUpgrade was unable to check for new versions
. for more than 3 months,
Please connect to Internet and restart the program,

OK

Figure 8: failure to check for updates for more than 3 months

By pressing the “OK” button, the application starts anyway.
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6 HOW TO UPDATE AN IPERCOM SYSTEM

Below are briefly listed the steps to follow to update an IPerCom system, just after installing
IPerUpgrade. For further details on each individual step, consult the relevant paragraph highlighted
in the different points below.

1. Launch IPerUpgrade clicking 2 times with mouse on related executable file desktop shortcut.
The following window is shown:

© URMET - IperUpgrade 427 - u} x
() projects
Name [ )
rmel

Figure 9: user interface

2. Press the “New” button (red arrow above) to create a new project and, in the relevant
window that opens, give it a name, and save it (see Projects section for further details). The

following window is then shown:

@ URMET - IperUpgrade 2.7 - o X
(&) projects
Name  [IPerCom System )
e uriet

Figure 10: user interface after saving the project

3. Select the network interface through which the PC connects to the IPerCom system by
means of drop-down menu “Local IP” highlighted with red arrow in the figure above (see
Provisioning section for further details). The following window is shown:

Q URMET - IperUpgrade 4.2.7 - o X
(~) Projects
Name  [IPerCom System )
e Uit
(#) Provisioning
ot —r— )

Figure 11: user interface after choosing network interface
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4. Press button “Find Devices” (red arrow above) to get the number of devices. The following
window is shown:

© URMET - [perUpgrade 4.2.7 - [ FULL MODE |
(%) Projects

Name (IPerCom System ) _';
| (m— Uriiie
(~) Provisioning

Local IP: 1Percom [102,168.68.115] | = Find Devices ) ( Total devices: 7 )]

(%) Commands

N7
Upgrade fie [ N ) ([ selective

[19/06/2024 10:18:51] Checking for available updates <RTDL_DEBUG>
[19/06/2024 10: 1] FTP server listening on port 16111

[19/06/2024 10: 1] TFTP server listening on port 69

[19/06/2024 10: 6] Upgrade File content: EMPTY

[19/06/2024 10:19:59] GuiMode = FULL

[ Verbose Log

Figure 12: user interface after device discovering

5. Press the button “Open” (red arrow above) to import an update file (see Commands section
for further details). The following window is shown (after the import):

© URMET - IperlUpgrade 427 - [ FULL MODE |
() Projects

Name  [IPerCom System ) _[
| — Arul
(~) Provisioning

Local IP: [ IPercom [192.168.88.117] | ~) FindDevices | [ Total devices: 7 ]

(~) Commands

E] [ FULL MODE ] [ Full Plant Update. ]
Upgrade file (C33.1.0.19_045271a8.xmup ) =

( Open J (G Details )] URMET
T TS TS WOQET =TT TT-ZZ>T oM T T IO R VER 50U = =5
[19/06/2024 11:54:12] 20) Model <1717.22U: Nominal TargetVersion <3.1.0_19_MIRROR_VER_8_0_7_0_RE | @ Vou're going to update the entire system —

[19/06/2024 11:54:14] 21) Model <1717.23>: Nominal TargetVersion <3.1.0_19_MIRROR_VER &

[19/06/2024 11 ] 22) Model <1717.23U: Norinal TargetVersion <3.1.0_19_MIRROR_VEI This may take a long time.
[19/06/2024 11 ] 23) Model <1717.31_A64>: Nominal TargetVersion <3.1.0_19_VER &,
[19/06/2024 11:54:14] 24) Model <1717.32_A64>: Nominal TargetVersion <3.1.0_19_VER
[19/06/2024 11:54:14] 25) Model <1717.41_A64>: Nominal TargetVersion <3.1.0_19_VER| |
[19/06/2024 11:54:14] 26) Model <1741.1>: Nominal TargetVersion <3.1.0_19_1741.1_VER_8_0_6_1_R8_ROC]
[19/06/2024 11:54:14] 27) Model <1761.16>: Nominal TargetVersion <3.1.0-23> decoded as <3.1.0.23>
[19/06/2024 11:54:14] 28) Model <1761.16U: Nominal TargetVersion <3.1.0-23> decoded as <3.1.0.23>
[19/06/2024 11:54:14] 29) Model <1761.31>: Nominal TargetVersion <3.1.0_19_VER_8_7_3_R8_ROCT> decot Yes No
[19/06/2024 11:54:14] 30) Model <1761.31U>: Nominal TargetVersion <3. 8_ROOT > dec|

It is recommended not ta close the application
or tumn off your computer during this phase.

Confirm?

R8_ROQT> decoded as <8.7.3.0> PVARN

[19/06/2024 11:54:14] 32) Model <1761.6>: Nominal ion <3.1.0-28> decoded as <3.1.0.28>
[ ceriog ][ Bponieg

[ Verbose Log

(») Devices
| Devices status
@ (_petect MogerDevices I
Aive 0
[ Select all ([ Selecteq:0/7 ) (Updated:o/7 ] oy o
[] Select visible ALL MODELS Polling: None Dead [
( B ) = z
Selected  Id Mac address Ip address Status  Type  Model Version Mode Progress  Topologic code | Version match | Command ~
[m] 1 0OIEEOQTDIES 10216888152 P ADP  11603-1130.3 ipercom-3.1.0-18 001EE0Q1D3B5
[} 2 00AEED02038A 19216888113 P M 106018 310-18.08.15 001EE02038A
[} 3 O0AEEDO3A4FO 19216888157 P VDP 171731464  3.1.0_18VER 870 R8ROCT 001EE00334F9
=] 4 O0IEEQO3DECD 19216888111 ? VDR 171741464 31018 VER 870 Rg ROCT 001EEQ03DECD Reboot i

Figure 13: user interface after update file import

12 DS1060-126E



The “Version Match” column shows the icon I:l (red box), meaning that the devices are not
aligned to the imported update file.

6. Press button “Yes” (red arrow) to update the plant; the correct end of the update is

indicated by the icon in the column “Version Match”, as shown in the following window:

© URMET - Ipe 0 - B X
(~) projects

Neme [IPerCom System )

Uriiet

() Provisioning

Local IP: IPercom [192.168.88.117] | = ( Find Devices ) ( Total devices: 7 )
(~) Commands

Upgrade file [C13.1.0.19_045271a8.xmup )
( Open ) (G Details )

[T97U57 2022 TSR] DEVITE WIRRT-UFDATE =UFDATING
[19/06/2024 13:2941] Device 00:1 6:1E SMART_UPDATE - DOWNLOAD_COMPLETED (READY TO UPDATE)

[19/06/2024 13:29:41] Device 00:1 :26:1E SMART_UPDATE - UPDATE SETTING

[19/06/2024 13:29:42] Device 00:1 :26:1E SMART_UPDATE - UPDATING

[19/06/2024 13:39:56] Device 00:1 SMART_UPDATE - UPDATE_COMPLETED (SUCCESS)
[19/06/2024 13:40:18] Device 00:1 SMART_UPDATE - UPDATE COMPLETED (SUCCESS)

[19/06/2024 13:40:19] Update Manager IDLE
[19/06/2024 13:

[19/06/2024
[19/06/2024 13;
[19/06/2024 13:40:20] Device 00:1
[10/06/2024 13:40:20] Device 00:1E:
[19/06/2024 13:40:21] Device CA0D:AD:3F:
[19/06/2024 13:40:21] Device 00:1E£0:01:03:85 IDLE - IDLE

DECD IDLE - IDLE
:26:1E IDLE - IDLE
3:03 IDLE - IDLE

[] Verbose Log [ cleartog ) [ Exportlog |
(~) Devices
Devices status.
@ [ Detect Mode+Devices Unknown o
Aive 7
Select all ([ selecteas7/7 ) ( Updated:7/7 ) e o
Selectvisible [ ALLMODELS =) ( Polling: 5/ 7 ) = o
il o
Selected  Id Mac address Ip address Status  Type  Model Version Mode Progress  Topologic cade  Version match  Command
1 OCIEECOTD3BS 19216888152 4 ADP  11603-11393 ipercom-3.10-19 IPerCom 001EE001D385 v
2 00EECO2038A 19216888113 CM 106018 31.0-19.09.16 001EE002038A v
3 OOIEECO334F9 19216888157 4 VDP 171731464 3.1.019VER &7 3 REROOT IPerCom 001EE00334F0 v
4 00IEEGOIDECD 19216888111 4 VDP 171741464 31019 VER 873 R8ROOT IPerCom 001EE003DECD v
5 O0IEEGOS2GE 19216888112 VDR 176131 3.1.0.19.VER 8 7 3 R8 ROCT  IPerCom 001EE005261E v

Figure 14: user interface after end of the update

The following paragraphs refer to a more advanced use of IPerUpgrade.
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/ |PERCOM DEVICES UPGRADE MODES

The firmware upgrade of the devices of an IPerCom system can take place in 2 different ways,
depending on whether there is at least 1 appropriately configured Server 1060/1 in the system. In
detail this means that the Server must be:

e presentin the system configuration;
e configured to upgrade other system devices.

G Refer to the system technical manual for the installer for the 2 points written above.

The 2 update methods will be described in more detail below, underlining the differences.

7.1 |IPERCOM SYSTEM WITHOUT SERVER 1060/1 CONFIGURED TO UPGRADE DEVICES

If the IPerCom system has no Server 1060/1 or no Server 1060/1 present in the system is configured
to update devices, the upgrade of all devices is carried out exclusively by IPerUpgrade application.
This also applies to any new devices added to the system.

In this case the IPerUpgrade operating mode is called FULL MODE.

0 Call forwarding devices can only be upgraded via IPerUpgrade in FULL MODE.

7.2 SYSTEM WITH AT LEAST ONE SERVER 1060/1 CONFIGURED TO UPGRADE DEVICES

If the IPerCom system has at least a Server 1060/1 configured for device updating, the firmware
update task is partly delegated to /PerUpgrade and partly to the Server 1060/1.
The devices that are updated by IPerUpgrade are shown in the following table:

System Device Ref.

IPerCom Server 1060/1
Video door phone 7"’ VOG’ 1761/31-31U-32-33-33U
Video door phone 10" MAX 1717/21-21U-22-22U-23-23U
Video door phone 7" Basic 1741/1-2-3
Video door phone 7”7 MAX 1717/3x-4x
Video door phone 10” 1761/23

Table 3: devices that are upgraded by IPerUpgrade in a system with Server 1060/1 properly configured

At this stage of the update the IPerUpgrade operating mode is called ACTIVE MODE.
14 DS1060-126E
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Once these devices have been updated, the Server 1060/1 takes care of updating the rest of the
system; during this phase IPerUpgrade switches in another operating mode: PASSIVE MODE. In this
operating mode it is possible only to view the update phases of the other devices.

The most important advantage of using this update mode is that, once the system has been
updated and /PerUpgrade has been closed, any new devices added afterwards can be directly
updated by the Server 1060/1.

Updating the devices via Server 1060/1 can be used also in the case of a first update of an IPerCom
system that has just been installed but is not yet in operation. The points listed below must be
followed:

1. using the IPerUpgrade application, upgrade the Server 1060/1 (disconnected from the
system) to the required IPerCom version;

2. create a basic IPerCom configuration that includes only the Server 1060/1 by means of the
IPerCom configurator;

3. configure the Server 1060/1 so that it can upgrade the other system devices (by means of
the IPerCom configurator);

4. distribute the configuration thus created to Server 1060/1;

5. connect the Server 1060/1 to the system.

In this way, the Server 1060/1 can upgrade the other devices in the system: any devices added later
will be still upgraded by the Server 1060/1.

0 Refer to the system technical manual for the installer for steps 2, 3 and 4.

0 If there are several Servers 1060/1, it is necessary to upgrade them via IPerUpgrade in step 1
and configure one of them so that it upgrades the other devices. Any other Server 1060/1
added later to the system need to be upgraded via IPerUpgrade.

If with IPerUpgrade you connect to the system while Server 1060/1 is updating some devices,

0 IPerUpgrade starts in PASSIVE MODE. In PASSIVE MODE |PerUpgrade can only monitor the
update phases of the various devices (for further details see chapter Update of the entire
system (ACTIVE MODE and PASSIVE MODE)).

If after connecting a device to be updated, IPerUpgrade is opened before the 1060/1 Server
O has started updating the device itself, IPerUpgrade starts in ACTIVE MODE: in this situation
the device can only be updated by IPerUpgrade.

DS1060-126E
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0 The upgrade mode via Server 1060/1 is available from IPerCom version 2.1.

It is important to underline that in ACTIVE MODE |PerUpgrade can also update any custom

0 video door phones among those listed in Table 3, something that the 1060/1 Server cannot
do except in a single case. This topic will be seen in detail in paragraph Custom Video Door
Phones.

These 2 operating modes (FULL MODE and ACTIVE/PASSIVE MODE) will be described in detail in
the following paragraphs. It is important to note that in both cases, the main purpose is to update
the IPerCom system.

8 MAIN STEPS IN THE UPGRADE PROCESS OF AN IPERCOM SYSTEM

Regardless of the operating mode (FULL MODE or ACTIVE/PASSIVE MODE), the upgrade process
can be divided into 6 steps:

create a new project,

select the network interface through which to connect to the system,
acquire the devices that need to be upgraded,

select and import the upgrade file,

start the device upgrade phase,

save the project.

ouhkwneE

Regarding point 2, pay attention to the fact that the IP address of the network card, through
which the PC (where IPerUpgrade is running) connects to the IPerCom system, must belong to
the same IPerCom subnet.

For a correct outcome of the update, verify that:

e the PC where the IPerUpgrade application is running is connected to the IPerCom system via
LAN cable,

e the LAN cable is connected to one of the system switches and not to the router.

It is advisable to save the project after the end of the update: in this way, during a second

0 system update, by opening the previously saved project, you avoid having to re-select the
network card and acquire the devices to be updated again (see paragraph Saving the project
for further details).
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The firmware upgrade of the various devices in an IPerCom system is performed using a single file
with .mup (Multiple Upgrade Package) extension or with .xmup extension (Extended Multiple
Upgrade Package): these files contain the single upgrade files for every device.

47 Xmup files are supported by IPerUpgrade version 4.2.

Devices reported in Table 2 (in general call forwarding devices) are upgraded through a file
with .zip extension (different zip depending on the type of call forwarding device to be
upgraded).

A file with .mup or .xmup extension allows simultaneous upgrade of devices in an IPerCom
system; .zip files, on the other hand, can only simultaneously upgrade call forwarding devices
of the same type.

The operation of the user interface of the /PerUpgrade application in FULL MODE will how be

described (how to create a project, acquire the list of devices, update them, and save the project).

Then the differences compared to the ACTIVE MODE and PASSIVE MODE will be listed.

There is another operating mode (DISABLED MODE) which occurs if two or more IPerUpgrade
applications (on different PCs) connect to the same IPerCom system. This operating mode will
be described in detail in paragraph IPerUpgrade starts in DISABLED mode.

DS1060-126E
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O USER INTERFACE: FULL MODE

After starting IPerUpgrade, the following screen appears:

© URMET - IperUpgrade 4.2.7 - m] X

(=) Projects

Name [ — ) “_l;rme

Figure 15: application start up

The user interface is divided into 4 sections, which can be opened or closed using buttons m and

. The sections are:

e “Projects”,

e “Provisioning”,
e “Commands”,
e “Devices”.

The operation of these sections is described in detail below.

9.1 PROJECTS SECTION

In the “Projects” section it is possible to create a new project (using the “New” button) or open an
already created and saved project (using the “Load” button):

Q@ URMET - IperUpgrade 4.2.7 - O e
(%) Projects
Name [ )
Urinet

Figure 16: how to create a new project or open an already saved project

The “New” button opens a window through which it is possible to give a name to the project and
define the path where to save it.

The “Load” button opens a window through which it is possible to open a project previously created
and saved in a specific path.

The “Save” button (when enabled) allows saving the project.

Project files have .pln extension.
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It is advisable to associate a project to each IPerCom system: in this way, every time a firmware
upgrade of the system is required, it is sufficient to open the relevant project which will
automatically load the network card (with its IP address) used to connect to the IPerCom system

and the list of connected devices.

After creating a new project, the “Provisioning” section is enabled, as shown in the following figure:

[+]
(2) Projects
Name (IPerCom System )
( New ) oad ) IJI'ITIE';
(%) Provisioning
AN T —
| ~ Cofamahd ]
|~ Deficed |

Figure 17: "Provisioning" section enabled

Opening a project that has already been saved, data for the “Provisioning” section are
uploaded automatically.

The “Provisioning” section is explained in the next paragraph.

9.2 PROVISIONING SECTION

In the “Provisioning” section it is possible to select the network interface through which the PC
connects to the IPerCom system. This is possible through the “Local IP” drop-down menu:

[+]
(~) Projects

Name [IPerCom System ) _['

C e ) ) o= ) urie

(%) Provisioning

ot (o ez D T )
|~ cfmnfinds |

|

Figure 18: network interface selection

To find out the IP and MAC addresses of the network interface through which you are
0 connected to the IPerCom system, you need to click on the item “Open Network and Internet

settings”, which appears by pressing the right mouse button the icon at the bottom of
right on your PC monitor. A screen opens with the list of available networks. After pressing
the corresponding “Properties” item, you can view the IP address and MAC address.

DS1060-126E
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After selecting the correct network interface, the “Find Devices” button is enabled:

= =

{ v Commands

© URMET - peilipgrade 4.2.7 - o
(R projects [ ]
Name (IPerCom System
( Ney: J (L tead ) (L sme ] Urme
() Provisioning
wocap. (rcom 19216855115 ) T )
Z\ VAN J
|

L~ Jbeviess

Figure 19: “Find Devices” button enabled

Pressing “Find Devices” button, the number of devices (that can be upgraded) connected to the
IPerCom system are discovered.

After the discovering of the devices IPerUpgrade displays the operating mode in the upper part of
the application (on the left together with the software version):

© URMET - IperUpgrade 4.2.7 - [ FULL -'t:5:<:|
.®Projec15

MName [IPerCcm System ]

Figure 20: operating mode

In the case of ACTIVE MODE operation IPerUpgrade also shows a dialogue box, which
notifies the installer of the operation mode (in addition to the display in the application bar).

If a previously saved project is opened, the operating mode is indicated as soon as the list of
devices to be updated is loaded.
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9.3 COMMANDS SECTION

In the “Commands” section you can choose the firmware upgrade file, import it into IPerUgrade and
start the device upgrade phase. The “Commands” section appears as shown in the figure below
(after the device discovery):

Q) URMET - IperUpgrade 4.2.7 - [ FULL MODE - ]
() Projects
Name [(IPerCom System )
Urmiet
(~) Provisioning
Local IP: Percom [192.168.88.117] [ = ( Find Devices ) ( Total devices: 7 )
(=) Commands
A
Upgrade file [ ]
[19/06/2024 12:33:12] Checking for available updates <RTDL_DEBUG=
[19/06/2024 12:32:12] FTP server listening on port 16111 | |
[19/06/2024 12:33:12] TFTP server listening on part 69
[19/06/2024 12:32:18] Upgrade File content: EMPTY
[19/06/2024 12:33:32] GuiMode = FULL
IDLE
[] Verbose Log ( Ceartog | [ Exporilog |

o

Figure 21: “Commands” section

The “Commands” section also shows the operating mode of IperUpgrade (in this case FULL MODE).

9.3.1 IMPORTING THE FIRMWARE UPGRADE FILE

The “Open” button allows selecting the firmware upgrade file from your PC or Urmet cloud. Three
types of files can be selected:

o files with .mup extension for IPerCom devices (Multiple Upgrade Package);
o files with .xmup extension for IPerCom devices (Extended Multiple Upgrade Package);
e files with .zip extension for call forwarding devices.

The first second types of files allow you to simultaneously upgrade the devices of an IperCom
system (among those listed in Table 1).

The third type of file allows you to simultaneously upgrade call forwarding devices of the same
model (among those listed in Table 2).

DS1060-126E
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By pressing the "Open" button, a window like the one shown below appears:

[+)

Recent Files | Last Updates

Pathname
(73,0037 32a10476.mup
CA3.0.0_36_#12fb458.mup
(43.0.0_35_5599bdes.mup

Browse Local Disk

Figure 22: choose of the upgrade file

The firmware upgrade file can be selected in 3 different ways, described below.

9.3.1.1 Selecting the upgrade file from recently imported ones

The “Recent Files” tab shows the last 10 firmware upgrade files that have been imported, sorted
from the most recent to the least recent. To import a file, it is necessary to select it and then press
the “Open” button:

[+]

Recent Files | Last Updates

Pathname
C13.0.0 37 32a10476.mup
C13.0.0_36_f12b459.mup
C12.0.0_35_5599bde8.mup

Browse Local Disk

Figure 23: upgrade file selected

After pressing the “Open” button, the previously chosen update file is imported into IperUpgrade.
During this phase, a window with a green progress bar, a list of the various device models and the
relevant version of the upgrade file included in the mup or xmup file appears.
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When the window in question disappears, this means that the import phase has completed
correctly and the installer is asked whether he wants to update the system:

| You're going to update the entire system.

© This may take a long time.
It is recommended not to close the application
or turn off your computer during this phase.

Confirm?

Yes | Mo

Figure 24: dialogue box for full plant update

For how to update the entire system or just part of it, see the paragraphs Device upgrade: FULL
MODE or Device upgrade: ACTIVE MODE and PASSIVE MODE.

O If no upgrade file has been opened and imported yet, the window in Figure 22 is empty.

0 If the upgrade file is no longer present on your PC or has been moved to another folder, after
selecting it and pressing the “Open” button, the following window is displayed:

l L The selected file is not present on the local storage anymore,

QK

Figure 25: upgrade file no longer exists

DS1060-126E 23



9.3.1.2 Selecting the upgrade file

from Urmet cloud

The “Last updates” tab contains only the latest versions of IPerCom upgrade files officially released

on Urmet cloud:

(]

Recent Files | Last Up

dlates

Realm  Family
[PerCom 140 1
|BerCom 200 2
IPerCom 201 2
IPerCom 210 2
IPerCom 211 2
IPerCom 212 2
IPerCom 220 2
IPerCom 300 2

Filename
40_19.mup
0.0_101.mup
0.1_2mup
1.0_64.mup
A.1_13mup
1.2_11.mup
20_32mup
0.0_37.mup

Browse Local Disk

Figure 26: latest officially released upgrade files

The “Realm” column refers to the video door phone system for which the upgrade file was created
(now the only video door phone system is IPerCom); the “Family” column refers to the IPerCom
system version; the “Filename” column shows the name of the officially released upgrade file.

To import afile, it is necessary to select one and press the “Download” button:

(]

Recent Files | Last U

pdates

Realm  Family
IPerCom 140
IPerCom 200
IPerCom 20,1
IPerCom 21,0
IPerCom . 2.1.1
IPerCom 212
IPerCom 220
IPerCom 300

Filename
14.0_19.mup
200_101.mup
201 2mup
210_64mup
21113mup
212_1.mup
220.32mup
200_37.mup

24

Figure 27: upgrade file selected

Browse Local Disk
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A window opens where you can save the upgrade file on your PC, then the download step begins:

[+)

Recent Files | Last Updates

Realm Family  Filename
IPerCom 140 14.0_12.mup
[PerCom 200 20.0_101.mup
IBerCom 201 20.1_3mup
IPerCom 210 2.1.0_64mup
IPerCom 211 21.1_12mup
IPerCom 212 21.2_11.mup
IPerCom 220 220 32mup
IPerCom 300 20.0.37.mup
IPerCom 310 21.0_14mup

[ | 220 32.mup )

Browse Local Disk

Figure 28: upgrade file downloading

At the end of the download step, use the “Open” button to import the upgrade file as described
above; at the end of the import phase, the installer is asked whether he wants to update the
system, as already shown in Figure 24.

For how to update the entire system or just part of it, see the paragraphs Device upgrade: FULL
MODE or Device upgrade: ACTIVE MODE and PASSIVE MODE.

0 To download the officially released IPerCom upgrade files from the Urmet cloud, the PC must
have an Internet connection.

For version 3.1.0 of IPerCom there will be two update files: the installer will be able to

[7 choose whether to download the update file with the YnO application for the MAX and
VOG’ video door phones or the one with the YnO UP application for the same video door
phones. The YnO application is compatible with Yokis V5 devices while the YnO UP
application is compatible with Yokis V6 devices.

9.3.1.3 Selecting the upgrade file from your PC

Press the “Browse Local Disk” button to select the upgrade file from your PC. Once selected, the
import step begins and ends as described above.

For how to update the entire system or just part of it, see the paragraphs Device upgrade: FULL
MODE or Device upgrade: ACTIVE MODE and PASSIVE MODE.
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9.3.2 DeVICE UPGRADE: FULL MODE

After the import of the update file into /IPerUpgrade is finished, a dialogue box appears asking the

user whether he wants to update the entire system or not:

© URMET- Iperlpgrade 4.2.7 - [ FULL MODE - o %
(%) Projects
Name [IPerCom System )
C = urmet
(%) Provisioning
Local IP: |Percom [192.168.88.115] | + ( Find Devices ) ( Total devices: 7 )
(~) Commands
@20 (_Fuamooe ) ([ rullPlantUpdats )
Upgrade file [C33.1.0_19_04527 1a8xmup T )
( Open ) Details | _
y  You're going to update the entire system,
TTG7Ue7 U2 T TOGZa] T9] VIOaeT < 17 17,225 TNGMINaT Targetvereian <3, T/ To_WMRRUR_VER_B_U_T_U_RE_RUTT [ I
[18/06/2024 11:08:24] 20} Model <1717.22U>: Nominal TargetVersion <3.1.0_13_MIRROR_VER_8_0_7 0_R8 ROOT> = This may take a lang time.
[18/06/2024 11:08:24] 21) Model <1717.23>: Nominal TargetVersion <3.1.0_19_MIRROR_VER 8_0_7_0_R8_ROCT> ¢ Itis recommendied not to close the application
[18/06/2024 11:08:24] 22) Model <1717.23U>: Nominal Target¥ersion <3.1.0_19_MIRROR_VER_8_0_7_0_R8_ROCT>| or turn off your computer during this phase.
[18/06/2024 11:08:24] 23} Model <1717.31_A64>: Nominal TargetVersion <3.1.0_19_VER_8_7_3_RB_ROOT> decode| Confirm?
[18/06/2024 11:08:24] 24) Model <1717.32_A64>: Nominal TargetVersion <3.1.0_19_VER_B_ ROOT> decode|
[18/06/2024 11:08:24] 25) Model <1717.41_A84>: Nominal TargetVersion <3.1.0_19_VER_8_7_3_RE RCOT> decode| IDLE
[18/06/2024 11:08:24] 26) Model <1741.13: Nominal TargetVersion <3.1.0_19_1741.1_VER_8_0_6_1_R8_ROOT> dec|
[18/06/2024 11:08:24] 27) Model <1761.16>: Nominal TargetVersion <3.1.0-23> decoded as <3.1.0.23> Yes No
[18/06/2024 11:08:24] 28} Model <1761.16U>: Nominal TargetVersion <3.1.0-23> decoded as <3.1.023>
[18/06/2024 11:08:24] 29) Model <1761.21>: Nominal TargetVersion <3.1.0_13_VER_8 7 3 RE_ROOT> decoded as <8.7.3.0>
[18/06/2024 11 30) Model <1761.31U>: Nominal Target¥ersion <3.1.0_19_VER_8_7_3 RE_ROOT> decoded as <87.3.0>
[18/06/2024 1 31) Model <1761.325: Nominal Targetversion <3.1.0_19_VER_8_7_3_R8_ROOT> decoded as <8.7.3.0>
[18/06/2024 11:08:24] 32) Model <1761.6>: Nominal TargetVersion <3.1.0-28> decoded as <3.1.0.28>
[] Verbose Log ( cleartog ] [ Exportlog |
(~) Devices
Devices status
- Detect Mode+Devices. Unknown 7
e o
[ Select all ([ selected:0/7 ) ( Updated:o/7 ] =y o
[ selectvisivle [ aLLmoDeLs =) ( Polling: None ] Dead o
Fail o
Selected  Id Mac acidress Ip address Status  Type Model Version Mode Progress  Topologic code  Version match | Command
| 1 001EE001DBS  192.168.88.152 “?  4DP 11603-11393 ipercom-3.1.0-18 Reboot
| 00:1EEC:0203:84  192.168.88.113 ? v os0as 31.0-1809.15 Reboot
O 3 ODEE0:0334F9  192.168.88.157 ? _18_VER_8 7_0_RE_ROCT 01010 Reboot
] 4 00JEEGOIDECD 19216888111 “?  VDP 171741464  3.1.0_18.VER_8_7_0_R8 ROCT 01010 Reboot
] 00:IEEC05:26:1E  192.168.88.112 ?  vor 7EI3 3.1.0_18_VER_8_7_0_R8_ROOT 010101000400 Reboot

Figure 29: end of the import phase

If it is necessary to update the entire system, press the “Yes” button, if instead it is necessary to
update only part of the system's devices, press “No” button. The 2 update modes will be seen in
detail in the next paragraphs and refer to the operating mode FULL MODE, that is the upgrade of all

devices will be made by the application IPerUpgrade.

In the image above you can also see that the symbol I:l appears in the “Version Match” column,
meaning that the firmware version of all the devices in the system does not match that of the

update file imported from /PerUpgrade (red arrow).

26
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If an update file is imported into IPerUpgrade and if the system has already been updated to
the same imported update file, the following message is shown:

The plant is already updated to this version.

Please, load another Upgrade File,

oK |

Figure 30: system already updated

The symbol . appears in the “Version Match” column and there is no possibility to update
the system.

9.3.2.1 Update of the entire system (FULL MODE)

To update the entire system in FULL MODE, after importing the upgrade file in IPerUpgrade, press
the “Yes” button (red arrow) in the figure below:

Name (1PerCom System

Urmet

(~) Provisioning
Local IP: IPercom [192.168.88.115] | = ( Find Devices ) ( Total devices: 7 )

(~) Commands

( rucMopeE ) (L FullPlant Update. )

Upgrade file [€23.1.0_19_045271a8xmup URMET )

(_open ] ([ oews ]

'o You're going to update the entire system

[18/06/2024 This may take a long ti
[18/06/2024 Itis recommended not th clofe the application

[18/06/2024 or turn off your comput| ing this phase.

[18/06/2024 24] 23) Model <1717.31_A64>: Nominal TargetVersion <3.1.0_19_VER_8_7_3_R8_ROOT > decode Confirm?

[18/06/2024 11:08:24] 24) Model <1717.32_A64>: Nominal TargetVersion <3.1.0_19_VER_8  ROOT> decods|

[18/06/2024 11:08:24] 25) Model <1717.41_A64>: Nominal TargetVersion <2.1.0_19_VER__  ROOT> decods) IDLE

[18/06/2024 11:08:24] 27) Model <1761.16>: Nominal TargetVersion <3.1.0-23> decoded as <3.1.0.23> Yes Mo
[18/06/2024 11:08:24] 28) Model <1761.16U>: Nominal TargetVersion <3.1.0-23> decoded as <3.1.0.23>

[18/06/2024 11:08:24] 32) Model <1761.6>: Nominal TargetVersion <3.1.0-28> decoded as <32.1.0.28>

[] Verbose Log [ clearlog ][ Exportlog ]
(~) Devices
Devices status
@ [ Detect Mode+Devices Unknown 7
Alive o
[] Select all ([ selectedio/7 ) ([ Updated:io/7 ) e N
[ selectvisile [ ALLMODELS __|'=) [ Polling:Nene ] Dexd o
Fail o
Selected  Id Mac address Ip address Status  Type  Model Version Mode  Progress  Topologiccode Versionmatch | Command ~
] 1 00:1E:EC:01:D3B5  192.168.88.152 ? ADP 11293 ipercom-3.1.0-18 01010 Reboot
O 2 00EEC02038A 19216888113 @ M 106018 210-18_9.15 010 Reboot
O 3 OGIEE00334F9 19216888157 P 01010100020 Reboot
O 4 00:1E:EC:03:DECD  192.168.88.111 ? 01010 Reboot
] 5 00:1E:EC:05:26:1E 192.168.88.112 ? 010101000400 Reboot

Figure 31: upgrade of the whole system
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The same result can be obtained by pressing the “No” button and then pressing the “Full
Plant Update” button. This way of proceeding can be useful for carrying out checks on the
devices found by IPerUpgrade and their firmware version before proceeding with the update
(for further details see Devices section).

The upgrade process starts as shown in the figure below:

In both cases even if devices are not selected (all or in part), they are automatically selected
when the update phase starts.

Selected

v

S S S

Id
1

Mac address
00:1EE0:01:D3:B5

00:1EE0:02:03:8A

00:1E:ED:

00:1E:E0:03:DECD

00:1E:E0:05:26:1E

Ip address

92.168.88.152

Status

dlala alsle

Type Model Version Mode

ADP 11603-1139.3 ipercom-3.1.0-18 IPerCom

8 ROOT IPerCom

0T IPerCom

) R8_ROOT  IPerCom

MCS 06048 3.1.0-22 IPerCom

Progress

Topologic code  Version match  Command

Figure 32: upload and upgrade phases

Two different phases are requested for updating the devices:

upload phase, that is the single firmware upgrade file is uploaded to all the selected devices

that need to be upgraded (green progress bar in the “Progress” column);

upgrade phase, that is the devices are upgraded to the new version (red progress bar in the

“Progress” column).

In both cases status of devices show icon in “Status” column, that is firmware upgrade in
progress.

“Status” and “Progress” columns are in blue boxes in Figure 32.

5 When the progress bar is red, the devices are out of service.

&

28

During the whole upgrade phase do not turn off your PC or close IPerUpgrade application, as
this may affect the correct upgrade of the devices. As a result, we recommend using a PC
powered by the 230Vac mains.
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During the phase of upload and upgrade the “Commands” section appears as shown below:

(=) Commands
FULL MODE
Upgrade file (C3.1.0.19 04527 TaBxmup )
TTSUR 202 T5T57 AT UpFO3Te WIaNagET State = SWART UFTATE :
[18/06/2024 15:57:42] Device 00:1E:E0:02:03:84 SMART_UPDATE - UPDATING Stop Automation

[19/06/2024 15:57:42] Device 00:1
[19/06/2024 15:57:42] Device 00:1E:ED:

9 SMART_UPDATE - DOWNLOAD_SET
DE:CD SMART_UPDATE - DOWNLOAD_SET
26:1E SMART_UPDATE - DOWNLOAD_SET
B3:03 SMART_UPDATE - DOWMLOAD_SET

72:83 SMART_UPDATE - DOWNLOAD_SET (— UPDATING
D3:B3 SMART_UPDATE - DOWNLOAD_SET —’

34:F9 SMART_UPDATE - DOWNLOADING

26:1E SMART_UPDATE - DOWNLOADING . Working

19/06/2024 15:57:44] Device 00:1E:E0:03:DE:CD SMART_UPDATE - DOWNLOADING
19/06/2024 15:57:43] Device 00:1E:E0:05:E3:03 SMART_UPDATE - DOWNLOADING

19/06/2024 15:57:43] Device C400:A] :72:83 SMART_UPDATE - DOWNLOADING
[19/06/2024 15:57:46] Device 00:1E:E0:01:D3:85 SMART_UPDATE - DOWNLOADING

[19/06/2024 15:57:43] Device 00:1E:ED:
19/06/2024 15:57:43] Device 00:1EED:
19/06/2024 15:57:43] Device C4:00:A]
19/06/2024 15:57:43] Device 00:1EED:
19/06/2024 15:57:44] Device 00:1EED:
19/06/2024 15:57:44] Device 00:1EED:

[
[
[
[
[
[
[
[

[] Verbose Log [ clearlog ] [ Exportlog |
Figure 33: “Commands” section during the upload and upgrade phase

The update phase is highlighted by a green progress bar and an appropriate icon (see red arrow in
the figure above).

The “Details” button shows a window with the list of the various device models and the relevant
version of the upgrade file included in the mup or xmup file:

@ Upgrade File Details — O X
Model Check Version

1060.1 f 31019

1060.12 v 3.1.0-19_u9.16
1060.18 v 3.1.0-19.u9.8

1060.21 220-21

1060.21 v 31.0-21

1060.22 v 2.2.0-21

1060.22 v 3.1.0-21
31.0.19
PRODUCT_MODEL=1060.1
DATE=2024-06-13
IPS_FRAMEWORK_VERSION=9.16
MD5=e04623481803ccba5e71505e5f123eea *1060.A-
spplication_3.1.0-35_i386.deb
MD5=8f66bc8a4d01d2c6cdb5c39183229c97 *1060.A-
ext_deps_3.1.0-35_i386.deb
MD5=130687ddcbcfd6501bdb3eal4ad72582 *1060.A-
system_3.1.0-25_386.deb
MD5=678e83f13055860488¢5c5030253b2f2 *1060.4-
urmet_bstk_3.1.0-35_i286.deb

Figure 34: update file imported successfully

@ If a firmware upgrade file for call forwarding device is imported, a single device model is
displayed in the window above.

The “?” button allows accessing a short online help of the application.
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During the update phase, there is a default automatic mechanism for restoring any errors and
repeating the update cycle (for maximum 5 times) if one or more devices fail to update. The “Stop
Automation” button allows you to block this mechanism by pressing the “Yes” button in the
relevant dialogue box:

{ | The update process will stop at the end of the current gycle,

© Confirm?

Yes No

Figure 35: request to stop the update process at the current cycle

In this case any failed update messages on one or more devices must be manually deleted and a
following update cycle must be started manually. If the automatic mechanism is not removed, the
above is performed automatically a maximum of 5 times. For further details see IPerUpgrade fails
to upgrade all devices.

The success of the update procedure is indicated by a green tick for each system device in the
"Version Match" column (green box):

Selected  Id Mac adldress Ip address Status Type Model Version Mode Progress  Topologic code  Version match  Command
1 ODIEEOOND3BS  192.168.88.152 T+ aop 11603-11383  ipercom-3.1.0-19 IPerCom 001EE001D3B5 v
2 ODIEE0Q2038A 19216888113 T+ o 1060.18 21.0-19.u9.16 001EE002038A v
3 ODIEE0O334F0 19216888157 1+ o 171731464  3.10_19_VER 8 7.3 R8 ROOT IPerCom 001EE00324F0 v
4 ODIEEDO3DECD  192.168.88.111 1+ o 1717.41.A64  3.1.0.19_VER 8.7.3 R8 ROOT IPerCom Q01EEQ03DECD v
5  ODIEEDOS2G:IE 19216888112 1+ o 176131 21.0_19_VER 8.7.3 R8 ROOT [PerCom Q01EE005261E v
6  ODIEEDOSB3:03 19216888110 T+ Mo 1060.48 310-23 1PerCom 001EE005B303 v
7  CAODAD3FT283  192.168.88.114 4  SERVER 10601 310,19 C400AD3F7283 v

Figure 36: devices upgraded

In the "Version" column for each device the corresponding firmware version present in the mup or
xmup file imported in IPerUpgrade is shown.

At the end of the upgrade procedure, it is possible to check on the system video door phones
that the firmware release corresponds to the one installed. For further details, see the user’s
manuals of the single video door phones on website www.urmet.com.
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9.3.2.2 Selective update (FULL MODE)

The “Selective Update” button allows you to update only the devices selected in the “Devices”
section, therefore it is useful when it is not necessary to update the entire system but for some
need you want to update only one or more devices.

In FULL MODE this function is useful for example if some devices with different firmware versions
are added to an already updated and functioning system. In this case, opening a project already
saved and associated with the system to be updated, after importing the update file, the following
window appears:

o
Fhapﬂs
Nama  (IPerCom System ) UFme
(~) Prowsioring
LocallP: [ TP 1 7= G P beris ) ewaesr )
(~) Commands
@
Upgrade e (C10.18.0653T takoomp )

Apply Flex Options
IDLE
Devices status
Uninoan
soectal [ deaeaiin ) ([ Upmwaiis ) !
[ Select visible ALL MODELS - Polling: 5/ & e
e [
Selected 10 Mac adidress lpoddress St Type  Model Version Mode  Progiess  Topologic code  Version match  Command
I 1 OKIEEQOIDIBS 19216888152 1T AP 1160311393 ipercam-310-19 1PerCam OO1EEDOTD38S. v
=i 2 ODIEECO2038A 19216888113 T+ o os0as 31.0-19.0916 001EE0020364 v Reboot
? - S —
Ei OMIEEO0II4F 10216888157 4 VDP  171T31AG4 3RROCT (PerCom OUIEED0334F0 v Revact
¥ 5 OMEEOOIDECD 18216888111 4 WOP  I7VT4LAG  3.1019VERS7T3REACCT iPerCom Q0IEEO0I0ECD v
El 6  OMIEEDOSZETE  S216esETZ  f VDR 17EL31 3.10_19_VER 873 RB ROQT iPerCom 001EE00S261E v
@ 7 OMEE00S8303 19216888110  f  MCS 108048 1102 IPerCom o01EE0058303 v Revoot
@ 8 cecompaFTzal eeasanis 4 SERVER 10601 11019 ca00ap3F7283 v Resant

Figure 37: procedure to upgrade one or more devices and not the entire system
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By pressing the “No” button (red arrow), you can identify the device or devices to be updated (red

box):

32

Q@ URMET - IperUpgrade 4.2.7 - [ FULL MODE |

(~) Projects

Name (IPerCom System )

urmet

(=) Provisioning

Local IP:

Total devices: 8

(%) Commands

(

FULL MODE )

(_ Full Prant Update |

Upgrade file (C3.10_19_04527 1aBamup

)

[ open ] ([ pewis ]

[18/06/2024 17:22:32] 11) Madel 106048 >: Nomina| Targetersion <3.1.0-23> decoded a5 €3.1023>
[19/06/2024 17:22:32] 12) Model <1060.74>: Nominal TargetVersion <3.1.0-19_u8.16> decoded as <3.1.0.19>
[19/06/2024 17:22:32] 13) Model <1060,85>: Nominal Targetversicn <3.1.0-19> decoded as <3.1.0.19>

[19/06/2024 17:22:32] 14) Model <1060.WIN>: Nominal TargetVersion <3.1.0-16_uS.16> decoded as <3.1.0.16>
2] 15) Model <1023.50>: Nominal TargetVersion <3.1.0-21> decoded as <3.10.21>
3116) Model <11603-1139,3»; Nominal TargetVersion <ipercom-3,1,0-19> decoded as <3,1.0.19>

[19/06/2024 17;
[19/06/2024 17;
[19/06/2024 17:

[19/06/2024 17:
[19/06/2024 17:
[19/06/2024 17:
[19/06/2024 17:
[19/06/2024 17:22:33] 24) Model <1717.32_A64>: Nominal TargetVersion <3.1.0_19_VER 2 7 3 R8 ROOT> decoded as <87.3.0>
[19/06/2024 17:22:33] 25) Model <1717.41_A64>: Nominal Targetversion <3.1.0_19_VER 8_7_3_RE_ROOT > decoded a5 <8.7.3.0>
[19/06/2024 17:22:33] 26) Madel <1741.15: Nominal TargetVersion <3.1.0_18_1741.1_VER_8_0_6_1_R8_ROOT> decoded as <80.6.1>
[19/06/2024 17:22:33] 27) Model <1761,16>: Nominal TargetVersion <3.1.0-23> decoded as <3.1023>

[19/06/2024 17:22:33] 26) Madel <1761.16U>: Nominal TargetVersion <3.1.0-23» decoded as <3.1.0.23»

[19/06/2024 17:22:33] 29) Madel <1761.31>: Nominal TargetVersicn <3.1.0_19_VER_8_7_3_R8_ROOT> decoded as <8.7.3.0>

Apply Flex Options

IDLE }

[] Verbose Log

Clear Log

oty )

(%) Devices

Devices status
L] oo o
[ select al ([ seetediz/e ) ( Updatet:7/z ) —
[ selectvisble [ amopes i) ( Polling: 6 /8 ) = 2
Selected 1 Mac address lpaddress  Status  Type  Model Version Mode  Progress  Topologiccode Version match  Command
1 OOIEECOTLD3ES 19216888152 4 ADP 1160311393 ipercom-3.1.0-19 1PerCom O0TEEO0TD3B5 Ve
2 OKIEECO2038A 19216888113 4 CM 106018 3.10-19.49.16 ODTEED02038A v
O 3 OOIEEG023TA6 19216888193 @ ADP 1160311393 ipercom-3.1.0-13 ODTEED023146
4 O0IEECO334F9 19216888157 4 VDP  1717.31.A64 3.1.0_19.VER.87.3REROOT IPerCom O0TEED03349 v
5 OOAEEGOZDECD 19216888111 4  VDP  171741.A64 3.10.19.VER87_3RE.ROOT IPerCom 001EE003DECD v
6  OMIEECOS261E 10216388112 4 VDP 176131 3.1.0_19_VER 8.7.3.RB ROOT _IPerCom 001EE00S261E v
7 (00:1E:EQ:05:83:03 192.168.88.110 t MCs 1060.48 3.1.0-23 IPerCom 001EE0058303 {
8 CAOADFT2E3 19216838114 4 SERVER 10601 310,19 C4D0AD3FT283 e

Figure 38: device added to be updated
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After selecting the device to update only, press the button “Selective Update”:

@ URMET - Iperlpgrade £.2.7 - [ FULL MODE | - o X
(%) Projects

Name (IPerCom System ) urme|
(~) Provisicning

Local IP: [ IPercom [192.168.88.117] | =] ( Find Deviees W ( Total devices: 8 )]

(~) Commands

@2 (_ruwwvobe ) ([ FuliPlentUpdate. )

Upgrad file (C13.1.0_19_04527128.xmup

) (——

(open ) ([ Dewic )

[19/06/2024 17:22:32] 11) Model <1060.48>: Nominal TargetVersion <3.1.0-23> decoded as <3.1.0.23>

[19/06/2024 17:22:32] 12) Model <1060.74>: Nominal TargetVersion <3.1.0-19_u8.16> decoded as <3.1.0.19>
[19/06/2024 17:22:32] 13) Model <1060.85>: Nominal TargetVersion <3.1.0-19> decoded as <3.1.0.19>

[19/06/2024 17:22:32] 14) Model <1060.WIN>: Nominal TargetVersion <3.1.0-16_u9.16> decoded as <3.1.0.16>
[19/06/2024 17:22:32] 13) Model <1083.59>: Nominal TargetVersion <3.1.0-21> decoded as <3.1.0.21>

[19/06/2024 17:22:33] 16) Model <1160.3-1138.3>; Nominal TargetVersion <ipercom-3.1.0-19> decoded as <3.1.0.19>

[19/06/2024 17: 3] 17) Model <1717.21>: Nominal TargetVersion <3.1.0_19_MIRROR_VER_8_0_7_0_R8 ROOT> decoded as <8.0.7.0>
[19/06/2024 17: 3] 18) Model <1717.21U>: Nominal TargetVersion <3.1

[19/06/2024 17: 3] 19) Model <1717.22>: Nominal TargetVersion <2.1.0_19_MIRRCR_VER_&_0_7_0_R8 ROCT> decoded as <8
[19/06/2024 17: 3] 20) Model <1717.22U>: Nominal TargetVersion <3.1.0_19_MIRROR_VER_8_0_7_0_R8_ROOT> decoded as <8.0.7.0>
[19/06/2024 17: 3] 21) Model <1717.23>: Nominal TargetVersion <3.1.0_19_MIRROR_VER_!

[19/06/2024 17:22:33] 22) Model <1717.23U>: Nominal TargetVersion <3.1
[19/06/2024 17:22:33] 23) Model <1717.31_A64>: Nominal TargetVersion <3.1.0_19_VER_8_7_3_R8_ROCT> decoded as <87.3.0>
[19/06/2024 17:22:33] 24) Model <1717.32_A843: Nominal TergetVersion <3.1.0_19_VER_8_7_3_R8_ROCT» decoded a5 <87.3.05
[19/06/2024 17:22:33] 25) Model <1717 41_464>: Nominal TargetVersion <3.1.0_19_VER_8_7_3_R8_ROCT» decoded as <87.2.0>
[19/06/2024 17:22:33] 26) Model <1741.1»: Nominal TargetVersion <3.1.0_19_1741.1_VER_8_0_6_1_{

[19/06/2024 17:22:33] 27) Model <1761.16>: Nominal TargetVersion <3.1.0-23> decoded as <3.1.0.23>

[19/06/2024 17:22:33] 28) Model <1761.16U>: Nominal Targetiersion <3.1.0-23> decoded as <3.1.0.23»

[19/06/2024 17:22:33] 29) Model <176131>: Nominal TargetVersion <3.1.0_19_VER_8_7_3_R8_ROCT> decoded as <8.7.3.0>

IDLE }

[] Verbose Log

( Geartog ) [ Eportiog ]

() Devices

Devices status

® oo

[ Selectall ([ Seleacdii/e ) ( Updaedii/e ) — b

[ Selectvisible [ ALLMoDELS i) [ Polling:Nane ) pest 0

Selected  Id Mac address lpaddress  Status | Type Model Version Mode  Progress  Topologiccode Versionmatch  Command
O 1 O0JEEOOID3BS 19216888152 P ADP  11603-11303 ipercom-3.10-19 IPerCom 001EED01D335 v
O 2 O00VEEO0203BA 19216888113 P M 10608 310-19.49.16 0OTEE002038A v
3 O0MEEOO231:A6 19216888193 4 ADP  11603-11393 ipercom-3.1.0-18 IPerCom 001EE00231AG

O 4 00:1E:£0:03:34:F9 192.168.88.157 ? vDP 1717.31_A64  3.1.0_19.) 8 73 R8_ROCT IPerCom 001EE00334F9 v
O 5 O0EEOO3DECD 19216888111 @ DP 171741464 31019 R8_ROCT  IPerCom 00TEEO3DECD v
O 6  O0EEOOS2GE 19216888112 P vDP 176130 31019_VER 8.7 3 RE ROCT IPerCom 001EED0S261E v
O 7 001EE0058303  Te216888110 P MCS 106048 310-23 IPerCom 0OTEE005B303 v
O 8 CA00AD3F72E3 10216888114 ‘P SERVER 10601 310,19 CAD0AD3FT283 v

Figure 39: device to be updated selected

Pressing this button starts the update of only the selected devices,
the relevant dialogue box:

after confirming the operation in

URMET

You're going to update the following devices:

-1x1160.3-1138.3

This may take a long time,

It is recommended not to close the application
or turn off your computer during this phase.

Confirm?

Yes | Mo

Figure 40: dialogue box of selective update
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The update mode is like that seen for updating the entire system (for further details see Update of
the entire system (FULL MODE) ).

To quickly identify the devices to be updated (in the case of large systems) simply invert the

0 selection highlighted in Figure 38 with the “Invert selection” item or select all the devices
(“Select all” checkbox) and exclude those already updated (“Exclude updated ones” item). For
all details about these menus see Device selection and filtering.

Updating devices with different firmware versions added to an already updated system can

O also be done simply by pressing the “Full Plant Update” button: in this case only the devices
whose firmware version is not aligned with the update file imported into IPerUpgrade will be
updated. Similarly, updating the entire system can be done via the “Selective Update” button
by selecting all the devices.

The “Selective Update” button is activated if among the selected devices there is at least one
that is not aligned with the update file imported into IPerUpgrade.

9.3.3 Device UPGRADE: ACTIVE MODE aAND PASSIVE MODE

IPerUpgrade starts in ACTIVE MODE if the two conditions reported below are respected:

e in the system to be upgraded there is at least one Server 1060/1 configured to upgrade
other system devices;
e none of the Servers 1060/1 are upgrading other devices.

The ACTIVE MODE can also be detected while IPerUpgrade is running using the “Detect Mode
+ Devices” button.

What was reported for the “Projects”, “Provisioning”, “Devices” and “Commands” sections remains
almost similar to what was written previously for the FULL MODE.
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The main differences are listed below.

1) After the discovery of the devices, IPerUpgrade shows a dialog window through which the
ACTIVE MODE is notified:

ACTIVE mode:

Software update activity can be performed
by IperUpgrade or delegated to an IperCom server,

OK

Figure 41: ACTIVE MODE notification

2) The upper part of the application (on the left together with the version application) shows
the label ACTIVE MODE instead of FULL MODE (after the device discovery):

Q URMET - IperUpgrade 4.2.7 - [ ACTIVE MODE ] <:|
®Projec15 )
Narme [IPerCc:m System with Server ]

Figure 42: ACTIVE MODE displayed in the upper part of application

3) Inthe section “Commands” the label ACTIVE MODE instead of FULL MODE appears:

(%) Commands

)

Upgrade file [

Open

[20/06/2024 11:26:38] Checking for available updates <RTDL_DEBUG>
[20/06/2024 11:26:38] FTP server listening on port 16111

[20/06/2024 11:26:38] TFTP server listening on port 69

[20/06/2024 11:27:27] Upgrade File content: EMPTY

[20/06/2024 11:27:42] GuiMode = ACTIVE

IDLE

[ Verbose Log (( Oeartog ) ( Exportlog ]

Figure 43: ACTIVE MODE label in the “Commands” section
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4) In ACTIVE MODE if you want to update the entire system, IPerUpgrade takes care of

updating only the devices listed below:

System

Device

Ref.

IPerCom

Server

1060/1

Video door phone 7"’ VOG’

1761/31-31U-32-33-33U

Video door phone 10" MAX

1717/21-21U-22-22U-23-23U

Video door phone 7’ Basic 1741/1-2-3
Video door phone 7 MAX 1717/3x-4x
Video door phone 10” 1761/23

Table 4: devices that can be upgraded by IPerUpgrade in ACTIVE MODE

Once the devices shown in Table 4 have been updated, the Server 1060/1 will take care of
updating the rest of the system; during this phase IPerUpgrade switches in PASSIVE MODE.
In this operating mode it is only possible to view the update phases of the other devices.
The transition between ACTIVE MODE and PASSIVE MODE occurs automatically: this is
valid if you update the entire system via the “Full Plant Update” button or by pressing the
“Yes” button in the dialogue box that appears after importing the update file (mup or
xmup) into IPerUpgrade.

The 2 update methods (already seen for FULL MODE) will now be described, that is updating the
entire system or making a selective update.

36
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9.33.1 Update of the entire system (ACTIVE MODE and PASSIVE MODE)

To update the entire system in ACTIVE MODE, after importing the upgrade file in IPerUpgrade,
press the “Yes” button (red arrow) in the figure below:

© URMET - IperUpgrade 4.2.7 - [ ACTIVE MODE —
(~) Projects

Name (IPerCom System with Server )
Uriiel

(~) Provisioning
Lacal IP: IPercom [192.168.85.117] | = ( Find Devices ) ( Total devices: 7 )

(~) Commands

([£2) (_AcvemODE ) ([ FubPlantupdats ]

Upgrade file (C13.1.0_19.04527TaBxmup )
( Open ) Details )
20705720034 TTA3T7] 19} Model <1777.225: Nominal TergetVersion <3.1.0_T8_MIRROR_VER_B_0_7__RE_ROOT

[20/06/2024 11:43:17] 20) Model <171
[20/06/2024 11:43:17] 21) Model <171
[20/06/2024 11:43:17] 22) Model <
[20/06/2024 11:43:17] 23) Model <

U>; Nominal TargetVersion <3.1.0_19_MIRROR_VER
»: Nominal TargetVersion <3.1.0_19_MIRROR_VER &,
Us: Nominal TargetVersion <3.1.0_19_MIRROR_VER, ) RE| ' 1is may take a long time,

A4>: Nominal Targetversion <3.1.0_19_VER_8_7_3_R8 ROOT> dect Itis recommended not to dose the application

[20/06/2024 11:43:17] 24) Model < _19_VER_8_7_2_R&_ROOT» decc or turn off your computer during this phase.

[20/06/2024 11:43:17] 25) Model < AB4>: Nominal TargetVersion <3.1.0_19 VER_8 7 3 R8 ROOT> decc Confim? IDLE
[20/06/2024 11:43:17] 26) Modlel <1741.1>: Nominal TargetVersion <3.1.0_19_1741.1_VER_8_0_6_1_R§_ROCT> ¢ '

[20/06/2024 11:43:17] 27) Model <1761.163: Nominal TargetVersion <3.10-23> decoded as <3.1.0.23»

[20/06/2024 11:43:17] 28) Model <1761.16U: Nominal TargetVersion <3.1.0-23» decoded as 3.1.0.23>

[20/06/2024 11:43:17] 29) Modlel <1761.31>: Nominal TergetVersion <3.1.0_19_VER_8_7_3_R8_ROOT> decoded = =

[20/06/2024 11:43:17] 30) Model <1761.31U Nominal TargetVersion <3.1.0_19_VER_8_7_3_R&_ROOT> decodel 4

[20/06/2024 11:43:17] 31) Model <1761.325: Nominal TargetVersion <3.10_19 VER_8 7 3_R& ROOT> decoded 5 <750
[20/06/2024 11:43:17] 32) Model <1761.6>: Nominal TargetVersion <3.1.0-28> decoded as <3.10.28>

[] Verbose Log [ certog ] Exportlog |

(~) Devices

{ -~ ) You're going to update the entire system.

Devices status

° oo 7

[ Select all [ selected:0/7__) ([ Updated:0/7 ) :U':';mg B

[ Selectvisible [ awmopets  [=) ( Polling: None ) oesd °

Selected  Id Mac address Ip address Status  Type  Model Version Mode Progress  Topologic code  Version match | Command

O 1 O0IEEOOLD3BS 19216888152  ‘®  ADP  11603-11393 ipercom-3.1.0-18 01EEQ0TD3BS Reboot
O 00:EEDO2038A 19216888113 ? w1008 31.0-18 19,15 Reboot
O 3 19216888157 ‘@ VDP 17173164  3.1.0_18VER 8.7_0_R8_ROOT Reboot
O 4 D 19216888111 ? 171741464 3.1.0_18_VER_8 7_0_RE_ROOT Reboot
O 19216882112 @ vDp 176131 3.1.0_18_VER_8_7_0_R8_ROOT 001EE005261E Reboot

Figure 44: upgrade of the whole system in ACTIVE MODE

The same result can be obtained by pressing the “No” button and then pressing the “Full
Plant Update” button. This way of proceeding can be useful for carrying out checks on the
devices found by IPerUpgrade and their firmware version before proceeding with the update.

In both cases even if devices are not selected (all or in part), they are automatically selected
when the update phase starts.

If an update file is imported into IPerUpgrade and if the system has already been updated to
the same imported update file, the same message reported in Figure 30 is shown.

e o O
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The upgrade process starts with Server 1060/1 and video door phones as shown in the figure below
and as was reported in point 4 of the previous paragraph:

Selected Id Mac address Ip address Status Type Model Version Mode Progress  Topologiccade  Versionmatch | Command
& 1 O0AEECO1DIBS  192.168:88.152 4+ P 11603-11393 ipercom-3.10-18 001EE001D3BS
] 192.168.88.113 1T+ o 50.1 2.1.0-18.u9.15
¥ 3 19216888157 €5  VOP 1717.31.A64  3.1.0_18 VER 8.7.0 R3 ROOT IPerCom NN
& 4 O01EE0O3DECD 19216888111 43  VDP 171741464  3.1.0_18_VER_8.7.0.R8_ROOT IPerCom NN
V] 5 O0IEECOS2GIE 19216888112 €5 VDP 176131 2.1.0_18_VER_8.7.0.R8_ROOT IPerCom NN
& 192.162.88.110 1+ 1CS 60.4 21022 001EE005B3203
] 3 10216888114 €5  SERVER 10601 21018 - 010122242200

Figure 45: upload phase and upgrade phase

The update phase of the single device involves an upload phase of the firmware update file (green
progress bar in the “Progress” column) and an upgrade phase (red progress bar in the “Progress”
column), as already seen before.

In both cases status of devices shows icon in “Status” column, that is firmware upgrade in
progress.
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Once the update of the Server 1060/1 and the VOG’, Max and Basic video door phones has been
completed, IPerUpgrade automatically switches to PASSIVE MODE operation and the Server 1060/1
begins to update the rest of the system:

- -~

Q URMET - IperUpgrade 4.2.7 - [ PASSIVE MODE
(2) Projects N

Name (IPerCom System with Server )

—

(%) Provisioning

Local IP: \Percom [192.168.88.117) | =
() Commands v

Upgrade file (C3.1.0_19_045271a8xmup )

[20/06/2024 12:17:44] Device 00:1E:E0:03:34:F9 SMART_UPDATE - UPDATE_COMPLETED (SUCCESS)
[20/06/2024 12:17:45] Update Manager State = IDLE
[20/06/2024 12:17:45] Device 00:1E:E0:01:D3:85 IDLE - IDLE

[20/06/2024 12:17:45] Device 00:1EE0:02:03:8A IDLE - IDLE
[20/06/2024 12:17:45] Device 00:1EE0:03:24:F0 IDLE - IDLE
[20/06/2024 12:17:45] Device 00:1EE0:03:DE:CD IDLE - IDLE
[20/06/2024 12:17:45] Device 00:1EE0:05:26:1E IDLE - IDLE (:,
[20/06/2024 12:17:45] Device 00:1EE005:83:03 IDLE - IDLE
[20/06/2024 12:17:45] Device CA00:AD:3F:72:83 IDLE - IDLE _:]
[20/06/2024 12:17:57] GuiMode = PASSIVE

[20/06/2024 12:17:58] Device 00:1E:E0:01:D3:85 IDLE - R_DOWNLOADING

UPDATING

[20/06/2024 12:1 |

[20/06/2024 12:17:58] Device 00:1E:E0:05:83:03 IDLE - R_DOWNLOADING
[20/06/2024 12:17:58] Device C4:00:AD:3F:72:83 IDLE - R_IDLE
[20/06/2024 12:17:58] Update Manager State = SRV_MONITOR

[] Verbose Log ([ Cleartog ) [ Exportlog )

(%) Devices

Devices status

- Unknown

0
Alive 4
/| Select all ( Selected: 7 /7 ) ( Updated: 4/7 ) e N
/| Select visible ALLMODELS [ = Polling: None Dead 0
Fail 0
Selected  Id Mac address Ip address Status Type Model Version Mode Progess  Topologiccode  Version match  Command
7 1 O0EE0OIDIBS 19216888152 €3  ADP 1160.3-1139.3  ipercom-3.1.0-18 — 001EE0D1D385
v 2 O00IEE002038A 19216888113 €5 M 1060.18 3.1.0-181u9.15 -
v 3 19216888157 4 VDP 1717.31.A64  3.1.0_19.VER 8 7.3 R8 ROOT [PerCom v
¥ 4 192.168.88.111 4+ voe 1717.41.A64  3.1.0_19.VER_8_7_3_R8_ROOT _IPerCom v
7 19216888112 4 vDP 176131 3.1.0_19_VER 8 7.3 .R8 ROOT IPerCom v
v 6 19216888110 €5 MCS 106048 31022 - 001EE0058303
v 7 10216888114 4 SERVER 10601 31019 01012222200 v

Figure 46: update of the rest of the system

In PASSIVE MODE /PerUpgrade can only monitor the update phases of the various devices.

The new operating mode is displayed on the top bar of the application and in the “Commands”
section (red arrows).

When the progress bar is red, the devices are out of service (both in ACTIVE and PASSIVE
operation modes).

During the whole upgrade phase do not turn off your PC or close IPerUpgrade application
(both in ACTIVE and PASSIVE operation modes), as this may affect the correct upgrade of the
devices. As a result, we recommend using a PC powered by the 230Vac mains.
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During the phase of upload and upgrade in ACTIVE mode the “Commands” section appears as

shown below:

(%) Commands

ACTIVE MODE

Upgrade file (CA3.10.19 04527 1aBxmup

)

[20/06/2024 11:51:29] Device 00:1E:E0:03;
[20/06/2024 11:51:29] Device 00:1E:
[20/06/2024 11:51:29] Device 00:1E:
[20/06/2024 11:51:30] Device C4:00;
[20/06/2024 11:51:31] Device 00:
[20/06/2024 11:51:31] Device 00:
[20/06/2024 11:51:31] Device C4:00:

[20/06/2024 11:57:08] Device C4:00:

2:83 SMART_UPDATE
F:72:83 SMART_UPDATE
E:CD SMART_UPDATE
E:CD SMART_UPDATE
E:CD SMART_UPDATE
2:83 SMART_UPDATE

[20/06/2024 11:51:28] Device 00:1E:£0:05:26:1E SAFE_DOWNLOAD - DOWNLOAD_DELAYED
[20/06/2024 11:51:28] Device C4:00:AD:3F:72:83 SAFE_DOWNLOAD - DOWNLOAD_DELAYED
[20/06/2024 11:51:29] Update Manager State = SMART_UPDATE

:FO SMART_UPDATE - DOWNLOAD _SET
:DE:CD SMART_UPDATE - DOWNLOAD_SET
:26:1E SMART_UPDATE - DOWNLOAD_SET
3F:72:83 SMART_UPDATE - DOWNLOAD_SET
:1E SMART_UPDATE - DOWNLOADING
:FO SMART_UPDATE - DOWNLOADING
2:83 SMART_UPDATE
D SMART_UPDATE
3 SMART_UPDATE

- DOWNLOADING
- DOWNLOADING

- DOWNLOAD_COMPLETED (READY TO UPDATE)

- UPDATE_SETTING
- UPDATING

- DOWNLOAD_COMPLETED (READY TC UPDATE)

- UPDATE_SETTING
- UPDATING

- UPDATE_COMPLETED (SUCCESS)

—

[] Verbose Log

(

Clear Log

J (

Export Log

)

Stop Automation

UPDATING
<

Figure 47: “Commands” section during the upload and upgrade phase

The update phase is highlighted by a green progress bar and an appropriate icon (see red arrow in

the figure above).

The “Details” button shows the same image as when the import process of the update file into
IPerUpgrade ends, that is a window with a list of the various device models and the relevant version
of the upgrade file included in the mup or xmup file:

The “?” button allows accessing a short online help of the software.

40

Model Check

31019
PRODUCT_MODEL=1060.1

DATE=2024-06-13

1PS_FRAMEWORK_VERSION=9.16
ME5=e046a3481803ccba5e71505e5f123eea “1060.A-
application_3.1.0-25 1388.deb
MD5=8f66bc8a4d01d2cbedb5c38183229¢97 *1060.A-
ext_deps_3.1.0-35_386.deb
MD5=139687ddcbefd6501bdb3ea74ad 72582 *1060.A-
system_3.1.0-35 1386.deb
MD5=678e83f13055860488¢ 5¢b030253b272 *1060.A-
urmet_bstk_3.1.0-35_386.deb

Figure 48: update file imported successfully
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During the upgrade phase of ACTIVE MODE, there is an automatism for the points listed below:

e transition from ACTIVE MODE to PASSIVE MODE,
e restoring any errors found during the upgrade process (ACTIVE MODE and PASSIVE MODE),

e repeating the update cycle (for maximum 5 times) if one or more devices fail to update
(ACTIVE MODE and PASSIVE MODE).

The “Stop Automation” button allows you to block this automatism by pressing the “Yes” button in
the relevant dialogue box:

g | The update process will stop at the end of the current cycle.

* Confirm?

Yes Mo

Figure 49: request to stop the update process at the current cycle

In this case the automatic transition from ACTIVE MODE to PASSIVE MODE will no longer occur and
furthermore any failed update messages must be deleted manually and a following update cycle
must be started manually (only for the ACTIVE MODE). If the automatism is not removed, the 3
points listed above are performed automatically for a maximum of 5 times. For further details see
IPerUpgrade fails to upgrade all devices.

0 During the PASSIVE MODE the button “Stop Automation” is frozen.

The success of the update procedure is indicated by a green tick for each device in the "Version
Match" column (green box):

Selected Id Mac address Ip address Status Type Model Version Mode Progress Topologic code  Version match  Command
1 00:1EE0:01:D3:B5 192.168.88.152 1‘ ADP 1160.3-1139.3 ipercom-3.1.0-19 IPerCom 001EEO01D3B5 ;J'
2 00:1E:E0:02:03:84  192.168.88.113 1‘ CcM 1060.18 3.1.0-19.u9.16 001EED02038A v
3 00:1E:E0:03:34:F9  192.168.88.157 1‘ VDP 1717.31_.A64  2.1.0_19_VER & 7 3 R8 ROOT IPerCom 001EE00334F9 [v4
4 00:1E:E0:03:DECD  192.168.88.111 1‘ VDP 171741_A64  2.1.0_19_VER & 7 3 R8 ROOT IPerCom 001EEO03DECD [v4
5 00:1E:E0:05:26:1E  192.168.88.112 1‘ VDP 1761.31 3.1.0_19 VER_8 7 3 R8 ROOT IPerCom 001EE005261E v
] 00:1E:E0:05:B3:03  192.168.88.110 1‘ MCS 1060.48 3.1.0-23 IPerCom 001EE005B303 v
7 C400AD:3FT2:83  192.168.88.114 1‘ SERVER 1060.1 3.1.019 010182282200 v

Figure 50: devices upgraded
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In the "Version" column for each device the corresponding firmware version present in the mup or
xmup file imported in IPerUpgrade is shown.

At the end of the upgrade procedure, it is possible to check on the system video door phones

that the firmware release corresponds to the one installed. For further details, see the user’s
manuals of the single video door phones on website www.urmet.com.

9.3.3.2 Selective update (ACTIVE MODE)

The “Selective Update” button allows you to update only the devices selected in the “Devices”

)

section, therefore it is useful when it is not necessary to update the entire system but for some
need you want to update only one or more devices. To do this, after importing the update file, the

following window appears:

@ URMET - IperUpgrade 4.2.7 - [ ACTIVE MODE | - 0o X
(~) Projects
Neme [1PerCom System with Server )
[ Urmel
(~) Provisioning
Local IP: IPercom [192.168.88.117] | = ( Find Devices J ( Total devices: 7 )
(~) Commends
(" AcTvEMODE | (_ FullPlantUpdate ]
Upgrade file [C3.1.0_19_045271a8xmup )|
( Open ) ( Demis ]
7 A3 odel <T717.22>: Nominal Targetversion <3.1.0_101 _VER 807 O_RE
[20/06/2024 11:43:17] 20) Model < U>: Nominal TargetVersion <310 19 MIRROR VER 80 70R8ROC
[20/06/2024 11:43:17] 21) Model < >: Nominal TargetVersion <3.1.0_18_MIRROR_VER_8_0_7_0_R8_RCOT .9-‘ Vou're gaing to undate the entire system.
[20/06/2024 11:43:17) 22) Model < U>: Nominal TargetVersion <3.1.0_19 MIRROR_VER 80 7 0 REROC S 1. ik s jong time.,
[20/06/2024 11:43:17] 23) Model < _A64>: Nominal TargetVersion <3.1.0_19_VER_8_7_3_RB_ROOT> decc Itis not to close the
[20/06/2024 11:43:17] 24) Model < _AB4>: Nominal TargetVersion <3.1.0_19_VER_8_7_3_R8_ROOT> decd or turn off your computer during this phase.
[20/06/2024 11:43:17] 25) Model <171741_A64>: Nominal TargetVersion <3.1.0_19_VER_8_7_3_R8_ROOT> decc Confirm? IDLE
[20/06/2024 11:43:17] 26) Model <1741.1>; Nominal TargetVersion <3.1.0_19_1741.1_VER_8_0_6_1_R&_ROCT> ¢ 7
[20/06/2024 11:43:17] 27) Mode| <1761.16>: Nominal TargetVersion <3.1.0-23> decoded as <3.1.0.23>
[20/06/2024 11:43:17] 28) Mode! <1761.16U>: Nominal TargetVersion <3.1.0-23> decoded as <3.1.0.23>
[20/06/2024 11:43:17] 29) Model €176131>: Nominal TargetVersion <3.1.0_19_VER_8_7_3_R8_ROCT> decaded = =
[20/06/2024 11:43:17] 30) Model <1761.31U>: Nominal TargetVersion <3.1.0_19_VER_8_7_3_R8_ROOT> decade| 4
[20/06/2024 11:43:17] 31) Madel <1761.32>: Nominal TargetVersion <3.1.0_19_VER_8_7_3_R8_ROOT> decoded as <s:rsu>
[20/06/2024 11:43:17] 32) Model <1761.6>: Nominal TargetVersion <3.1.0-28> decoded as <3.1.028>
[] Verbose Log [ cleartlog ) [ Exportlog |
(~) Devices
Devices status
@ | Detect Mode+Devices - Unknawn 7
Alive o
[] Select alt [ Selected: 0/ 7 ] [ Updated: 0/ 7 ] e .
[ selectvisivle [ ALLMODELS [ (__Polling:None ) s o
i o
Selected  Id Mac address Ip address Status | Type Model Versicn Mode Progress  Topologic code  Version match  Command
[m} 1 O0EECO1:DIBS 19216888152 ?  ADP 11603-11393 ipercom-3.1.0-18 001E2001D385 Rebaot
[} 192.168.88.113 ? oM 106018 31.0-18_u8.15 Reboot
O 3 192.168.88.157 ? VDP  1717.31.A64  3.1.0_18_VER_8_7_0_R8_ROOT Reboot
O 4 00EEO:03DECD  192.168.88.111 ? VDP 171741464  2.1.0_18_VER_8_7_0_R8_ROOT Reboot
m} 192.168.88.112 ? 176131 2.1.0_18_VER_8_7_0_R8_ROOT Rebaot

Figure 51: how to partially update the system
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By pressing the “No” button (red arrow), you can identify the device or devices to be updated in the
section “Devices” (red box) and press the button “Selective Update” (red arrow):

Q URMET - IperUpgrade 4.2

(~) Projects
Name [1PerCom System with Server )
Urmet

- [ ACTIVE MODE ] - 0 X

(~) Provisioning
Local IP: IPercom [192.168.85.117] | = " Find Devices J ( Total devices: 7 ]
(~) Commands
[ ActvemonE ) ([ FullPlantUpdats. ]
Upgrade file (C23.1.0_19_04527 128xmup ) [ Selective Update ]
[20/06/2024 14:52:48] 15) Mode| <1083.59>: Nominal TargetVersion <3.1.0-21> decoded as <3.1.0.21> ~
[20/06/2024 14:53:48] 16) Model <1160.3-1139.3>: Nominal TargetVersion <ipercom-3.1.0-19> decoded as <3.1.0.19>
[20/06/2024 14
[20/06/2024 1
[20/06/2024 1
[20/06/2024 1
120/06/2024 1 IDLE

[20/06/2024 14:53:48] 22) Model <1717.23U>; Nominal TargetVersion <3.1.0_13_ MIRROR_VER 8 0_7_0_RE_ROOT> decoded as <80.7.0>
3_R8_ROOT> decoded as <873.05
3_R8_ROOT> decoded as <8.7.3.0>
3_R8_ROOT> decoded as <873.0>

[20/06/2024 1
[20/06/2024 1
[20/06/2024 1

48] 23) Model <1717.31_A64>: Nominal TargetVersion <3
:48] 24) Model <1717.32_A64>: Nominal TargetVersion <3.1.0_19_VER
:48] 25) Model <1717.41_A64>: Nominal TargetVersion <3.1.0_19_VER_{
[20/06/2024 14:53:48] 26) Model <1741.1: Nominal TargetVersion <2.1.0_19_1741.1_VE
[20/06/2024 14:53:48] 27) Model <1761.16>: Nominal TargetVersion <3.1.0-23> decoded as <3.10.23>

[20/06/2024 14:53:48] 28) Model <1761.16U>: Nominal TargetVersion <3.1.0-23> decoded as <3.10.23>
[20/06/2024 1
[20/06/2024 1
[20/06/2024 1
[20/06/2024 14:53:49] 32) Model < 1761.6>: Nominal TargetVersion <3.1.0-28> decoded as <3.1.0.

[] Verbose Log [ Cesrlog | [ Bportlog |

() Devices

19_VER

28> v

Devices status

@ [ Detect Mode+Devices i

s
[ selectall [ Selectessi/7 ) (_Updatedio/7__) C:::{ing .
[ selectvisiple [ aLmopets [+ ( Polling: None ) :‘au g

Selected  Id Mac address Ip address Status | Type Model Version Mode Progress  Topologic code  Version match | Command

O 1 OIEE0OTD3ES 19276888152 P ADP 11603-1 ipercom-3.1.0-18 IPerCom 001EE001D385 Reboot
O 2 OGEE002038A 19216888113 P M 1060.18 31.0-18.49.15 001EE002038A Reboot
O 3 ODMEEDO3B4FO 19216888157 P VOP 171731464 31018 VER 8 7.0 RS ROOT IPerCom 001EE00334F9 Reboot
O 4 O0AEEO3 19216888111 ‘P vDP 171741064 3.1.0_18_VER_8_7.0_RE_ROOT IPerCom 001EEO03DECD Reboot
O 5 OOEECOS261E 19216888112 P VDP 176131 31.0.18 VER 8.7 0.R8 ROOT IPerCom 001EE005261E Reboot
O 6  OGIEE00SB303 19216888110 P mCs 106048 31.0-22 IPerCom 001EE005B303 Reboot
7 C400ADSFTZ83 19216888114 4 SERVER 10601 31018 0101### 22200

Figure 52: selective update

Pressing this button starts the update of only the selected devices, after confirming the operation in
the relevant dialogue box:

URMET

You're going to update the following devices:

-1x1080.1

This may take a long time.

It is recommended not to close the application
or turn off your computer during this phase.

Confirm?

si | No |

Figure 53: confirmation of selective update
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The update mode is like that seen for updating the entire system in FULL MODE, that is the device
update is performed by IPerUpgrade and not by Server 1060/1.

If all the devices are selected and the entire system is then updated using the “Selective
0 Update” button, the update mode is like FULL MODE (that is, there is no transition from
ACTIVE MODE to PASSIVE MODE).

If you select and update only the 1060/1 Server configured to update the devices, it is
0 necessary to close the IPerUpgrade application so that the Server can update the rest of the

system.

0 The 1060/1 Server configured to update the other devices does not update any other Servers
present in the system.

0 Any device added to the system will be updated by the 1060/1 Server; the only exception may
occur if custom video door phones are added (see paragraph Custom Video Door Phones).

9.3.4 STARTING IPERUPGRADE WHILE THE SERVER IS UPDATING ONE OR MORE DEVICES IN THE SYSTEM

If IPerUPgrade is started while the Server 1060/1 is updating one or more devices, IPerUpgrade
starts in PASSIVE MODE. This is notified by the following dialog that appears after scanning the
devices:

PASSIVE mode:

— IperlUpgrade monitors software update
activity performed by lperCam server,

OK

Figure 54: IPerUpgrade starts in PASSIVE MODE
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9.4 DEVICES SECTION

The “Devices” section is accessible after loading the update file and possibly after updating the

system. In more detail, after loading the update file the following dialog box appears:

" "\-.I You're going to update the entire system,

" This may take a long time.

It is recommended not to close the application

or turn off your computer during this phase.

Confirm?

fes |

Figure 55: dialogue box for full plant update

If you press the “Yes” button, you must wait for the end of the entire system update process to
access the “Devices” section; if you press the “No” button instead, the “Devices” section is
immediately available. In both cases, the following window is shown:

(%) Devices
Devices status
@ | Detect Mode+Devices Unknown
Alive o
[] Select all ( Selected: 0/7 ) Updated: 0/ 7 e .
[ selectvisible [ awmopets =) Polling: None Dead o
Fail o
1
Selected  Id Mac address Ip address Status Type Versien Mode Progress  Topalogiccode  Versionmatch | Command
1 OOAEEQOID3BS  192.16888.152 b PerCom 001EE001D3ES Reboot
00-IEE00203:8A  192.168.88.113 ? o Reboot
3 O0EEQO334F0  192.16882.157 ? o rCom Reboot
4 ODIEEOO3DECD  192.168.88.111 ? e rCom Reboot
00-IEE00526:1E  192.168.88.112 ? wor rCom Reboot
00:IEEQ05:83:03  192.162.88.110 ? s 21022 rCom Reboot
C400ADIRT2E3  192.16888.114 ?  seree 210018 Reboot

Figure 56: “Devices” section

The “Devices” section displays the devices in the IPerCom system to which you are connected and
which can be upgraded via IPerUpgrade. For each device, a series of information is reported such as
IP address, MAC address, model of device found (blue box). The detailed list is reported in
paragraph Information on the devices.
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Furthermore, you can also do the following:
e select and filter the devices found in different ways;

e detect the presence of new devices connected to the system when IPerUpgrade is running;
e detect the operating mode of IPerUpgrade, when it is running.

All these operations will be illustrated in detail in the paragraph Device selection and filtering.

Any other IPerCom devices connected to the system but not present in Table 1 are not
displayed in the “Devices” section, as they cannot be upgraded via IPerUpgrade.

9.4.1 DEVICE SELECTION AND FILTERING

Below is the operation of the checkboxes and drop-down menus present in the red box in the
“Devices” section:

Devices status

- Detect Mode+Devices

[] Select all ( Selected: 0/7 )| [ Updated:0/7

Unknown

Alive
Warking

Dead

[ selectvisible [ awmopets =) ( Polling: None
Fail

oo oo

Selected  Id Mac address Ip address Status Type
2 o

Mode Progress  Topalogiccode  Versionmatch  Command

PerCom 001EED01D3B3 Reboot

BA Reboot

Reboot

Reboot

Reboot

Reboot

n) B n) n) nm) n) s

Reboot

Figure 57: flags and drop-down menus in “Devices” section

Checkbox “Select all”: if selected, this checkbox allows selecting all the devices found with the “Find
Devices” button (even those not displayed in the list after a filtering operation performed with the
“ALL MODELS” drop-down menu). If not selected, none of the devices found are selected.

Drop-down menu “ALL MODELS”: this drop-down menu allows filtering the list of devices found
based on a single device model (see “Model” column with red arrow). Only device models found
with the “Find Devices” button are available in the drop-down menu, but not all the available
models.
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Checkbox “Select visible”: if selected, this checkbox allows selecting only the devices displayed in
the “Devices” section; for example, if the “ALL MODELS” drop-down menu filter is set to 1060.48,
selecting the “Select visible” checkbox selects only devices of model 1060.48 and not the other
devices found with the “Find Devices” button. If this box is not checked, no device displayed in the
list will be selected.

This function is useful if, in the presence of many devices, you need to select only those
corresponding to the model chosen before.

o, n

Field “Selected x/y”: this field displays the number of devices selected: “y” is the total number of
devices found, while “x” is the number of devices selected. If x and y have the same value, then all
devices have been selected, even if those displayed in the list are fewer (because of setting the “ALL
MODELS"” drop-down menu to a specific device model).

H 2

Field “Polling”: this field shows the value “None”, as no device has yet been selected. As soon as you
select all the devices or even one, the polling service starts.

Field “Updated”: this field shows the number of updated devices, after starting the upgrade
process.

Button “Detect Mode + Devices”: see paragraph New devices connected to the system and
operating modes for IPerUpgrade.

Further sorting and filtering operations can be done by right-clicking the mouse in the white box
where the devices are listed. The following drop-down menu appears (red arrow):

Selected  Id Mac address Ip address Status Type Model Version Mode Progress  Topologiccode  Version match  Command

00:1E:E0:01:D3:B5 92.168.88.152 ADP 160.3-11383 ipercom-3.1.0-18

71731884 31
Autamatic polling
TI741864 31 :
Reboot Invert Selaction
Exclude Desd Ones

= Exclude Yrglated Ones
Reboot

Figure 58: drop-down menu of device sorting and filtering |_|

Menu “Automatic polling”: if selected (default choice), polling will occur cyclically on each selected
device; if deselected, the menu “Single polling cycle” is enabled: pressing on this menu, a polling
session of all selected devices will start from the first and end on the last device. For a further
polling cycle press the “Single polling cycle” menu again (for the result of the polling see paragraph
Device status information).

Menu “Invert selection”: this menu allows inverting the current selection of the various devices
(from selected to unselected and vice versa).

DS1060-126E
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Menu “Exclude dead ones”: this menu allows deselecting devices that are no longer connected to
the system or, more generally, devices that cannot be reached via polling. These devices (if
selected) are marked in the “Status” column by a red arrow (for further details, see paragraph
Information on the devices).

Menu “Exclude updated ones”: this menu allows deselecting the devices whose firmware release
corresponds to the one that was uploaded in the “Commands” section, i.e. the devices that was
already updated (for further details, see paragraph Commands section).

94.1.1 Device status information

On the right side of the “Devices” section there is a summary table on the operating status of the
devices, as shown below:

e number of devices in “Unknown” status, that is devices not selected in the list,

e number of devices in “Alive” status, that is devices which are normally working (devices that
respond to polling),

e number of devices in “Dead” status, that is devices which are not normally working (devices
that do not respond to polling),

e number of devices in “Fail” status, that is devices whose upgrade process is not completed,

e number of devices in “Working” status, that is devices whose upgrade process is still
running.

9.4.1.2 New devices connected to the system and operating modes for IPerUpgrade

The “Detect Mode + Devices” button allows:

e detect the presence of new devices connected to the IPerCom system,
e detect a change in the operating mode of IPerUpgrade, when it is running.

The 2 functions are explained in more detail below.
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Presence of new devices

After importing the update file and pressing the “No” button in the relevant
“Devices” section is enabled, as shown in the following figure:

dialog box, the

(%) Devices

@ [ Detect Mode+Devices |

[] Select all

[ Selected:0/7 )

(

Updated: 0/ 7

)

[Jselectvisiple [ ALLMODELS [ =)

(

Polling: None

)

Devices status

Unknown
Alive
Warking
Dead
Fail

7

=

Selected

O

Oooooaoao

Mac address Ip address
00:1EEC:01:D3:BS  192.168.88.152
00:1EE0:02:03:8A  192.168.88.113

00:1EE0:03:34:F9

192.168.88.157

00:1EE0:03:DE:CD  192.168.88.111

00:1EE0:05:26:1E

192.168.88.112

00:1E:E0:05:B3:03 192.168.88.110

C400:AD:3F72:83  192.168.88.114

Status

wW ) W) W) W) W) W)

Type Model Version Mede
ADP 11603-1139.3 ipercom-3.1.0-12

M 1060.18 31.0-18.09.15

VDP 171731464 310,18  7_0_R8_ROOT  IPerCom
VDP  171741.A64 31018 VER 8.70_R8_ROOT

vDP 176131 31018 7.0.R8_ROOT IPerCom
MCS 106048 31022 PerCom
SERVER 10601 31018

Progress

Topologic code  Version match

001EEC01D3B5
001EEQ02038A
001EEQ0334F9
001EEQ03DECD
001EEQ05261E
001EE005B303

0107123800

Command

Reboot

Reboot

Reboot

Reboot

Reboot

Reboot

Reboot

The circle to the left of the “Detect Mode + Devices” button is off (see red arrow in the figure
above).
If new devices are connected to the system, the circle in question lights up green, as shown in the

figure:

Figure 59: device discover (green circle off)

() Devices

[e] Detect Mode+Devices

Devices status

Unknown 7

[ Selectal ([ selectediosr ) [ Updated:0/7___) [

[ selectvisible [ awmopes &) [ polling:None ] ::“aa g
Selected 1d Mac sddress Ppaddress  Swwus | Type | Model Version Mcde  Progress  Topologic code Version match | Command
O 1 OOEEGOLDBS 19216888152 P ADP  11603-11303 ipercom-3.1.0-18 00TEED01D385 Reboot
O 2 O0EEGO20:GA 19216888113 P CM 106018 3.1.0-18.u9.15 001EE0020384 Reboot
O 3 OOEEGO334F9 10216838157 P VDP 171731464 31018 VER 7 0REROOT IPerCom 001EE0D3340 Reboot
I " 19216888111 P VDP 171741464 3.1.018.VER_37.0.R8_ROOT 001EE0D3DECD Reboot
0 5 QOEEGOS261E  le216888112 P vDR 176131 310,18 7.0.REROCT IPerCom 001EE00S261E Reboot
0 6  OOIEECOSE30: 19216838110 P MCS  10604¢ 31022 PerCom 001EE0058303 Reboot
O 7 CAOBRAD3RT2E3 19216888114 P SERVER 10601 310,18 010128844500 Reboot

This happens if the new devices are connected to the system while IPerUpgrade is running.
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By pressing the “Detect Mode + Devices” button, the new devices connected to the system are
added to the list and the circle turns dark green again:

(~) Devices
Devices status
@ | Detect Mode+Devices Unineivn 3
Alive 0
[ selectall [ Sekctedio/s | [ Update:o/z ] e N
[ Selectvisible [ aLmopels =) ( Polling: None ) Desd [}
Fail 0
Selected  Id Mac address Ip address Status  Type Madel Version Made Progess  Topologic code  Version match Command
m| 1 OOIEEGOLD3BS 10216888152 P ADP  11603-11393 ipercom-3.1.0-18 DO1EE0D1D3ES Reboat
| 00:1EE0:02:03:84  192.168.88.113 ? o 1060.18 3.1.0-18 4915 Reboot
m| 3 00EECO231:A6  102168.88.193 P ADP 11603-11303 ipercom-3.1.0-18 Reboat
| 4 O0IEEGO334F9 19216888157 @ VDR 171731464 31018 001EE00334F9 Reboot
m| 5 00EECO3DECD  192168.88111 ? D TITAIAG 300,18 DO1EE003DECD Reboat
| 00EECOS26:E 19216888112 P DR 176131 3.1.0.18 0D1EE005261E Reboot
[m| 19216888110 ‘@ MCS 106048 022 DO1EE0D5B303 Reboat
m| 8 19216888114 ‘@ SERVER 1060.1 3.1.0.18 0101# 5400 Reboot

Figure 61: new device added to the list

O If you connect to the system by creating a new project, the new devices are added directly to
the list generated with the “Find Devices” button.

Changing operating mode

The “Detect Mode + Devices” button is also useful for forcing a change in IPerUpgrade operating
mode, when it is running: for example, if you configure a Server 1060/1 to upgrade the other system
devices, IPerUpgrade operation switches from FULL MODE to ACTIVE MODE. Press the “Detect
Mode + Devices” button to force this mode change, which is confirmed by the following message:

ACTIVE mode:

Software update activity can be performed
by IperUpgrade or delegated to an lperCom server.

OK

Figure 62: switch to active mode

The mode change is shown in the upper part of the application (on the left along with the version):

@ URMET - IperUpgrade 4.2.7 - [ ACTIVE .'::sj<:|
@Projects
Name [IP‘erCom Systemn ]

Figure 63: active mode
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A similar message is displayed if the Server 1060/1 configured to update system devices is no longer
configured to perform this operation or is disconnected from the system (again after pressing the
“Detect Mode + Devices” button):

'.6.' FULL mode:

= Full control on software update
activity for all devices,

OK

Figure 64: switch to full mode
The operating mode is also displayed in the “Commands” section, as described in the relevant
paragraph.

The change of operating mode is not shown by any change in the colour of the green circle to
the left of the “Detect Mode + Devices” button.

For more information on ACTIVE MODE, see paragraph Device upgrade: ACTIVE MODE and
PASSIVE MODE.

The pop-up message relating to FULL MODE is reported only through the “Detect
Mode+Devices” button and not when opening a project after scanning the devices.

R
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9.4.1.3 Information on the devices

For each device, a series of information is reported which may vary depending on the operation
being performed with IPerUpgrade. This information is grouped in a series of columns whose name,

meaning, value and possible icon is shown in the following table:

Column Name

Meaning/Possible values

Selected

Flag to select/deselect a device

ID Unique identifier of the device | -
Mac address Device MACaddress | e
IP address Device IPaddress | e
Alive: able to poll the device, if the device is selected 1‘
Dead: unable to poll the device, if the device is selected (e.g. if ;
the device is not connected to the system or is faulty)
Status Unknown: the device is not selected or the application is waiting 2
for a response from the device -
Upload/Upgrade: device firmware upgrade or firmware upload “
is in progress
Fail: the upgrade process has failed !
Type Devicetype (*) | e
Model Device model (*) | e
Version Firmware version on the device | e
Mode Type of system detected (field valued only for some devices). | -
Progress Progress of the upload and upgrade phase. Progress bar green

for upload phase /
red for upgrade

phase
Topologic code Device position in the system topological structure (**) | -
Matches: the imported firmware version matches the one v
already present on the device
Version match Does not match: the imported firmware version does not match
the one already present on the device
Unknown: No firmware updates have been imported yet >
L]
Command Button to reboot the device -
Reboot

Table 5: icon meaning

(*): device types and models are shown in APPENDIX A: DEVICE TYPES AND MODELS;

(**): if the device is not configured, its MAC address is displayed.

It is possible to sort the list of devices found in ascending or descending mode according to
the values that appear in each individual column simply by clicking with the mouse on the
column header.
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9.4.1.4 Deleting from the list the devices no longer present on the system

If some devices are no longer connected to the system (e.g. because they are faulty), they will be
displayed with a red arrow (l') in the “Devices” section.

In systems without any Server 1060/1, simply press “Find Devices” button to remove them from the
list. In this case, the following dialogue box is displayed:

Do you want to purge the map?

! . If you choose YES all offline devices will be removed from the
map.
If you choose MO only new devices found will be added to
the map.

Yes Mo

Figure 65: deleting the devices no longer connected to the system from the list

If you press the “Yes” button, IPerUpgrade performs a new search only of the devices connected to
the IPerCom system: those marked with a red arrow will no longer appear.

The “No” button has the same effect as the “Detect Mode + Devices” button, that is it only adds the
new devices connected to the system to the list.

In_systems with at least one Server 1060/1, any devices no longer connected to the system will
continue to be shown in the list with the corresponding red arrow. It is possible to exclude them
from upgrade operations using the “Exclude dead ones” button.

9.5 SAVING THE PROJECT

Once the upgrade step is over (FULL MODE or ACTIVE MODE/PASSIVE MODE), it is possible to save
the project with the “Save” button in the “Projects” section:

¢
@ Projects

Mame [IF’erCom System with Server ]

Figure 66: “Save” button
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In this way, when the project is opened again with the “Load” button, the network card is loaded
automatically and a_ new device discovery is made automatically: in this way it is possible to detect
the presence of any new devices connected to the system. Lastly, the operating mode is also
detected (FULL MODE, ACTIVE MODE, or PASSIVE MODE).

&, |f the IPerUpgrade application is closed by mistake before saving the project, you are still
U asked whether you want to save the project or not.

The name of the last update file imported into /IPerUpgrade is also saved in the project; therefore,

when opening an already saved project you are also asked if you want to open the last mup or
xmup file loaded previously through this dialogue window:

9 Do you want to impaort the following upgrade file?
1 |

3.1.0_1%_045271a8.xmup

Si No

Figure 67: upgrade file import request

The “Yes” button allows importing the upgrade file displayed in the pop-up window.
This can be useful to check that the firmware release of the devices is aligned with the release just

imported (symbol in the “Version Match” column).
Furthermore, if new devices have been added to the system, these will be displayed in the list with

the symbol I:l in the “Version Match” column, that is as devices not yet upgraded.
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10 CusToM VIDEO DOOR PHONES

In addition to the update files officially released for the IPerCom system present on the website
www.urmet.com and on Urmet Cloud (files with .mup or .xmup extension), it is possible to create
other update files called custom. These update files (always with .mup or .xmup extension) allow
you to customize the following video door phones:

System Device Ref.

IPerCom Video door phone 7" MAX 1717/3x-4x
Video door phone 10" MAX 1717/21-21U-22-22U-23-23U
Video door phone 7"’ VOG’ 1761/31-31U-32-33-33U
Video door phone 7" Basic 1741/1-2-3
Video door phone 10” 1761/23

Table 6: list of video door phones that can be customized

The customizations mainly concern the graphic interface and the addition/deletion of apps.
Video door phones upgraded through customized upgrade files are referred to as custom video
door phones.

The custom IPerCom system update files (with .mup or .xmup extension) contain within them
47 the relevant custom update file of one or all of the video door phones listed in Table 6.

For creation of custom IPerCom system update files and custom video door phone upgrade
files contact Urmet Technical Service.

If there are custom video door phones in the IPerCom system, to update the system the 2 points
below must be taken into consideration:

o for the same type of video door phones (among those listed in Table 6) the IPerCom system
update file can contain either the custom file or the non-custom file;
e Server 1060/1 cannot always update custom video door phones.

The first point implies that if the customizations are not the same for a specific type of video door
phone, it is necessary to carry out multiple updates.

The second point implies that updating the system from Server 1060/1 is not always possible and
you need to use application IPerUpgrade.

These points will be highlighted later.
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Once the IPerCom system update file has been imported into IPerUpgrade (with .mup or
.xmup extension), if this is not custom, the video door phone update files in Table 6 are
marked with the ROOT suffix; otherwise they are marked with a suffix (identifier) assigned
during the creation of the video door phone custom update file. This can be seen from the
figure below:

Madel Check Versian Model Check Version

17722 v 2.0.0_37_MIRROR_VER_8 0_4_6_R8_RCCT 1717.22 v 3.0.0_37_MIRROR_VER_8_ 0 4_6_R8_ROOC

3.0.0_37_MIRROR_VER_8_0_4_6_RE_ROOT

3.0.0_37_VER_8_4_7_R8_ROOT

1717.41_464 \ 3.0.0_37_VER_2_4.7_R8_ROOT

17411 \ 2.0.0_37_1741.1_VER_8_0.4 2 RS ROOT 17411 W 30.0.37_1741.1_VER 8.0.4 2 R8 ROCT

1761.16 v 20045 1761.16 v 300-45

1761.31 v 3.0.0_37_VER_8 4 7_R8 ROOT <: 176131 v VER_8 4.7 R8_CUSTOM <:
17616 v 20047 17616 v 300-47

30037 30037

PRODUCT_MODEL=1060.1 PRODUCT_MODEL=1060.1

DATE=2023-10-23 DATE=2023-10-23

1PS_FRAMEWCRK_VERSION=8.31 1PS_FRAMEWORK_VERSION =831

MDS=1907¢a812fd4fe73 1c4fe157c5b59<08 *1060.A-application_3.0.0-49_j386.deb MD5=1907ea812fd4fe731c4fe 1 5fc5b59¢08 *1060.A-application 3.0.0-49_i386.deb
MDS5=a757730ebe016cfbib1e666d53d369f5 *1060.A-system_3.0.0-49_j386.deb MD5=a757730ebe016cfbfb1e666d53d369f5 *1060.A-system_3.0.0-49_i386.deb
MDS=a81130ca7f36edb645db0e3ec Ted42ae *1060.A-urmet_bstk 3.0.0-49 i386.deb MD5=281130ca7f36e4b645db0e3ec 1 ed42ae *1060.A-urmet_bstk_3.0.0-49_i386.deb

Figure 68: video door phone update files with ROOT and CUSTOM suffixes

It is important to underline that for the Server 1060/1 to be able to update the custom video
door phones, the identifiers of the current version and the version you want to install must
be the same.

The following 2 common cases can occur in a system:

1. customizations required are the same for all video door phones (or more generally, for the
same video door phone model, customizations are the same);

2. for the same model of video door phone, different customizations are required (for
example, some video door phones are custom and others not).
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The 2 different cases are represented in the following figure:

ideo door phones 1761/31
custamized

Video door phones 1761/31
customized

ideo door phones 1761/31
customized

Video door phones 1717/21
customized

Figure 69: similar (left) and different (right) customizations

For each of the 2 cases indicated above it is advisable to proceed as described below depending on
whether the system has a Server 1060/1 configured to update the other devices.

APPENDIX B: HOW TO UPGRADE CUSTOM AND NON-CUSTOM VIDEO DOOR PHONES contains a table
showing the cases in which a custom or non-custom video door phone can be updated by
IPerUpgrade or by the Server via a custom or non-custom update file.

10.1 SAME CUSTOMIZATIONS FOR ALL VIDEO DOOR PHONE MODELS

10.1.1 NO SERVER IN THE SYSTEM CONFIGURED TO UPDATE DEVICES

The update must be always done via IPerUpgrade in FULL MODE (see paragraph Update of the
entire system (FULL MODE)) using the custom IPerCom system update file (mup or xmup file): in
this way the video door phones listed in Table 6 are made custom (one or more models). Once
made custom, IPerUpgrade can make them non-custom again or update them with an update file
with a different identifier from the previous one. This means that /PerUpgrade has no restrictions

onh updating video door phones.

O For further details on the identifier of an upgrade file, contact Urmet Technical Service.
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The procedure is summarized in the following figure:

Video door phones 1761/31
customized

Upgrade

Video door phones 1717/21
customized

Rest of the system

Figure 70: update of the system with no Server 1060/1

IPerUpgrade

Upgrade

Upgrade

Any other video door phones or devices added later must be updated via IPerUpgrade.

Once the custom update of a video door phone has been completed, the firmware version with the
relevant identifier appears in the “Version” column. If not custom, identifier ROOT appears.
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10.1.2 AT LEAST ONE SERVER CONFIGURED TO UPDATE DEVICES IN THE SYSTEM

It is possible to proceed in one of the following ways depending on whether the system is

configured or not.

SYSTEM INSTALLED AND ALREADY WORKING

The update can be done via IPerUpgrade in ACTIVE MODE and PASSIVE MODE (see paragraph

Device upgrade: ACTIVE MODE and PASSIVE MODE).

Since in ACTIVE MODE it is IPerUpgrade that takes care of updating the video door phones, as seen
before, there are no restrictions on updating them, that is /PerUpgrade can make them non-custom

again or update them with an update file with a different identifier from the previous one.
The procedure is summarized in the following figure:

Video door phones 1761/31
customized

IPerUpgrade

Upgrade

Video door phones 1717/21
customized

Rest of the system -

Figure 71: update of the system with IPerUpgrade and Server 1060/1 configured to update devices

Server 1060/1 configured
to update the system

Upgrade

SYSTEM JUST INSTALLED BUT NOT CONFIGURED YET

You can follow the steps below as an alternative to the procedure above:

e using the IPerUpgrade application, upgrade the Server 1060/1 (disconnected from the

system) with the required custom system update file;

e create a basic IPerCom configuration that includes only the Server 1060/1 by means of the

IPerCom configurator;

e configure the Server 1060/1 so that it can upgrade the other system devices (by means of

the IPerCom configurator);
e distribute the configuration thus created to Server 1060/1;
e connect the Server 1060/1 to the system.
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In this way the Server 1060/1 will be able to update the other devices present in the system and

customize the video door phones. The procedure is summarized in the following figure:

Video door phones 1761/31
customized

Upgrade

Video door phones 1717/21
customized

Rest of the system

Figure 72: update of the system with Server 1060/1 configured to update devices

Server 1060/1

Upgrade

Upgrade

Any other devices added later can be updated via IPerUpgrade or Server 1060/1. The only exception
is represented by the addition of custom video door phones whose identifier is different from that
present in the mup or xmup file already installed on the system: in this case the update must be

carry out from /PerUpgrade.

Once the custom update of a video door phone has been completed, the firmware version with the

relevant identifier appears in the “Version” column. If not custom, identifier ROOT appears.
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10.2 SAME VIDEO DOOR PHONES WITH DIFFERENT CUSTOMIZATIONS

10.2.1 NO SERVER IN THE SYSTEM CONFIGURED TO UPDATE DEVICES

The update must be done in multiple sessions via IPerUpgrade in FULL MODE with the button
“Selective Update” (see paragraph Selective update (FULL MODE)).

This is because for each customization request it is necessary to:

e select the video door phones for which the customization in question has been requested;
e import the required custom mup or xmup file into IPerUpgrade and upgrade.

In the last update session, it is also possible to update the rest of the system.

In this way the video door phones listed in Table 6 are made custom. Once made custom,
IPerUpgrade can make them non-custom again or update them with an update file with a different
identifier from the previous one. This means that /PerUpgrade has no restrictions on updating video

door phones.

The procedure is summarized in the following figure:

Video door phones 1761/31
customized

Upgrade

Video door phones 1761/31
customized

oo9oe@
C X X X )

Rest of the system

Figure 73: update of the system with no Server 1060/1

IPerUpgrade

Upgrade

Upgrade

Any other video door phones or devices added later must be updated via /IPerUpgrade.

Once the custom update of a video door phone has been completed, the firmware version with the

relevant identifier appears in the “Version” column. If not custom, identifier ROOT appears.
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10.2.2 AT LEAST ONE SERVER CONFIGURED TO UPDATE DEVICES IN THE SYSTEM

The procedure is like what was seen in the case of a system without Server 1060/1 with the only
difference that the selective update is done in ACTIVE MODE (see paragraph Selective update
(ACTIVE MODE)).

Once the Server 1060/1 has been updated, it will not update the custom video door phones
0 updated previously with IPerUpgrade because identifiers are different.

Any other devices added later can be updated via IPerUpgrade or Server 1060/1. The only exception
is represented by the addition of custom video door phones whose identifier is different from that
present in the mup or xmup file already installed on the Server 1060/1: in this case the update must
be carry out from IPerUpgrade.

Once the custom update of a video door phone has been completed, the firmware version with the
relevant identifier appears in the “Version” column. If not custom, identifier ROOT appears.
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10.3 FLEX OPTIONS

The “Apply Flex Options” button is linked to the use of customized IPerCom system update files,
more specifically it concerns the forcing of the homepage and wall paper on custom the video door
phones according to what was done in the custom update.

When the custom update phase is finished, the homepage and wall paper of custom video door
phones can be the following, according to what reported below:

o if before the custom update the homepage and wallpaper were the default ones, these are
forced to what was set in the custom update;

o if before the custom update the custom homepage and wallpaper were different from the
default ones, they remain as they are.

(~) Commands

Upgrade file (C:\3.1.019_[151C2E]xmup )

r— (—t—

1/06/2024 10:04:11] Device 00:1E:E0:03:34:70 SMART_UPDATE - UPDATE_SETTING
1/06/2024 10:04:11] Device 00:1 6:1E SMART_UPDATE - UPDATE SETTING
1/06/2024 10:04:12] Device 0 34:F9 SMART_UPDATE - UPDATING
1/06/2024 10:04:12] Device 6:1E SMART_UPDATE - UPDATING
1/06/2024 10:04:26] Device 00:1EEQ:07:84:5F SMART_UPDATE - DOWNLOAD_COMPLETED (READY TO UPDATE)
84:5F SMART_UPDATE - UPDATE_SETTING
84:5F SMART_UPDATE - UPDATING IDLE
2:71 SMART_UPDATE - UPDATE_ COMPLETED (SUCCESS)
[21/06/2024 10:13:09] Device 00:1EE0-07:84:5F SMART_UPDATE - UPDATE_COMPLETED (SUCCESS)
[21/06/2024 10:13:48] Device 00:1 6:1E SMART_UPDATE - UPDATE_ COMPLETED (SUCCESS)
[21/06/2024 10:13:58] Device 00:1EE0:03:34:79 SMART_UPDATE - UPDATE_COMPLETED (SUCCESS)
[21/06/2024 10:13:58] Update Manager State = IDLE

[21/06/2024 10:14:05] Device 00:1 84:5F IDLE - IDLE

[21/06/2024 10:14:05] Device CAX 72:83 IDLE - IDLE

[21/06/2024 10:14:24] Device 00:1 2:71 IDLE - IDLE

[21/06/2024 10:14:24] Device 00:1 349 IDLE - IDLE

1/06/2024 10:04:29] Device 00:1
1/06/2024 10:04:30] Device 00:1
1/06/2024 10:11:39] Device

[21/06/2024 10:14:25] Device 00:1 E:CD IDLE - IDLE

[21/06/2024 10:14:25] Device 00:1E:E0:05:26:1E IDLE - IDLE

[] Verbse Log [ Cleartog ] [ Bwotleg ]
(%) Devices

Devices status

- Detect Mode+Devices Unknown o

Select all ([ selecteqii0/10__) [ Updatesti0/10__) —
Selectvisile [ ALLMODELS i) [ Polling:5/10 ] e :
Selected  Id Mac address Ip address Status Type Model Version Mode Progress  Topologic code  Version match  Command
4 001EED0332T1 19216888120 4 VDP 1717210 VER8.0.7.0.R8 171721UCustom IPerCom 001EE0033271 v
5 00:1E:E0:03:34:F9 192.168.88.157 f voP 1717.31_A64  VER 8 7 3_R8_176131uCUSTOM IPerCom OO01EEDO334F9 v/
6  O0:IEECO3:DECD  192.168.88.111 1+ wor 171741464  3.1.0_19_VER_8_7_3_R8_ROCT |PerCom OOTEED03DECD v
7 00IEEDOS2G1E 19216888112 4 VDP 176131 VER_8.7_3_R8_176131uCUSTOM PerCom 001EE005261E v
8 00:1E:E0:05:83:03 192.168.88.110 f MCs 1060.48 31023 D01EEDO5B303 v/
9 00:1E:E0:07:84:5F 192.168.88.119 f voP 1761310 VER 8 7_3_R8_176131uCUSTOM IPerCom O01EED07845F V/
10 CA00AD3F7283 19216888114 4 SERVER 1060.1 3.1.0_19_[151C26) 010142242200 v

Figure 74: custom update ended

If button “Apply Flex Options” (red arrow) is pressed after the custom update, homepage and
wallpaper of selected custom video door phones are forced to what selected in the custom update.
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11 IPERUPGRADE LOGS

In the “Commands” section there is a box (highlighted in red) where the IPerUpgrade logs are
displayed, that is the history of the operations carried out by the application is shown, as reported

in the figure below:

(=) Commands

Upgrade file [C13.1.0_19_04527 TaBxmup

)

( Open ) ( Details )

TZ0TUG7 202 111253 7] DEVICE UOTTEECTU D516 TOLE - RIDLE
[20/06/2024 17:25:39] Device 00:1E:E0:02:31:A6 IDLE - R_IDLE
[20/06/2024 17:31:42] Device 00:1E:E0:05:B3: - R_IDLE {SUCCESS)
[20/06/2024 17:32:02] Device 00:1E:E0:05:B3: - R_DEAD
[20/06/2024 17:32:48] Device 00:1E:E0:05:B3: -RDLE
[20/06/2024 17:36:34] Device 00:1E:E0:02:03:8A IDLE - R_IDLE (SUCCESS)
[20/06/2024 17:36:36] Update Manager State = IDLE

[20/06/2024 17:37:04] GuiMode = ACTIVE

[20/06/2024 17:37:07] Device 00:1E:E0:03:34:F9 IDLE - IDLE

[20/06/2024 17:37:08] Device 00:1E:E0:03:DE:CD IDLE - IDLE
[20/06/2024 17:37:08] Device 00:1E:E0:05:26:1E IDLE - IDLE

[20/06/2024 17:37:08] Device 00:1E:E0:05:63:03 IDLE - IDLE

[20/06/2024 17:37:09] Device C4:00:AD:3F:72:83 IDLE - IDLE
[20/06/2024 17:37:09] Device 00:1E:E0:0 :B5 IDLE - IDLE
[20/06/2024 17:37:09] Device 00:1E:E( :8A IDLE - IDLE

[20/06/2024 17:37:10] Device 00:1E:£0:02:31:A6 IDLE - IDLE

[] Verbose Log

(

Clear Log

) (

Export Lag

Apply Flex Options

IDLE

The logs can be:

Figure 75: IPerUpgrade logs

e deleted with the “Clear log” button;
e exported to a file with the “Export log” button (the file path is written on the logs);
e more detailed by selecting “Verbose log” checkbox.
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12 TROUBLESHOOTING

12.1 IPERUPGRADE CANNOT FIND THE DEVICES CONNECTED TO THE SYSTEM

If the “Find Devices” button does not find any of the devices connected to the system, it is necessary
to make sure that communication between the IPerCom system and the /PerUpgrade application is
working properly on the IP network. To do this, click on the item “Open Network and Internet

settings”, which appears by pressing with the right mouse button the icon at the bottom of
right on your PC monitor. The following screen is displayed:

@ Home Status

Help from the web
Network status i

Updating apter or driver
Network & Intermst E @ @ Finding my IP address
B s ete et
us 1 w-A Fammericana 2 @ Gerhelp
& Wik You're connected to the Internet & Give feadback
Ifyou have a fimited cata plan. you can make this network 4
W Bhemet metered c change other properties
g e Ut 16.56 GB
2 Dialup From the last 30 days
o Properties Data usage
2 Aiplane mode IPercom 5136 GB
T ottt 1002
9 Mobile hatspot braperies .
© Powy

B Show avalable netwerks
Jieny the connection opfians aroL

Advanced network settings

() Change acapter options

Figure 76: list of available networks
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Press the item “Windows Firewall” (red arrow). The following screen is displayed:

Press the item “Allow an app through Firewall” (red arrow). The following screen is displayed:

66

Windows Security

@ Home
QO Virus & threat protection
8, Account protection
| ©@)  Firewall & network protection

B App & browser control

B Device security

S Device performance & health
b Family options

& Settings

@ o

«) Firewall & network protection

Who and what can access your networks.

B Domain network (active)

Firewall is off.

%@ Private network

Firewall is on.

8 Public network (active)

Firewall is on.

Allow an app through firewall
Network and Internet troubleshooter
Firewall notification settings
Advanced sattings

Restore firewalls to default

Figure 77: firewall and network protection

4 @ 5 ControlPanel 5 System and Security 5 Windows Defender Firewall 5 Allowed applications

Allow apps to communicate through Windows Defender Firewall

To add, change or remove allowed apps and ports, click Change settings.

What are the risks of allowing an app to communicate?

& Change settings

@ For your security, some settings are managed by your system administrator.

Allowed apps and features:

Name Domain  Private

@

Microsoft.DesktopApplnstaller_1.4.3161.0_x64._..
Microsoft.MicrosoftEdge_44.19041.423.0_neut...
Microsoft. MicrosoftEdge 44.19041.423.0 neutr...
Microsoft.MicrosoftStic

otes 3
Microsoft RemoteDesktop_10.2.1810.

Microsoft.Windows.Photes_2020.20121

microsoft.windows E

Microsoft.XboxApp_4!
Microsoft. YourPhone_1.21022.160.
Microsoft.ZuneMusic_10.20122.11121.0.

Microsoft.ZuneVideo 10.21021.10311.0 x64 8

Public  Group Policy

()
()
(]
(]

No
No
No
No
No
No
No
No
No
No
No
No

Details... Remove

Allow another app

0K Cancel

Figure 78: firewall settings for different apps

Windows Community videos

Learn more about Firewall & network
protection

Have a question?

Get help

Who's protecting me?

Manage providers

Help improve Windows Security

Give us feedback

Change your privacy settings
View and change privacy settings
for your Windows 10 device.
Privacy settings

Privacy dashboard

Privacy Statement
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In the list above find the item “Urmet IPerUpgrade Rule (Inbound)” and check that all 3 checkboxes
are selected, as shown below (red box):

Allowed apps and features:

Mame Domain  Private  Public  Group Policy ™
W Urmet IIT 2.1.3 Rule {Inbound) MNo
W Urmet IIT 2.2.0 Rule {Inbound) MNo
W Urmet IIT 2.2.0-23 Rule (Inbound) Mo
W Urmet IIT 3.0.0 Rule (Inbound) MNo
W Urmet IIT 3.1.0 Rule (Inbound) MNo
W Urrnet IT Launcher Rule (Inbound) MNo
| ] Urmet IperUpgrade Rule (Inbound) MNo
[ Virtual Machine Manitaring O O O Mo
VLC media player O Mo
Wi-Fi Direct Metwork Discovery O O Mo
Windows Calculator MNo
Windows Camera Mo N
Details... Remove

Figure 79: firewall rules correctly set for the IPerUpgrade application

If not, it is necessary to press “Change settings” button (Figure 78), select the “Urmet IPerUpgrade
Rule (Inbound)” item, make sure that all 3 checkboxes are flagged and then confirm with the “OK”
button.
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12.2 IPERUPGRADE SHOWS A WRONG |P ADDRESS ON THE NETWORK INTERFACE

If the network interface with which you are connecting to the IPerCom system shows an incorrect IP
address in the “Local IP” drop-down menu, make sure that a second IP address has not been set on
the network interface in question. For the IPerUpgrade application to work properly, the network
interface through which your PC communicates with the IPerCom network must have a unique
(static or dynamic) IP address. If multiple IP addresses are associated with the same network
interface, the correct functioning of the application is not guaranteed.

12.3 |IPERUPGRADE FAILS TO RESTORE NETWORK PARAMETERS

By opening an already saved project, IPerUpgrade may show the following message:

! L The network setting could not be restored

OK

Figure 80: impossible to restore network parameters

This means that you have connected to the IPerCom system via a different network interface from
the one used before and therefore the MAC address has changed.

To open the project again, after pressing “OK” on the above window, it is necessary to select the
new network interface from the “Local IP” drop-down menu and press the “Find Devices” button to
get the list of devices again.

Then press the “Save” button to save the new network parameters.
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12.4 |IPERUPGRADE FAILS TO UPGRADE ALL DEVICES

During the update phase (both FULL MODE and ACTIVE MODE), there is a default automatic
mechanism for restoring any errors and repeating the update cycle (for maximum 5 times) if one or

more devices fail to update.
If at the end of the 5 update cycles IPerUpgrade is unable to update one or more devices, a screen

like the one below appears:

Selected 14 Mac address paddress  Status Type Mode! Version Mode | Progiess  Topologiccode  Version match | Command
3 001EE00231:A6 19216888193 A ADP 11602-11293  ipercom-3.10-12 PerCom 001EE0023146
10 C400ADSRTZE3 19216888114 SERVER 1060.1 31018 010182222200 v

Figure 81: devices not upgraded
The not upgraded devices are marked with symbol E in the “Status” column.

This can happen for various reasons, the most frequent of which are:

e upgrade time is longer than normal time (systems with many devices),
e thereis no connection between the PC and the IPerCom system,
e devices displaying the symbol in question do not work properly.

In one of these cases, the following dialogue box is displayed:

ATTENTIOM:
. Some device could not be updated.
Clear warnings and retry the process on a different device set.

OK

Figure 82: dialogue window on device upgrade failed

After pressing the “OK” button, the dialogue window disappears and before trying to update the
system you need to press the “Clear Warnings” button:
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() Commands

ACTIVE MODE

Upgrade file [C3.1.0_19.045271a8xmup )
( Open ) Details )
= UG O AT AT AT TR AT

[21/06/2024 12118:38] Device C4:00:AD:3F:72:83 SMART_UPDATE - UPDATE_COMPLETED (NO ACTION NEEDED) ’

[21/06/2024 12118:38] Device 00:1E:£0:02:31:A6 SMART_UPDATE - COMMAND_ERROR (PHASE SWITCH) '\ —_—
[21/06/2024 12:18:39] Update Manager State = WARNING | ) (__Clear Wamings ]
[21/06/2024 12118:3] Update Manager State = CLEAR_WARNING

[21/06/2024 12118:44] Device C4O0:AD:3F:72:83 CLEAR WARNING - IDLE
[21/06/2024 12:18:44] Device 00:1E:£0:02:31:46 CLEAR_WARNING - IDLE (ERROR CLEARED) WARNING
[21/06/2024 12118:45] Update Manager State = IDLE

[21/06/2024 12:18:45] Update Manager State = SAFE_DOWNLOAD

[21/06/2024 12:18:57] Device C4:00:AD:3F:72:83 SAFE_DOWNLOAD - DOWNLOAD_DELAYED

[21/06/2024 12118:57] Device 00:1 1:A6 SAFE_DOWNLOAD - IDLE (PHASE SWITCH)

[21/06/2024 12:19:03] Device 00:1EE0:02:31:46 SAFE_DOWNLOAD - COMMAND_ERROR (DEAD DEVICE)
[21/06/2024 12:10:03] Update Manager State = SMART_UPDATE

[21/06/2024 12:19:03] Device C400:AD:3F:72:83 SMART_UPDATE - UPDATE_COMPLETED (NO ACTION NEEDED)
[21/06/2024 12:19:03] Device 00:1E:£0:02:31:A6 SMART_UPDATE - COMMAND_ERROR (PHASE SWITCH)
[21/06/2024 12:19:04] Update Manager State = WARNING

[21/06/2024 12:19:09] Device C4:00:AD:3F:72:83 WARNING - IDLE

[21/06/2024 12:19:10] Device 00:1 1:A6 WARNING - COMMAND_ERROR (PHASE SWITCH)

[21/06/2024 12:27:39] Device C4:0l 72:83 IDLE - IDLE

[21/06/2024 12:30:33] Device C40 72:83 WARNING - IDLE

[21/06/2024 12:30:48] Device 00:1E:E0:03:32:71 WARNING - IDLE

[ Verbose Log [ Cearlog | [ Exportlog |
Figure 83: clear warning button

In this way IPerUpgrade application shows the symbol in the “Status” column:

Selected Id Mac address Ip address. Status Type Model Version Mode Progress Topologic code  Version match ~ Command
3 001EE00231:A6 19216888193  §  ADP 11603-11393  ipercom-3.10-18 PerCom 001EED0231A6
10 C4:00:AD:3F:72:83  192.168.88.114 f SERVER 1060.1 3.1.0_19 0101=2=2£200 V/

Figure 84: device that does not communicate with IPerUpgrade

Buttons “Full Plant Update” and “Selective Update” are now available for a new update attempt:

(=) Commands
(acvEmope ] [ Full PlantUpdate ]
Upgrade file (C3.1.0_19_045271aBxmup ] [ selective Update ]
( Open ) Details J A
= T T ST s e
[21/06/2024 12:18:51] Device C4:00:AD:3F:72:83 SAFE_DOWNLOAD - DOWNLOAD_DELAYED
[21/06/2024 12:18:57] Device 00:1EED:02:31:A6 SAFE_DOWNLOAD - IDLE (PHASE SWITCH)
[21/06/2024 12:19:03] Device 00:1EED:02:31:A6 SAFE_DOWNLOAD - COMMAND_ERROR (DEAD DEVICE)
[21/06/2024 12:19:03] Update Manager State = SMART_UPDATE Apply
[21/06/2024 12:19:03] Device C4:00:AD:3F:72:63 SMART_UPDATE - UPDATE_COMPLETED (NO ACTION NEEDED)
[21/06/2024 12:19:03] Device 00:1EE0:02:31:46 SMART_UPDATE - COMMAND_ERROR (PHASE SWITCH) IDLE
[21/06/2024 12:19:04] Update Manager State = WARNING
[21/06/2024 12:19:09] Device C4:00:AD:3F:72:83 WARNING - IDLE
[21/06/2024 12:19:
[21/06/2024 1227;
[21/06/2024 1230;
[21/06/2024 12:30:
[21/06/2024 12:36:47] Update Manager State = CLEAR_WARNING
[21/06/2024 12:36:47] Device 00:1E:E0:03:32:71 CLEAR_WARNING - IDLE
[21/06/2024 12:36: 83 CLEAR_WARNING - IDLE
[21/06/2024 12:36:48] Device 00:1EE0:02:31:A6 CLEAR WARNING - IDLE (ERROR CLEARED)
[21/06/2024 12:36:48] Update Manager State = IDLE
[21/06/2024 12:36:54] Device 00:1EE0:03:32:71 IDLE - IDLE
[21/06/2024 12:36: :83 IDLE - IDLE
[21/06/2024 12:36:54] Device 00:1EED:02:31:A6 IDLE - IDLE (PHASE SWITCH)
[] Verbose Log ([ cleartog ) [ Exportlog )

Figure 85: update buttons available

During the update phase (both in FULL MODE and ACTIVE MODE) the “Stop Automation”
button allows you to block the automatic repetition of the update and error recovery cycle. If
you press” Yes” on the relevant dialog box, any failed update messages on one or more
devices must be manually deleted and a second update cycle must be started manually.
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12.5 IPERUPGRADE STARTS IN DISABLED MODE

If two instances of IPerUpgrade (running on two different PCs) try to connect to the same IPerCom
system, the last of the two instances that acquires the list of devices (or opens an already saved

project) starts in DISABLED MODE, that is shows the following message:

DISABLED mode:

A
. Another instance of IperUpgrade
was detected on the plant.

OK

Figure 86: disabled mode

By pressing the “OK” button, the message disappears and the operating mode is displayed (again) in
the upper part of the application (on the left together with the version) and in the “Commands”

section:
@ URMET - IperUpgrade 4.2.7 - [ DISABLED MODE — O
(~) Projects N
Name [IPerCom System )
urmet
(~) Provisioning
Local IP: Percom [1921683549] | =]  [] Ipervoice [ Find Devices ] [ Total devices: 1 j
(~) Commands
DISABLED MODE < I
Upgrade file [ )|

[21/06/2024 12:45:25] Checking for available updates <RTDL_DEBUG>
[21/06/2024 12:45:25] FTP server listening cn port 16111

[21/06/2024 12:45:25] TFTP server listening on part 69

[21/06/2024 12:45:34] Upgrade File content: EMPTY

[21/06/2024 12:46:48] GuiMode = DISABLED

[21/06/2024 12:46:51] Device 00:1E:E0:06:AF:37 IDLE - R_IDLE IDLE

[ Verbose Lag [ cClearlog ) [ Exportlog |

() Devices

Figure 87: disabled mode on IPerUpgrade graphic interface

In DISABLED MODE it is only possible to check the status of the devices (whether they respond to
polling or not) regardless of whether they are selected.

DS1060-126E

71



It is not possible to:
e import any firmware upgrade file;
e send reboot commands to the devices.

To quit the DISABLED MODE, close the first open IPerUpgrade instance and then press the “Detect
Mode + Devices” button on the second instance that is still open. In this way IPerUpgrade sets its
operating mode to FULL MODE, ACTIVE MODE, or PASSIVE MODE.
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12.6 IPERUPGRADE CANNOT UPGRADE ALL SYSTEM DEVICES

The firmware upgrade of the various devices in an IPerCom system is performed using a single file
with .mup (Multiple Upgrade Package) extension or with .xmup (Extended Multiple Upgrade

Package) extension: these files contain the single upgrade files for every device.
On the contrary call forwarding devices are upgraded through a file with .zip extension.

Therefore update files with .mup or .xmup extension cannot update call forwarding devices and
similarly update files with the .zip extension cannot update IPerCom devices.

If you try to update a system that has both IPerCom devices and call forwarding devices,
IPerUpgrade will therefore notify the user that it cannot proceed with the update of the entire
system, importing a mup file or a xmup file or a zip file. Because of that button “Full Plant Update”
is frozen.

There are 2 cases that can arise:

e the update file, imported into /PerUpgrade, can only update a group of devices (IPerCom or
call forwarding devices);

e the update file, imported into IPerUpgrade, cannot update any device.

Consequently, it is possible to have the two dialog box messages below.

CAsSE A

Full plant update not available because
! \, theimported file does not cover all device models,

Please, proceed manually with partial update or load another
Upgrade file.

OK

Figure 88: partial update
After closing the dialog box, you can:
e select the devices that can be updated from the imported file and then press the button

“Selective Update”,
e |oad another update file if the devices you want to update are different.
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CAseE B

Full plant update not available because
. the imported file does not cover all device models.

Please, load another Upgrade File,

OK

Figure 89: no devices can be updated

The dialog box says that another update file needs to be loaded because:

e updatable devices are already updated to the uploaded file,
e devices you want to update are different.
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12.7 PC NETWORK CARD |IP ADDRESS IS NOT COHERENT WITH [PERCOM SUBNET

If the IP address of the network card, through which the PC (where IPerUpgrade is running)
connects to the IPerCom system, does not belong to the same IPerCom subnet, what happens is
shown in the following 2 figures:

@ URMET - IperUpgrade 4.2.3 - o

(~) Projects
Name [IPerCom System )|
Urmet

(~) Provisioning
Local IP: IPercom [169.254.11.111] | = <: | Totaldevices0

Figure 90: PC network card set to 169.254.111.111

(~) Devices
Devices status
[ ] Uninown 4
Aive ]
Selectall [ Selected:o/4 ] [ Updatedio/4 | o N
Select visible [~ Polling: None pese °
Fail o
Selected  Id Mac address Ip address Status  Type  Model Version Made Progress  Topologic code  Version match  Command
O 1 00AEECO1D3BS | 1921683538 2 ADP 1160.3-11393 ipercom-220-18 0DTEED01D3BS ? Reboot
O 00:1 192.168.35.36 ? o 106018 220-21.u765 001EE02038A ? Reboot
O 3 00 ) 192.168.35.161 ?  VDP 171741464 22023 VER7_161R7.ROCT 001EE003DECD ? Reboot
O 4 00EE0O5261E 19216835195 P vDP 176131 22023 VER 7_16_1_R7_ROCT 0DTEED05261E ? Reboot
X
‘@' Unable to reach any device.
= Please, configure the local network in the proper way
and restart the program.
OK
(&) commends

Figure 91: not coherent IP address of PC network card

As can be seen from the figures above, the IP address of the PC network card is not consistent with
the (highlighted) IP addressing of the IPerCom system devices (red arrows). It is therefore necessary
to change the configuration of the network card of your PC, otherwise it will not be possible to
update the system.
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The same non-coherent situation is detected if only some devices of the IPerCom system have an IP
addressing that is not consistent with the IP address of the PC network card, as shown in the
following figures:

© URMET - lperUpgrade 4.23 - u] x

(%) Projects
Mame [Mixed IP adresses )
Urmet

(%) Provisianing
LocaltP: [ IPercom [1010525] | 7] < | Find Devices | Totldeviceso

Figure 92: PC network card set to 10.10.5.25

((~) Devices
Devices status
@ [ Detect Mode+Devices Unknown 4
Aive o
Select all ( Selecte:osa ) [ Updated:0/2 ] Vorking o
Selectvisible | =) ( Polling: None ) Dead o
Fail o
Selected_1d Mac address Ip address Status | Type  Model Version Mode  Progress  Topologic code  Version match  Command
[m] 1 O0EEGOTD3BS 16925469175 P ADP 11603-11393 ipercom-220-18 OU1EE001D38S ?
D 00:1E:E0:02:03:8A 10.10.5.2 ? ™ 1060.18 2.20-21_u7.65 010122222200 ?
O 3 O0EEOO3DECD 101053 2 VDP 17174164 220_23_VER_7_16.1_R7.ROCT 010101000160 ?
[m] 4 00MEE0OS2GME 169254251241 P VDR 176131 22023 VER 7_16.1_R7_ROOT OUTEE005261E ?
URMET X

Some devices are outside of the current subnet
LE 50 they cannat be reached and programmed.

oK

Figure 93: not coherent IP address of some IPerCom devices

In this case it is possible to update only the devices whose IP address is not highlighted.
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12.8 DOWNGRADE PROCESS OF AN IPERCOM SYSTEM

If a previously configured IPerCom system is downgraded (that is updated with a lower version than
the one present on the various devices), at the end of the downgrade process the various devices
lose their configuration.

This implies that in the case of a system with Server 1060/1 configured to update the devices, at the
end of the ACTIVE MODE phase, the Server 1060/1 will no longer be able to update the rest of the
system (as it has lost the configuration).

This is notified to the user via the following dialog:

l L No more update operations are possible.

oK

Figure 94: end of upgrade process if Server 1060/1 loses its configuration

G If a device loses its configuration, its MAC address appears in the “Topological code” column
instead of its topological code.
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13 APPENDIX A: DEVICE TYPES AND MODELS

IPerUpgrade can upgrade the firmware of device types listed below. Each type of device can match
several models. Device types and models are displayed in “Type” and “Model” columns,

respectively, in the “Devices” section.

The possible types and models are shown in table:

VDP (Video door phone

1717.31 (No longer supported by IPerCom version 2.1.0)

VDP (Video door phone

1717.41 (No longer supported by IPerCom version 2.1.0)

Type Model
SERVER (Server) 1060.1
CM (Call Module) 1060.13, 1060.18, 1060.23
MCS (Modular Entry Panel with 1060/48) 1060.48
PEIP (Entry Panel) 1060.21, 1060.33, 1060.34, 1060.74
PACM (Private Call Module) 1060.22
SWB (Switchboard) 1060.41
SWB (Switchboard) 1060.42
VDP (Video door phone) 1761.31
VDP (Video door phone) 1761.16
VDP (Video door phone) 1761.6
VDP (Video door phone) 1717.31_A64
VDP (Video door phone) 1717.41_A64
VDP (Video door phone) 1741.1
VDP (Video door phone) 1717.21
VDP (Video door phone) 1060.43
)
)
)

VDP (Video door phone

1761.23

ADP (Door phone)

1160.3-1139.3

GATEWAY (2Voice Gateway)

1083.59

CLOCK (/PerCom Clock Module)

1060.85

CALL FORWARDER (Call Forwarding Devices)

1083.58, 1083.83, 9854.58

Table 7: list of device types

All devices listed in Table 1 and Table 2 can be associated to one of the types and models listed

above.
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14 APPENDIX B: HOW TO UPGRADE CUSTOM AND NON-CUSTOM VIDEO DOOR

PHONES

The following table shows the cases in which a custom or non-custom video door phone can be

upgraded by /PerUpgrade or a Server 1060/1 or both:

Type of upgrade on Type of upgrade Identifier on mup Can IPerUpgrade Can Server 1060/1
mup or xmup file present on the video | or xmup file == upgrade the video upgrade the video
door phone Identifier present door phone? door phone?
on video door
phone
Custom Non-custom Yes Yes
Custom Custom Yes Yes Yes
Custom Custom No Yes No
Non-custom Non-custom Yes Yes
Non-custom Custom Yes No

Table 8: how to upgrade custom and non-custom video door phones

It is not relevant whether the video door phones are configured or not.
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